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Function 1
Input (A, B):
Output = A + B
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int alloc and set () { = 55 48 89 e5 @

int a[2] = {0, 0}; . 48 81 ec a8 Function alloc and set
, 02 00 00 c7 — —
al0] = 1; * 45 fc 01 00 * Input () :

return al[0]; - 00 00 8b 45 OQutput = 1
} E fc ¢c9 c3 cc

HE CIE - 71 AH|0] adl 9|07t HEE Sk 20
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int alloc_and set(i) { 1 55 48 89 e5 Functlon alloc and set

48 81 ec b8

= Input (A) :
02 00 00 48 ot t g
89 bd ds fc* Lt =

int a[2] = {0, 0}; =
ali1] = 1; l"b
return al[0];

’ . ff £ff c/7 &84

1f == (0) 1
else 0

alloc and set (2)
A

ol G 3L E 7|70 AlSH o|0|7F YEDH HEE| 710
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514 2:

int alloc and set ()

D

int a[2] = {0, 0}; = 55 48 89 e5
al0] = 1; . 48 81 ec b8 Function alloc and set
asm("lea 02 00 00 48 * Tnput () : -
89 bd d§ fc P '

Sbackdoor, "  ff ff c7 84 Output = 1

%rbp") ; E 45 e(
return af[0];} '

o= ¢ TC E 71710f Alsl o|n|7} M5 CHE F7+ 910
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SPGEE! ojziof telol By MM SEEA AH AR EA BXAH AR 24
55 48
89 E5 1: PUSH RBP HAZ =7 ol0 el SE 24 M2 ol/=3 Fj|X|AH
o _;2 MOV RBP, RSP — 5 = HEel —p Ftolof —p el

90 op O T Rese xR0 FGIR ASIR IOIR
4: MOV [RBP - 4], EDI
FC 89

75 F8

7| A M =2
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D) A

volid mali (&,
vold nop () {}

1nt alloc and set (a

vold (*t) () = nop;
int buf[l] = {0};
buf[a] = b;

t()’
return buf[0];

| 55 48
89 eb
48 81
ec bS8

B) TR 92 00
I"n048
89 bd

d8 fc
ff ff
c’/ 84
45 e0
fc ff

7| A0

=¢2h HiojL2| 2% -

a=4
b=mali

FFFFFFFFF

Gll Al

=
a=100 a=-1
b=0 b=mali
Alslf o|0O]

grc 89 3R mali 8=
o| gt 3 =< <
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alloc and set:

55 48§ store (rsp — 8) nop
int alloc and set 89 e5 store (rsp - 12) . .
(a :b) { 51 mov [rsp-8], nop store (rsp - + rdil) rsi
4 | b8 mov [rsp-16], O load temp (rsp - 8)
void (*t) () = 00 mov [rsp—-l6+rdi], rsi ai81gn = =b EESP - 1§)
int bufl[l] = 48 mov rax, [rsp-8] > oretrsp aLbter _Ca
jump temp
bufla] = b; bd call rax
. fc mov rax, [rsp—-16]
t () ; ff leave after call:
return buf[0]; o7 84 ret load rax (rsp - 106)
15 o0 load ret addr rsp
} Fe £F assign rsp (rsp + 8)
jump ret addr
2 CIE 7701 Ol =2 ILIR
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Kz S A0 ILIR

ILIR D &= - 3=I|._JI\_ ?:IE—:!
alloc and set: E
store (rsp - 8) nop i a=0 a=4 a=100 a=-1
store (rsp - 16) O . ] ]
store (rsp - 16 + rdi) rsi - b=1 b=mali b=0 b=mali
load temp (rsp - 8) -
assign rsp (rsp - 106) -
store rsp after call - ILIRS| AlaH o|q]
Jump temp -
after call: -
load rax (rsp - 10) E o nop i%_ ~ BAL XA =2 )
load ret addr rsp - nop 2= - mali @& - 7;,—': ;C:g? ;A mali 2= -
assign rsp (rsp + 8) : qY == zel F2 g ot ;l'g AL B2
jump ret addr E = T e TR T
SHAIS .ol :
%A—!Ql'El_I 7|-§5| HA O
= |=| = = '®) x4 =3 _— =
o SILIC| OIS E| WHN S otER0 SEAC! WIS Y2 Ty
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alloc and set:

store (rsp - 8) nop

store (rsp - 16) O

store (rsp - 16 + rdil) rsi
load temp (rsp - 8)

assign rsp (rsp - 16)

store rsp after call
call temp [ after call]

after call:

load rax (rsp - 10)
load ret addr rsp
assign rsp (rsp + 8)
ret ret addr

a=100
b=0

a=4

b=mali b=mali

FGIRS| &= 2|0

nop @& -

retO|A 7}

g fHe=
SN

nop @&
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ASIR & Sk ol

alloc and set(Stack[-16:0])
store stack[-8] nop a=0 =4 a=100 a=-1
store stack[-16] O _ _
store stack[-16+rdi] rsi b=1 b=mali b=0 b=mali
load temp stack[-8]
assign rsp (rsp - 106)
store stack[-24] after call ASIRC| Alat ofn]

call temp [- after call]

after call (Stack[-16:0])
load rax stack[-16]
load ret addr stack[O0]

nop & -

P -16+rdi] ©
nop & - retO|Al 7} [ rdi] =

M 7FA Qlut mali 28 -

assign rsp (rsp + 8) HA =R H fHe=z oz x| HA SR
ret ret addr X T

A AlstEl 7Hd: Stack[a:b]

» O] SE0[M AIBE|= 22 AR K229 z|A/Z|C] =24+ a/bO|C}
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alloc and set (Stack]|

after call (Stack]|

340

olg

IOIR Z &
-106:01])

store stack[—-8] nop

store stack[-16] O

store stack|[-16+a] b

load temp stack[—-8]

assign rsp (rsp - 16)

store stack([-24] after call
call temp [- after call]

-10:017]) :
load x stack[-16]

load ret addr stack[O]
assign rsp (rsp + 8)
ret ret addr

* Input/Output: 0| gt~ LHO|A= R1, R2,

e Reads/Writes

2 =/E5 HIX|2E S H|

: @Sors g4 LolM= R1, R2,

Bl 2
=4 a=100
b=mali b=0

IOIRS| &< 2|0

nop 2& -

1

[-1lo+a] gl

X oHloZ < Th=—
PSIN =

a=-1
b=mali

mali =0
N 7k ol
o=z HNX|
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2. Alsll o|n| HEQ| 7|&E EM tg*Oil “Z*—:‘ Egg" SE EHQ (Filtered-Simulation) 2 &
olstal, 7Fg0| ety 5= Z< |t o] H=9| 7|0l ‘4t

(Bisimulation)2} 2LCt= 33% =0
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7140]| 8= 4l SE I (Filtered- Slmulatlon)

FGIR ASIR
alloc and set: alloc and set (Stack[-16:0])
store (rsp - 8) nop store stack[-8] nop
store (rsp - 16) O a=0 store stack[-16] O a=0
store (rsp - 16 + rdi) rsi store stack[-16+4+rdi] rsi _
load temp (rsp - 8) i =1 load temp stack[-8] i =1
assign rsp (rsp - 16) assign rsp (rsp - 16)
store rsp after call store stack[-24] after call
call temp [- after call] call temp [- after call]
after call: after call (Stack[-16:0])
load rax (rsp - 16) load rax stack[-16]
assign rsp (rsp + 106) load ret addr stack[O0]
load ret addr rsp assign rsp (rsp + 8)
ret ret addr ret ret addr

. D22 07} Alal o|n|of| QfaH 7HE QIEt Q10| B THA| AT HSE|= K4F o]
= ShAFSEEH| AlSHE| D LS ZHAIE S X|sh

So ©
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7|-I'|0" Ol AISH S =
- ANl EO —1
FGIR
alloc and set:

store (rsp - 8) nop

store (rsp - 16)

store (rsp - 16 + rdl

load temp (rsp - 8)

assign rsp (rsp - 10)
store rsp after call

call temp [- after call]
after call:

load rax (rsp - 10)

assign rsp (rsp + 16)

load ret addr rsp
ret ret addr

o X A0t ek BHA| HlE|H, 1

S olutslol YX|E 7HY0| BE A

2%

s i‘ a=100

o

PLRG

FFFFFFFFF

(Filtered- Slmulatlon)

ASIR

alloc and set (Stack[-16:0])

store stack[-8] nop

store stack[-16] O a=100
store stack[-16+rdi] rsi b=0
load temp stack[-8] -'
assign rsp (rsp - 16)

71X Q|HIO
store stack[-24] after call r I }——E;
call temp [- after call] M|

after call (Stack[-16:0])

load rax stack[-16]
load ret addr stack[O0]
assign rsp (rsp + 8)
ret ret addr

7 Az 0 S 2AIE |XISHALE 7HE
12, W HKBisimulation) £t7|7} M &
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(Flltered Binary Lifting and Execution)

512 (Expressiveness) : & Ho|El

(
F71? (7HE /90| Si=717?)

HA L_
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4 (Correctness): 71840| M2 |

O3t Al
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S 733

A 20| EE 7
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1. Coreutils + musl-libc: 377 =2 z=H

. Eﬂ*E7f = E=0EH Z HAT[0|A BAFSE = U= AAR S S0 Ao =03
MHA (Is, mv, cat, wc, ..)

2. DARPA CGC dataset: 447l =222

£ 2|5t HO|E{AIe 2, CIst ZEEo| T2

- O

« DARPAO|A] Bt= HIO|HZ2| XS &4 2K
IS =5 (R A AE, HTTP &5:3 2EH|FIEZ AIE20[M, )

» 2% GCC 9.4.0 -00 M= 0|35l Hut
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2k 7+ AO{of| THSH Alat7| T3 U AAH S5 DA B, F
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lu
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o Z1}: IOIRMA F HIX|OFFQ| E|AE RE 70% 0|4 S1t
(FGIR)2| Z< Coreutils 100% S1}

Dataset | # Total | # FGIR passed # ASIR passed # IOIR passed

Coreutils | 37 37 (100.0 %)  32( 865%)  32( 86.5 %)
CGC 44 41(932%)  31(705%)  31( 70.5 %)
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Example

Uninitialized stack
Compare abstract address with concrete address
Imprecise stack bound analysis

# Violated
Coreutils CGC
0 5
4 4
1 1

int x; 1nt y = X;
1f (&x < &global)
X
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Machine Code Verification Using Binary Lifting PLRG@KAIST
Bridging the Gap between Real-World and Formal Binar _ _
Lifting through Filtered-Simulation 4 1. 871 AHSSHE 717M0] B2l Oft | 3.1. wdlel BuiE S
D23 X S0 E51E =2|(Hoare Logic S)= 7|70f 25 | Control Flow Graph(CFG) &Ei2] Z2a=E 042] TS Sai
JIHSEE PARK, KAIST, South Korea ol ArR2&t o] 2 statement YEHQ| T2 MO 2 BiSt Al pisimulationS Ho|Et
INSU YUN, KAIST, South Korea
1. CFG Loop head detection
SUKYOUNG RY U, KAIST, South Korea 25| 1: indirect jump®] =& P
2. CFG — Directed Acyclic Graph (DAG)
Binary lifting is a key component in binary analysis tools. In order to guarantee the correctness of binary call to_input: switch_table: return: 3. DAG — Statement
lifting, researchers have proposed various formally verified lifters. However, such formally verified lifters have callg %rdi jmpg *table(,%rdi,8) retq )
too strict requirements on binary, which do not sufficiently reflect real-world lifters. In addition, real-world R R S ;
lifters use heuristic-based assumptions to lift binary code, which makes it difficult to guarantee the correctness CIFSHA| 240[= indirect jumpE SHLIS| ruleZ X2[5t7| fIsM = 1 2 o 3
of the lifted code using formal methods. In this paper, we propose a new interpretation of the correctness of =x5t reasoning principle0| Z H{StE| T a4 AlOlO
real-world binary lifting. We formalize the process of binary lifting with heuristic-based assumptions used in 3.2. T12rrl _E_ O I' |—-|
real-world lifters by dividing it into a series of transformations, where each transformation represents a lift 28| 2: memory layout2| FxH M =04
with new abstraction features. We define the correctness of each transformation as filtered-simulation, which O ©o
is a variant of bi-simulation, between programs before and after transformation. We present three essential Wfite_agﬁl/\”h e;eé ) {77} write_anywhere {safe} |
transformations in binary lifting and formalize them: (1) control flow graph reconstruction, (2) abstract stack novd  (Rrdi) {rdiz0) {rdi=0nrax=0}

. . . . . . . . nov Tax while true {
reconstruction, and (3) function input/output identification. We implement our approach for x86-64 Linux 2mtola) M7} 917| HR0| S write0| O] Alst 520 2H|= cop xdi, O
binaries, named FIBLE, and demonstrate that it can correctly lift Coreutils and CGC datasets compiled with trdi=0nrax =0} {rdi>0} i @R =) break;
aee ’ ’ RICLX| 0 2 4 92 oo v ror ] | doe 1oLy

: {rdi=0Arax=0} {rdi=0Arax=0}
{(di>0AZF=0n..)v prrS lo-Se
CCS Concepts: » Security and privacy — Software reverse engineering; - Theory of computation — O O | C O_I - H I_O| L_l E—l E—l T E| _ (di=0AZF=1n..)} +—> "y Iax{Od; o) [Rule-Sed]
Program semantics. . . —e acn0) “di:o”axzm e et 6
7|7 = olgio HQl D3 (I)_ Jlee 295t [ AI_I I:LI'ZF_; {rdi>0Arax=0} if (ZF = 1) break;
Additional Key Words and Phrases: Binary lifting, formal semantics AIIE o2 20 g 20} 7SS SEst= = [fne zaxl——[des Tdi—{Gmp [ T Ixi g
ACMR f F t Ol:%El'jl'g% Egnl‘sl-f %?_I‘ 9_'10" glg {rdi>0Arax>0}{rdi=0Arax>0} ‘ {rdi=0rrax=0}
eference Format:
Jihee Park, Insu Yun, and Sukyoung Ryu. 2025. Bridging the Gap between Real-World and Formal Binary method addEEEECRIEEHQEE{ES”S?]] T2 #H3F A| CFG node®} statement0]| CHSH CHE S E35H §t
Lifting through Filtered-Simulation. Proc. ACM Program. Lang. 9, OOPSLA1, Article 112 (April 2025), 29 pages. ushg+0]: tmp. 1 = tbp: '
g g g g p pag [pushq+0]: tmp_ P; = maeo| st RIS [}2 o= st
https://doi.org/10.1145/3720524 [pushg+1]: Tsp = rsp - 8; 2 T2030f| et dES CHE B2 He
m[retq+®]: rsp = rsp + 8; . | =<
1 Introduction [retg+l]: return rax; 4_ g-. D fnyg MZE X|' S 4 =
Binary analysis is essential for analyzing programs that do not have source code, such as COTS aliZ 1: indirect jumpZ call / intra-jump / return22 LER 212} | amelz| =7t oloj= Qlzjoz wiof, 22 o|n|Z I}zl Dafny 2=
(Commerqal Off—The—Shelf) sofjcware, malware, and .legacy software. By‘ using binary anal}'fsls, C}2 reasoning principle X& = MBS 5| BlaT} DIESOF & l2i0| K7l S0l AEl KHA
one can build a variety of techniques on programs without source code, including vulnerability - = B o == -
i i i iti imizati siiZ 2: H22| M20| 2 842 stack range 2t = TZst= A : : :
analysis [14], malware detection [15], binary rewriting, optimization [20], and more. = < = =T g =~ miﬁzﬁfnid?g'siziﬁef’reig?'vZTﬁZeg’ RSI: Value.T)
Binary analysis frameworks offer a set of tools and techniques for analyzing binary code. Most 2 A35510] Mdll SEOf| J&k2 NIXIX| =X &l 7ts requires Int32(RDI) && Int32(RSI)
of these frameworks utilize Intermediate Representations (IRs) that are well-suited for binary code gigEigisIiggg%g;%egg(’$g%$?§2§gREPT;IR%EBSSP %oln £ (RST)
analysis. They provide various high-level abstractions that are not inherently present in the binary . _
o 15 - o D o 3. 2|ZE & AZo| AMM = !
code, such as Control Flow Graphs (CFGs), functions, and global/local variables. These abstractions . —O T ool 1o o
enable developers to design precise and efficient analysis tools [6, 38]. By ( —_ @
. HEto| SHIE: Wt & T2y A0[Q] bisimulationg St
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