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SIGPL 2025 여름학교 - 안전한 자바스크립트 언어 생태계 확보 기술

• 구성원 - 석사 3명 / 학부 4명


• 연구 분야 - 프로그래밍 언어 / 소프트웨어 공학 

- 기계화 언어 명세


- 프로그램 분석


- 테스트 자동화


- 프로그램 합성 및 패치


• 주요 연구 실적 

- PL: PLDI (’23, ’24)


- SE: ICSE (’17-Demo, ’21) / FSE (’21, ’22, ’25-Demo) / ASE (’20, ’21, ‘25)

프로그래밍 언어 연구실 @ 고려대학교
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자바스크립트 언어의 생태계

Reference number 
ECMA-123:2009 

© Ecma International 2009 

ECMA-262 
�4th Edition / June 20�3 

ECMAScript® ���3 
Language Specification 

ECMA-262 
(언어 명세)

라이브러리

사
용

언어 구현체 및 개발 도구

컴파일러경량화 도구

Minify

난독화 도구

엔진

트랜스파일러

그 외

정적/동적 분석기, 기호 실행기, 린터, 
패키지 관리도구, 빌드 도구, 번들러 등

구현

어플리케이션

실행

배포
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JSAVER 자바스크립트 
정적 분석기

정적 분석 유도

FSE 2022

JSSpecVis

FSE’25 Demo

명세 시각화

기능-세분 
명세 커버리지

PLDI 2023

JEST일치성 검사 
프로그램

자바스크립트 
구현체

ICSE 2021

일치성 검사 합성

위치 민감 타입 
기반 정확도 향상

In Submission

JSTAR명세 타입 오류

ASE 2021

명세 타입 분석

ECMA-262 
(언어 명세) JISET 기계화 

언어 명세

기계화 명세 추출

ASE 2020

(1) 최민석(2) 김준겸 (3) 박성민

Debun

라이브러리 
및 버전

웹 어플리케이션

ASE’25

자바스크립트 
동적 분석기

JSAVER

트랜스파일러 
규칙 검증

고유 라이브러리 
모델링(Polyfill)

PEG 기반 
파서 합성



최민석*, 송경호*, 김현준, 박지혁


프로그래밍언어연구실 @ 고려대학교 

JSSpecVis
자바스크립트 언어 명세 시각화 도구



JavaScript 언어 명세 : ECMA-262
• 기본적으로 영어 산문체지만, 일부분은 코드 스타일로 작성

• 이는 명세를 대상으로 한 자동화 된 작업(기계화 명세)을 가능하게 함

ApplyStringOrNumericBinaryOperator ( lVal, opText, rVal ) 
It performs the following steps when called: 

1. If opText is +, then 
A. Let lPrim be ? ToPrimitive(lVal). 
B. Let rPrim be ? ToPrimitive(rVal). 
C. If lPrim is a String or rPrim is a String, then 

1.  Let lStr be ? ToString(lPrim). 
2.  Let rStr be ? ToString(rPrim). 
3. Return the string-concatenation of lStr and rStr. 

D.Set lVal to lPrim. 
E.Set rVal to rPrim. 

2. NOTE: At this point, it must be a numeric operation. 
3. Let lNum be ? ToNumeric(lVal). 
4. Let rNum be ? ToNumeric(rVal). 
5. …

https://tc39.es/ecma262/#sec-toprimitive
https://tc39.es/ecma262/#sec-toprimitive
https://tc39.es/ecma262/#sec-ecmascript-language-types-string-type
https://tc39.es/ecma262/#sec-ecmascript-language-types-string-type
https://tc39.es/ecma262/#sec-tostring
https://tc39.es/ecma262/#sec-tostring
https://tc39.es/ecma262/#string-concatenation
https://tc39.es/ecma262/#sec-tonumeric
https://tc39.es/ecma262/#sec-tonumeric


JavaScript 언어 명세는 복잡하다
• ‘더하기’를 이해하는 것조차 쉽지 않다:

• 최소 120개 이상의 명세 단계를 거쳐야함

예를 들어: 왜 ` !0 + 1n ` 를 계산하면 TypeError일까?

AdditiveExpression[Yield, Await] :
MultiplicativeExpression[?Yield, ?Await]
AdditiveExpression[?Yield, ?Await] + MultiplicativeExpression[?Yield, ?Await]
AdditiveExpression[?Yield, ?Await] - MultiplicativeExpression[?Yield, ?Await]

Runtime Semantics: Evaluation
AdditiveExpression : AdditiveExpression + MultiplicativeExpression
1. Return ? EvaluateStringOrNumericBinaryExpression(AdditiveExpression, +, MultiplicativeExpression).

Syntax

Semantic

https://tc39.es/ecma262/2024/#prod-AdditiveExpression
https://tc39.es/ecma262/2024/#prod-MultiplicativeExpression
https://tc39.es/ecma262/2024/#prod-AdditiveExpression
https://tc39.es/ecma262/2024/#prod-MultiplicativeExpression
https://tc39.es/ecma262/2024/#prod-AdditiveExpression
https://tc39.es/ecma262/2024/#prod-MultiplicativeExpression
https://tc39.es/ecma262/2024/#prod-AdditiveExpression
https://tc39.es/ecma262/2024/#prod-AdditiveExpression
https://tc39.es/ecma262/2024/#prod-MultiplicativeExpression
https://tc39.es/ecma262/2024/#sec-evaluatestringornumericbinaryexpression
https://tc39.es/ecma262/2024/#prod-AdditiveExpression
https://tc39.es/ecma262/2024/#prod-MultiplicativeExpression


EvaluateStringOrNumericBinaryExpression ( leftOperand, opText, rightOperand )
1. Let lref be ? Evaluation of leftOperand.
2. Let lval be ? GetValue(lref).
3. Let rref be ? Evaluation of rightOperand.
4. Let rval be ? GetValue(rref).
5. Return ? ApplyStringOrNumericBinaryOperator(lval, opText, rval).

ApplyStringOrNumericBinaryOperator ( lval, opText, rval )
1. If opText is +, then

A.Let lprim be ? ToPrimitive(lval).
B.Let rprim be ? ToPrimitive(rval).
C.If lprim is a String or rprim is a String, then

1. Let lstr be ? ToString(lprim).
2.  Let rstr be ? ToString(rprim).
3.  Return the string-concatenation of lstr and rstr.

D.Set lval to lprim.
E.Set rval to rprim.

2. NOTE: At this point, it must be a numeric operation.
3. Let lnum be ? ToNumeric(lval).
4. Let rnum be ? ToNumeric(rval).
5. If Type(lnum) is not Type(rnum), throw a TypeError exception.
6. If lnum is a BigInt, then

…

Runtime Semantics: Evaluation
AdditiveExpression : AdditiveExpression + MultiplicativeExpression
1. Return ? EvaluateStringOrNumericBinaryExpression(AdditiveExpression, +, MultiplicativeExpression).Expr !0 + Expr 1n

+ BigInt 1nBoolean true

Primitive 값으로 변환

(lprim = Boolean true, rprim = BigInt 

Numeric 값으로 변환

(lnum = Number 1, rnum = BigInt 1n)

왼쪽을 평가, (lval = Boolean true)

오른쪽을 평가, (rval = BigInt 1n)

명세-레벨 디버깅을 더 자동적이고 상호작용적인 방식으로 할 수 있다면 어떨까?

https://tc39.es/ecma262/2024/#sec-evaluation
https://tc39.es/ecma262/2024/#sec-getvalue
https://tc39.es/ecma262/2024/#sec-evaluation
https://tc39.es/ecma262/2024/#sec-getvalue
https://tc39.es/ecma262/2024/#sec-applystringornumericbinaryoperator
https://tc39.es/ecma262/2024/#sec-toprimitive
https://tc39.es/ecma262/2024/#sec-toprimitive
https://tc39.es/ecma262/2024/#sec-ecmascript-language-types-string-type
https://tc39.es/ecma262/2024/#sec-ecmascript-language-types-string-type
https://tc39.es/ecma262/2024/#sec-tostring
https://tc39.es/ecma262/2024/#sec-tostring
https://tc39.es/ecma262/2024/#string-concatenation
https://tc39.es/ecma262/2024/#sec-tonumeric
https://tc39.es/ecma262/2024/#sec-tonumeric
https://tc39.es/ecma262/2024/#sec-ecmascript-data-types-and-values
https://tc39.es/ecma262/2024/#sec-ecmascript-data-types-and-values
https://tc39.es/ecma262/2024/#sec-ecmascript-language-types-bigint-type
https://tc39.es/ecma262/2024/#prod-AdditiveExpression
https://tc39.es/ecma262/2024/#prod-AdditiveExpression
https://tc39.es/ecma262/2024/#prod-MultiplicativeExpression
https://tc39.es/ecma262/2024/#sec-evaluatestringornumericbinaryexpression
https://tc39.es/ecma262/2024/#prod-AdditiveExpression
https://tc39.es/ecma262/2024/#prod-MultiplicativeExpression


이중 디버거

프로그램

JS

1

Solution 1. 이중 디버거



명세 환경

자바스크립트 환경

제어 버튼

자바스크립트 
편집기 명세 뷰어



1. 자바스크립트 프로그램 입력



1. 자바스크립트 프로그램 입력

2. 이중 디버거 시작



중단점

1. 자바스크립트 프로그램 입력

2. 이중 디버거 시작



중단점

1. 자바스크립트 프로그램 입력

2. 이중 디버거 시작



중단점



계속(Continue)





명세

자바스크립트



명세 단위 Step-Over



명세 단위 Step-Over



명세 단위 Step-Over



명세 단위 Step-Over



명세 단위 Step-Over



명세 단위 Step-Over



명세 단위 Step-Over



명세 단위 Step-Over



명세 단위 Step-Over



명세 단위 Step-Over



명세 단위 Step-Over
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EvaluateStringOrNumericBinaryExpression ( leftOperand, opText, rightOperand )
1. Let lref be ? Evaluation of leftOperand.
2. Let lval be ? GetValue(lref).
3. Let rref be ? Evaluation of rightOperand.
4. Let rval be ? GetValue(rref).
5. Return ? ApplyStringOrNumericBinaryOperator(lval, opText, rval).

ApplyStringOrNumericBinaryOperator ( lval, opText, rval )
1. If opText is +, then

A.Let lprim be ? ToPrimitive(lval).
B.Let rprim be ? ToPrimitive(rval).
C.If lprim is a String or rprim is a String, then

1. Let lstr be ? ToString(lprim).
2.  Let rstr be ? ToString(rprim).
3.  Return the string-concatenation of lstr and rstr.

D.Set lval to lprim.
E.Set rval to rprim.

2. NOTE: At this point, it must be a numeric operation.
3. Let lnum be ? ToNumeric(lval).
4. Let rnum be ? ToNumeric(rval).
5. If Type(lnum) is not Type(rnum), throw a TypeError exception.
6. If lnum is a BigInt, then

…

Runtime Semantics: Evaluation
AdditiveExpression : AdditiveExpression + MultiplicativeExpression
1. Return ? EvaluateStringOrNumericBinaryExpression(AdditiveExpression, +, MultiplicativeExpression).

return {  [[Type]] : throw , [[Value]] : … , … }

 [[Type]]이 normal이 아니면 return, normal이면 [[Value]] 값 사용

syntactic sugar of:

https://tc39.es/ecma262/2024/#sec-evaluation
https://tc39.es/ecma262/2024/#sec-getvalue
https://tc39.es/ecma262/2024/#sec-evaluation
https://tc39.es/ecma262/2024/#sec-getvalue
https://tc39.es/ecma262/2024/#sec-applystringornumericbinaryoperator
https://tc39.es/ecma262/2024/#sec-toprimitive
https://tc39.es/ecma262/2024/#sec-toprimitive
https://tc39.es/ecma262/2024/#sec-ecmascript-language-types-string-type
https://tc39.es/ecma262/2024/#sec-ecmascript-language-types-string-type
https://tc39.es/ecma262/2024/#sec-tostring
https://tc39.es/ecma262/2024/#sec-tostring
https://tc39.es/ecma262/2024/#string-concatenation
https://tc39.es/ecma262/2024/#sec-tonumeric
https://tc39.es/ecma262/2024/#sec-tonumeric
https://tc39.es/ecma262/2024/#sec-ecmascript-data-types-and-values
https://tc39.es/ecma262/2024/#sec-ecmascript-data-types-and-values
https://tc39.es/ecma262/2024/#sec-ecmascript-language-types-bigint-type
https://tc39.es/ecma262/2024/#prod-AdditiveExpression
https://tc39.es/ecma262/2024/#prod-AdditiveExpression
https://tc39.es/ecma262/2024/#prod-MultiplicativeExpression
https://tc39.es/ecma262/2024/#sec-evaluatestringornumericbinaryexpression
https://tc39.es/ecma262/2024/#prod-AdditiveExpression
https://tc39.es/ecma262/2024/#prod-MultiplicativeExpression


EvaluateStringOrNumericBinaryExpression ( leftOperand, opText, rightOperand )
1. Let lref be ? Evaluation of leftOperand.
2. Let lval be ? GetValue(lref).
3. Let rref be ? Evaluation of rightOperand.
4. Let rval be ? GetValue(rref).
5. Return ? ApplyStringOrNumericBinaryOperator(lval, opText, rval).

ApplyStringOrNumericBinaryOperator ( lval, opText, rval )
1. If opText is +, then

A.Let lprim be ? ToPrimitive(lval).
B.Let rprim be ? ToPrimitive(rval).
C.If lprim is a String or rprim is a String, then

1. Let lstr be ? ToString(lprim).
2.  Let rstr be ? ToString(rprim).
3.  Return the string-concatenation of lstr and rstr.

D.Set lval to lprim.
E.Set rval to rprim.

2. NOTE: At this point, it must be a numeric operation.
3. Let lnum be ? ToNumeric(lval).
4. Let rnum be ? ToNumeric(rval).
5. If Type(lnum) is not Type(rnum), throw a TypeError exception.
6. If lnum is a BigInt, then

…

Runtime Semantics: Evaluation
AdditiveExpression : AdditiveExpression + MultiplicativeExpression
1. Return ? EvaluateStringOrNumericBinaryExpression(AdditiveExpression, +, MultiplicativeExpression).

({ [Symbol.toPrimitive] : 0 }) + 1

[] + 0

1 + 1

{ [Symbol.toPrimitive] : 0 } * 0

0 + 1n

0 * { [Symbol.toPrimitive] : 0 }

1 + ({ [Symbol.toPrimitive] : 0 })

명세에 예제 자바스크립트 프로그램이 함께 제공된다면 어떨까?

https://tc39.es/ecma262/2024/#sec-evaluation
https://tc39.es/ecma262/2024/#sec-getvalue
https://tc39.es/ecma262/2024/#sec-evaluation
https://tc39.es/ecma262/2024/#sec-getvalue
https://tc39.es/ecma262/2024/#sec-applystringornumericbinaryoperator
https://tc39.es/ecma262/2024/#sec-toprimitive
https://tc39.es/ecma262/2024/#sec-toprimitive
https://tc39.es/ecma262/2024/#sec-ecmascript-language-types-string-type
https://tc39.es/ecma262/2024/#sec-ecmascript-language-types-string-type
https://tc39.es/ecma262/2024/#sec-tostring
https://tc39.es/ecma262/2024/#sec-tostring
https://tc39.es/ecma262/2024/#string-concatenation
https://tc39.es/ecma262/2024/#sec-tonumeric
https://tc39.es/ecma262/2024/#sec-tonumeric
https://tc39.es/ecma262/2024/#sec-ecmascript-data-types-and-values
https://tc39.es/ecma262/2024/#sec-ecmascript-data-types-and-values
https://tc39.es/ecma262/2024/#sec-ecmascript-language-types-bigint-type
https://tc39.es/ecma262/2024/#prod-AdditiveExpression
https://tc39.es/ecma262/2024/#prod-AdditiveExpression
https://tc39.es/ecma262/2024/#prod-MultiplicativeExpression
https://tc39.es/ecma262/2024/#sec-evaluatestringornumericbinaryexpression
https://tc39.es/ecma262/2024/#prod-AdditiveExpression
https://tc39.es/ecma262/2024/#prod-MultiplicativeExpression
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Solution 2. 프로그램 시각화기



클릭



자바스크립트 프로그램

테스트



Option (alt) + 클릭







재개(Resume)
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JavaScript 명세에 Occurrence Typing 적용하기
김준겸, 박지혁



JavaScript 기계화 명세(ECMA-262)의 타입

JavaScript 타입은 단 8종류  
Undefined, Null, Boolean, String, 
Symbol, Number, BigInt, Object



JavaScript 기계화 명세(ECMA-262)의 타입

JavaScript 타입은 단 8종류  

ECMAScript language value (ESValue)

Undefined, Null, Boolean, String, 
Symbol, Number, BigInt, Object



JavaScript 기계화 명세(ECMA-262)의 타입

JavaScript 타입은 단 8종류  

그러나, 명세에서는 더 많은 타입을 사용
ECMAScript language value (ESValue)

Undefined, Null, Boolean, String, 
Symbol, Number, BigInt, Object



7.2.2 IsArray ( argument )

The abstract operation IsArray takes argument argument (an ECMAScript language value) and 
returns either a normal completion containing a Boolean or a throw completion.

1. If argument is not an Object, return false.
2. If argument is an Array exotic object, return true.
3. If argument is a Proxy exotic object, then

a. Perform ? ValidateNonRevokedProxy(argument).
b. Let proxyTarget be argument.[[ProxyTarget]].
c. Return ? IsArray(proxyTarget).

4. Return false.

JavaScript 기계화 명세(ECMA-262)의 타입

JavaScript 타입은 단 8종류  

그러나, 명세에서는 더 많은 타입을 사용
ECMAScript language value (ESValue)

Undefined, Null, Boolean, String, 
Symbol, Number, BigInt, Object



7.2.2 IsArray ( argument )

The abstract operation IsArray takes argument argument (an ECMAScript language value) and 
returns either a normal completion containing a Boolean or a throw completion.

1. If argument is not an Object, return false.
2. If argument is an Array exotic object, return true.
3. If argument is a Proxy exotic object, then

a. Perform ? ValidateNonRevokedProxy(argument).
b. Let proxyTarget be argument.[[ProxyTarget]].
c. Return ? IsArray(proxyTarget).

4. Return false.

JavaScript 기계화 명세(ECMA-262)의 타입

JavaScript 타입은 단 8종류  

그러나, 명세에서는 더 많은 타입을 사용
ECMAScript language value (ESValue)

Undefined, Null, Boolean, String, 
Symbol, Number, BigInt, Object

ESValue



7.2.2 IsArray ( argument )

The abstract operation IsArray takes argument argument (an ECMAScript language value) and 
returns either a normal completion containing a Boolean or a throw completion.

1. If argument is not an Object, return false.
2. If argument is an Array exotic object, return true.
3. If argument is a Proxy exotic object, then

a. Perform ? ValidateNonRevokedProxy(argument).
b. Let proxyTarget be argument.[[ProxyTarget]].
c. Return ? IsArray(proxyTarget).

4. Return false.

JavaScript 기계화 명세(ECMA-262)의 타입

JavaScript 타입은 단 8종류  

그러나, 명세에서는 더 많은 타입을 사용
ECMAScript language value (ESValue)

Undefined, Null, Boolean, String, 
Symbol, Number, BigInt, Object

ESValue
Normal[Boolean]



7.2.2 IsArray ( argument )

The abstract operation IsArray takes argument argument (an ECMAScript language value) and 
returns either a normal completion containing a Boolean or a throw completion.

1. If argument is not an Object, return false.
2. If argument is an Array exotic object, return true.
3. If argument is a Proxy exotic object, then

a. Perform ? ValidateNonRevokedProxy(argument).
b. Let proxyTarget be argument.[[ProxyTarget]].
c. Return ? IsArray(proxyTarget).

4. Return false.

JavaScript 기계화 명세(ECMA-262)의 타입

JavaScript 타입은 단 8종류  

그러나, 명세에서는 더 많은 타입을 사용
ECMAScript language value (ESValue)

Undefined, Null, Boolean, String, 
Symbol, Number, BigInt, Object

ESValue
Normal[Boolean]

ThrowArrayExoticObject

ProxyExoticObject

Object



20.2.1.1 Function ( ...parameterArgs, bodyArg )
The last argument (if any) specifies the body (executable code) of a function; any preceding arguments specify formal parameters.
This function performs the following steps when called:

1. Let C be the active function object.
2. If bodyArg is not present, set bodyArg to the empty String.
3. Return ? CreateDynamicFunction(C, NewTarget, NORMAL, parameterArgs, bodyArg).

20.2.1.1.1 CreateDynamicFunction ( constructor, newTarget, kind, parameterArgs, bodyArg )

The abstract operation CreateDynamicFunction takes arguments constructor (a constructor), newTarget (a constructor), kind 
(NORMAL, GENERATOR, ASYNC, or ASYNC-GENERATOR), parameterArgs (a List of ECMAScript language values), and bodyArg 
(an ECMAScript language value) and returns either a normal completion containing an ECMAScript function object or a throw completion. 
constructor is the constructor function that is performing this action. newTarget is the constructor that new was initially applied to. 
parameterArgs and bodyArg reflect the argument values that were passed to constructor. It performs the following steps when called:

ECMA-262의 타입 분석
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20.2.1.1 Function ( ...parameterArgs, bodyArg )
The last argument (if any) specifies the body (executable code) of a function; any preceding arguments specify formal parameters.
This function performs the following steps when called:

1. Let C be the active function object.
2. If bodyArg is not present, set bodyArg to the empty String.
3. Return ? CreateDynamicFunction(C, NewTarget, NORMAL, parameterArgs, bodyArg).

20.2.1.1.1 CreateDynamicFunction ( constructor, newTarget, kind, parameterArgs, bodyArg )

The abstract operation CreateDynamicFunction takes arguments constructor (a constructor), newTarget (a constructor), kind 
(NORMAL, GENERATOR, ASYNC, or ASYNC-GENERATOR), parameterArgs (a List of ECMAScript language values), and bodyArg 
(an ECMAScript language value) and returns either a normal completion containing an ECMAScript function object or a throw completion. 
constructor is the constructor function that is performing this action. newTarget is the constructor that new was initially applied to. 
parameterArgs and bodyArg reflect the argument values that were passed to constructor. It performs the following steps when called:
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https://tc39.es/ecma262/2024/multipage/ecmascript-data-types-and-values.html#constructor
https://tc39.es/ecma262/2024/multipage/ecmascript-data-types-and-values.html#sec-list-and-record-specification-type
https://tc39.es/ecma262/2024/multipage/ecmascript-data-types-and-values.html#sec-ecmascript-language-types
https://tc39.es/ecma262/2024/multipage/ecmascript-data-types-and-values.html#sec-ecmascript-language-types
https://tc39.es/ecma262/2024/multipage/ecmascript-data-types-and-values.html#sec-completion-record-specification-type
https://tc39.es/ecma262/2024/multipage/ecmascript-data-types-and-values.html#function-object
https://tc39.es/ecma262/2024/multipage/ecmascript-data-types-and-values.html#sec-completion-record-specification-type
https://tc39.es/ecma262/2024/multipage/ecmascript-data-types-and-values.html#constructor
https://tc39.es/ecma262/2024/multipage/ecmascript-data-types-and-values.html#constructor


20.2.1.1.1 CreateDynamicFunction ( constructor, newTarget, kind, parameterArgs, bodyArg )

The abstract operation CreateDynamicFunction takes arguments constructor (a constructor), newTarget (a constructor), kind 
(NORMAL, GENERATOR, ASYNC, or ASYNC-GENERATOR), parameterArgs (a List of ECMAScript language values), and bodyArg 
(an ECMAScript language value) and returns either a normal completion containing an ECMAScript function object or a throw completion. 
constructor is the constructor function that is performing this action. newTarget is the constructor that new was initially applied to. 
parameterArgs and bodyArg reflect the argument values that were passed to constructor. It performs the following steps when called:

ECMA-262의 타입 분석
20.2.1.1 Function ( ...parameterArgs, bodyArg )
The last argument (if any) specifies the body (executable code) of a function; any preceding arguments specify formal parameters.
This function performs the following steps when called:

1. Let C be the active function object.
2. If bodyArg is not present, set bodyArg to the empty String.
3. Return ? CreateDynamicFunction(C, NewTarget, NORMAL, parameterArgs, bodyArg).

Constructor | Undefined
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ECMA-262의 타입 분석

20.2.1.1.1 CreateDynamicFunction ( constructor, newTarget, kind, parameterArgs, bodyArg )

The abstract operation CreateDynamicFunction takes arguments constructor (a constructor), newTarget (a constructor), kind 
(NORMAL, GENERATOR, ASYNC, or ASYNC-GENERATOR), parameterArgs (a List of ECMAScript language values), and bodyArg 
(an ECMAScript language value) and returns either a normal completion containing an ECMAScript function object or a throw completion. 
constructor is the constructor function that is performing this action. newTarget is the constructor that new was initially applied to. 
parameterArgs and bodyArg reflect the argument values that were passed to constructor. It performs the following steps when called:

20.2.1.1 Function ( ...parameterArgs, bodyArg )
The last argument (if any) specifies the body (executable code) of a function; any preceding arguments specify formal parameters.
This function performs the following steps when called:

1. Let C be the active function object.
2. If bodyArg is not present, set bodyArg to the empty String.
3. Return ? CreateDynamicFunction(C, NewTarget, NORMAL, parameterArgs, bodyArg).

Constructor | Undefined

Requires: Constructor
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20.2.1.1.1 CreateDynamicFunction ( constructor, newTarget, kind, parameterArgs, bodyArg )

The abstract operation CreateDynamicFunction takes arguments constructor (a constructor), newTarget (a constructor), kind 
(NORMAL, GENERATOR, ASYNC, or ASYNC-GENERATOR), parameterArgs (a List of ECMAScript language values), and bodyArg 
(an ECMAScript language value) and returns either a normal completion containing an ECMAScript function object or a throw completion. 
constructor is the constructor function that is performing this action. newTarget is the constructor that new was initially applied to. 
parameterArgs and bodyArg reflect the argument values that were passed to constructor. It performs the following steps when called:

20.2.1.1 Function ( ...parameterArgs, bodyArg )
The last argument (if any) specifies the body (executable code) of a function; any preceding arguments specify formal parameters.
This function performs the following steps when called:

1. Let C be the active function object.
2. If bodyArg is not present, set bodyArg to the empty String.
3. Return ? CreateDynamicFunction(C, NewTarget, NORMAL, parameterArgs, bodyArg).

Constructor | Undefined

Requires: Constructor
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ECMA-262의 타입 분석

20.2.1.1.1 CreateDynamicFunction ( constructor, newTarget, kind, parameterArgs, bodyArg )

The abstract operation CreateDynamicFunction takes arguments constructor (a constructor), newTarget (a constructor), kind 
(NORMAL, GENERATOR, ASYNC, or ASYNC-GENERATOR), parameterArgs (a List of ECMAScript language values), and bodyArg 
(an ECMAScript language value) and returns either a normal completion containing an ECMAScript function object or a throw completion. 
constructor is the constructor function that is performing this action. newTarget is the constructor that new was initially applied to. 
parameterArgs and bodyArg reflect the argument values that were passed to constructor. It performs the following steps when called:

20.2.1.1 Function ( ...parameterArgs, bodyArg )
The last argument (if any) specifies the body (executable code) of a function; any preceding arguments specify formal parameters.
This function performs the following steps when called:

1. Let C be the active function object.
2. If bodyArg is not present, set bodyArg to the empty String.
3. Return ? CreateDynamicFunction(C, NewTarget, NORMAL, parameterArgs, bodyArg).

Constructor | Undefined

Requires: Constructor

Type mismatch
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ECMA-262의 타입 분석

20.2.1.1.1 CreateDynamicFunction ( constructor, newTarget, kind, parameterArgs, bodyArg )

The abstract operation CreateDynamicFunction takes arguments constructor (a constructor), newTarget (a constructor), kind 
(NORMAL, GENERATOR, ASYNC, or ASYNC-GENERATOR), parameterArgs (a List of ECMAScript language values), and bodyArg 
(an ECMAScript language value) and returns either a normal completion containing an ECMAScript function object or a throw completion. 
constructor is the constructor function that is performing this action. newTarget is the constructor that new was initially applied to. 
parameterArgs and bodyArg reflect the argument values that were passed to constructor. It performs the following steps when called:

20.2.1.1 Function ( ...parameterArgs, bodyArg )
The last argument (if any) specifies the body (executable code) of a function; any preceding arguments specify formal parameters.
This function performs the following steps when called:

1. Let C be the active function object.
2. If bodyArg is not present, set bodyArg to the empty String.
3. Return ? CreateDynamicFunction(C, NewTarget, NORMAL, parameterArgs, bodyArg).

Constructor | Undefined

Requires: Constructor

Type mismatch

newTarget (a constructor or undefined)

newTarget (a constructor)

Fixed in PR #3380 (2024.07.25)
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ECMA-262의 타입 분석

20.2.1.1.1 CreateDynamicFunction ( constructor, newTarget, kind, parameterArgs, bodyArg )

The abstract operation CreateDynamicFunction takes arguments constructor (a constructor), newTarget (a constructor), kind 
(NORMAL, GENERATOR, ASYNC, or ASYNC-GENERATOR), parameterArgs (a List of ECMAScript language values), and bodyArg 
(an ECMAScript language value) and returns either a normal completion containing an ECMAScript function object or a throw completion. 
constructor is the constructor function that is performing this action. newTarget is the constructor that new was initially applied to. 
parameterArgs and bodyArg reflect the argument values that were passed to constructor. It performs the following steps when called:

20.2.1.1 Function ( ...parameterArgs, bodyArg )
The last argument (if any) specifies the body (executable code) of a function; any preceding arguments specify formal parameters.
This function performs the following steps when called:

1. Let C be the active function object.
2. If bodyArg is not present, set bodyArg to the empty String.
3. Return ? CreateDynamicFunction(C, NewTarget, NORMAL, parameterArgs, bodyArg).

Constructor | Undefined

Requires: Constructor | Undefined

Typechecks

newTarget (a constructor or undefined)

newTarget (a constructor)

Fixed in PR #3380 (2024.07.25)
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ECMA-262의 타입 분석

20.2.1.1.1 CreateDynamicFunction ( constructor, newTarget, kind, parameterArgs, bodyArg )

The abstract operation CreateDynamicFunction takes arguments constructor (a constructor), newTarget (a constructor), kind 
(NORMAL, GENERATOR, ASYNC, or ASYNC-GENERATOR), parameterArgs (a List of ECMAScript language values), and bodyArg 
(an ECMAScript language value) and returns either a normal completion containing an ECMAScript function object or a throw completion. 
constructor is the constructor function that is performing this action. newTarget is the constructor that new was initially applied to. 
parameterArgs and bodyArg reflect the argument values that were passed to constructor. It performs the following steps when called:

20.2.1.1 Function ( ...parameterArgs, bodyArg )
The last argument (if any) specifies the body (executable code) of a function; any preceding arguments specify formal parameters.
This function performs the following steps when called:

1. Let C be the active function object.
2. If bodyArg is not present, set bodyArg to the empty String.
3. Return ? CreateDynamicFunction(C, NewTarget, NORMAL, parameterArgs, bodyArg).

ㅌ

Constructor | Undefined

Requires: Constructor | Undefined

Typechecks

newTarget (a constructor or undefined)

newTarget (a constructor)

Fixed in PR #3380 (2024.07.25)
의 CI/CD에 편입

타입 분석기 ESMeta가
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타입 분석의 걸림돌: Occurrence Typing

7.2.2 IsArray ( argument )

1. If argument is not an Object, return false.

2. If argument is an Array exotic object, return true.

3. If argument is a Proxy exotic object, then

a. Perform ? ValidateNonRevokedProxy(argument).
b. Let proxyTarget be argument.[[ProxyTarget]].
c. Return ? IsArray(proxyTarget).

4. Return false.

 argument: ECMAScript Language Values 

 argument: Object 

Refine 또는 Narrowing

 argument: Object \ Array exotic object 

 argument: Proxy exotic object 

 같은 변수라도 위치(Occurrence)에 따라서 타입이 다름 



기존의 Occurrence Typing 방법들

• Syntax-based refinement (JSTAR, TypeScript)

ex) if (typeof x == "Object") {  ... // x: Object  } 
조건문의 expression만 보고, 여기에 등장하는 변수만 사전에 정의된 규칙 기반으로 refine함

• Proposition-based Typing (Typed Racket, Typed Clojure)

Type에 추가적으로 '값이 참이면 성립하는 명제'와 '값이 거짓이면 성립하는 명제'를 붙여서 강화
ex) Boolean { True => x: Object | False => x: number } 

그 외에도 Type variable 기반 (Flow), Set-theoretic type 등의 다양한 타입 시스템 존재



기존 기술을 그대로 사용할 수 있을까?

1. Refinement의 조건을 값으로서 전파할 수 있어야 하고

2. True와 False 뿐만 아니라 일반적인 타입에 대한 proposition을 달 수 있으며

3. Mutation이 있더라도 최소한의 Precision을 보장해야 한다.

JavaScript 명세를 잘 분석하기 위해서는, 
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3. Mutation이 있더라도 최소한의 Precision을 보장해야 한다.

JavaScript 명세를 잘 분석하기 위해서는, 

(1) 값으로서 전파 (2) 일반적인 타입 지원 (3) Mutation 지원

Typed Racket O X △

Flow X X O

Set-Theoretic Type O O X



기존 기술을 그대로 사용할 수 있을까?

1. Refinement의 조건을 값으로서 전파할 수 있어야 하고

2. True와 False 뿐만 아니라 일반적인 타입에 대한 proposition을 달 수 있으며

3. Mutation이 있더라도 최소한의 Precision을 보장해야 한다.

JavaScript 명세를 잘 분석하기 위해서는, 

오늘의 비교군 (1) 값으로서 전파 (2) 일반적인 타입 지원 (3) Mutation 지원

Typed Racket O X △

Flow X X O

Set-Theoretic Type O O X



Our solution: "Type Guard"

• 기존의 타입 시스템을 Abstract Interpetation 위로 옮김


• 기존의 Proposition을 같이 담는 타입 구조를 유지하되, 다음과 같이 formalization함


• (a) Proposition을 True/False뿐만이 아니라 제한 없이 담을 수 있게 

• (b) Mutation이 일어난 경우에도, 살릴 수 있는 정보는 최대한 살릴 수 있도록

Any { Object => x: BigInt, Object[prop: Number] => y: Bool } ̂v =

Object라면 x가 BigInt임을 보장할 수 있고, 


Object면서 Number 타입인 "prop"을 가지고 있다면 추가로 y가 Bool임을 보장 가능



How Typed Racket works? 

function isNumber(x: Number | String) { 
    if(x is Number) return true; 
    else return false; 
} 

let check = isNumber(x); 
if(check) { 
  // x: Number 
} 

Number | String => Boolean



How Typed Racket works? 

function isNumber(x: Number | String) { 
    if(x is Number) return true; 
    else return false; 
} 

let check = isNumber(x); 
if(check) { 
  // x: Number 
} 

• Typed Racket에서는 이미  (1) 값으로서의 전파를 잘 처리하고 있음

 Number | String => 
Boolean 

 Number | String => 
Boolean { True => x: Number | False => x: String } 

True/False 명제 추가

기존

Typed Racket



남은 문제: (2) 일반적인 타입에 대한 Proposition
• Typed Racket은 다음과 같은 문제점이 존재

function isNumber(x: Number | String) { 
    if(x is Number) return {value: true}; 
    else return {value: false}; 
} 

let check = isNumber(x); 
if(check.value) { 
  // x: Number 
} 

True/False가 아님

 Number | String => 
{ value: Boolean } { True => ??? | False => ??? } 

아무것도 넣을 수 없음



해결: (2) 일반적인 타입에 대한 Proposition
• 아이디어: 사전에 정의한 임의의 타입 집합에 대해서 proposition을 가질 수 있도록 하기

function isNumber(x: Number | String) { 
    if(x is Number) return {value: true}; 
    else return {value: false}; 
} 

let check = isNumber(x); 
if(check.value) { 
  // x: Number 
} 

Demanded Type

 Number | String => { value: Boolean } { 
   { value: True } => x: Number |  
   { value: False } => x: String 
 } 

isNumber

Demanded Type: { value: True }, { value: False }



• 아이디어: 사전에 정의한 임의의 타입 집합에 대해서 proposition을 가질 수 있도록 하기

function isNumber(x: Number | String) { 
    if(x is Number) return {value: true}; 
    else return {value: false}; 
} 

let check = isNumber(x); 
if(check.value) { 
  // x: Number 
} 

 { value: Boolean } { 
   { value: True } => x: Number |  
   { value: False } => x: String 
 } 

Demanded Type

 Boolean  { 
   True => x: Number |  
   False => x: String 
 } 

check

check.value

해결: (2) 일반적인 타입에 대한 Proposition



남은 문제: (3) Mutation
• 한편, Typed Racket에서는...

let doJob = isNumber(); 
if (doJob) { 
    // ... 
    doJob = false; 
} 
doJob = isNumber(); 
if (doJob) { 
    // ... 
} 

Mutation 발생

Syntax 기반 사전 분석으로 
동일한 이름을 가진 변수를 
모두 invalidate

전략:

 Boolean { 
   True => x: Number |  
   False => _ 
 } 

 Boolean { 
   True => x: Number |  
   False => _ 
 } 

Invalidate



해결: (3) Mutation
• On-the-fly로 선택적으로 Type Guard를 약화시키기

// x: Boolean { true => y: String } 
x = "abc" 
// x: String 

function foo(x) { 
  x.f = "abc"; 
} 

function main() { 
  // x: { f: Number | Boolean } { { f: Number } => y: String } 
  foo(x) 
  // x: { f: Number | Boolean | String } 
} 

Variable Invalidating

Field-based Invalidating



Evaluation: Precision
ES2024부터 지금까지...



Evaluation: Precision
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Evaluation: Precision
ES2024부터 지금까지...

0%
10%
20%
30%
40%
50%
60%
70%

1 21 41 61 81 101 121 141 161

pr
ec

is
io

n 
(%

)

version

Syn NoMut
Bool Full

0

500

1000

1500

2000

2500

1 21 41 61 81 101 121 141 161

# 
al

ar
m

s

version

TP FP

0

100

200

300

400

1 21 41 61 81 101 121 141 161

# 
al

ar
m

s

version

TP FP

0

50

100

150

200

1 21 41 61 81 101 121 141 161

# 
al

ar
m

s

version

TP FP

0

500

1000

1500

2000

1 21 41 61 81 101 121 141 161

# 
al

ar
m

s

version

TP FP

0

20

40

60

80

1 21 41 61 81 101 121 141 161

# 
al

ar
m

s

version

TP FP

Syntax - 11.2%

OURS - 53.1%



Evaluation: Precision
ES2024부터 지금까지...

0%
10%
20%
30%
40%
50%
60%
70%

1 21 41 61 81 101 121 141 161

pr
ec

is
io

n 
(%

)

version

Syn NoMut
Bool Full

0

500

1000

1500

2000

2500

1 21 41 61 81 101 121 141 161

# 
al

ar
m

s

version

TP FP

0

100

200

300

400

1 21 41 61 81 101 121 141 161

# 
al

ar
m

s

version

TP FP

0

50

100

150

200

1 21 41 61 81 101 121 141 161

# 
al

ar
m

s

version

TP FP

0

500

1000

1500

2000

1 21 41 61 81 101 121 141 161

# 
al

ar
m

s

version

TP FP

0

20

40

60

80

1 21 41 61 81 101 121 141 161

# 
al

ar
m

s

version

TP FP

0%
10%
20%
30%
40%
50%
60%
70%

1 21 41 61 81 101 121 141 161

pr
ec

is
io

n 
(%

)

version

Syn Pre
Bool Ours

0

500

1000

1500

2000

2500

1 21 41 61 81 101 121 141 161

# 
al

ar
m

s

version

TP FP

0

100

200

300

400

1 21 41 61 81 101 121 141 161

# 
al

ar
m

s

version

TP FP

0

50

100

150

200

1 21 41 61 81 101 121 141 161

# 
al

ar
m

s

version

TP FP

0

500

1000

1500

2000

1 21 41 61 81 101 121 141 161

# 
al

ar
m

s

version

TP FP

0

20

40

60

80

1 21 41 61 81 101 121 141 161

# 
al

ar
m

s

version

TP FP

Syntax - 11.2%

OURS - 53.1%



Evaluation: Precision
ES2024부터 지금까지...

0%
10%
20%
30%
40%
50%
60%
70%

1 21 41 61 81 101 121 141 161

pr
ec

is
io

n 
(%

)

version

Syn NoMut
Bool Full

0

500

1000

1500

2000

2500

1 21 41 61 81 101 121 141 161

# 
al

ar
m

s

version

TP FP

0

100

200

300

400

1 21 41 61 81 101 121 141 161

# 
al

ar
m

s

version

TP FP

0

50

100

150

200

1 21 41 61 81 101 121 141 161

# 
al

ar
m

s

version

TP FP

0

500

1000

1500

2000

1 21 41 61 81 101 121 141 161

# 
al

ar
m

s

version

TP FP

0

20

40

60

80

1 21 41 61 81 101 121 141 161

# 
al

ar
m

s

version

TP FP

0%
10%
20%
30%
40%
50%
60%
70%

1 21 41 61 81 101 121 141 161

pr
ec

is
io

n 
(%

)

version

Syn Pre
Bool Ours

0

500

1000

1500

2000

2500

1 21 41 61 81 101 121 141 161

# 
al

ar
m

s

version

TP FP

0

100

200

300

400

1 21 41 61 81 101 121 141 161

# 
al

ar
m

s

version

TP FP

0

50

100

150

200

1 21 41 61 81 101 121 141 161

# 
al

ar
m

s

version

TP FP

0

500

1000

1500

2000

1 21 41 61 81 101 121 141 161

# 
al

ar
m

s

version

TP FP

0

20

40

60

80

1 21 41 61 81 101 121 141 161

# 
al

ar
m

s

version

TP FP

Syntax - 11.2%

OURS - 53.1%



Evaluation: Precision
ES2024부터 지금까지...

0%
10%
20%
30%
40%
50%
60%
70%

1 21 41 61 81 101 121 141 161

pr
ec

is
io

n 
(%

)

version

Syn NoMut
Bool Full

0

500

1000

1500

2000

2500

1 21 41 61 81 101 121 141 161

# 
al

ar
m

s

version

TP FP

0

100

200

300

400

1 21 41 61 81 101 121 141 161

# 
al

ar
m

s

version

TP FP

0

50

100

150

200

1 21 41 61 81 101 121 141 161

# 
al

ar
m

s

version

TP FP

0

500

1000

1500

2000

1 21 41 61 81 101 121 141 161

# 
al

ar
m

s

version

TP FP

0

20

40

60

80

1 21 41 61 81 101 121 141 161

# 
al

ar
m

s

version

TP FP

Syntax - 11.2%

OURS - 53.1%
0%

10%
20%
30%
40%
50%
60%
70%

1 21 41 61 81 101 121 141 161

pr
ec

is
io

n 
(%

)

version

Syn Pre
Bool Ours

0

500

1000

1500

2000

2500

1 21 41 61 81 101 121 141 161

# 
al

ar
m

s

version

TP FP

0

100

200

300

400

1 21 41 61 81 101 121 141 161

# 
al

ar
m

s

version

TP FP

0

50

100

150

200

1 21 41 61 81 101 121 141 161

# 
al

ar
m

s

version

TP FP

0

500

1000

1500

2000

1 21 41 61 81 101 121 141 161

# 
al

ar
m

s

version

TP FP

0

20

40

60

80

1 21 41 61 81 101 121 141 161

# 
al

ar
m

s

version

TP FP

True Alarm 34개 중 25개 제보



속성 순서 그래프를 활용하여 웹에 배포된  
자바스크립트 라이브러리 탐지하기

김서진*, 박성민*, 박지혁 

[ASE’25] Debun: Detecting Bundled JavaScript Libraries on Web using Property-Order Graphs



SIGPL 2025 여름학교 - 안전한 자바스크립트 언어 생태계 확보 기술

웹사이트 자바스크립트 라이브러리 취약점



SIGPL 2025 여름학교 - 안전한 자바스크립트 언어 생태계 확보 기술

• 배포 과정에서 라이브러리 코드가 변환 및 압축이 되어 검출이 어려움

웹사이트 배포 과정

다양한 트랜스파일러 및 번들러배포 전 라이브러리 파일들 배포 후 병합된 파일

…



SIGPL 2025 여름학교 - 안전한 자바스크립트 언어 생태계 확보 기술

• LDC (Library Detector for Chrome) 

- 수동으로 작성한 속성 패턴으로 런타임에 검사하기


- 라이브러리 탐지

typeof (_ = window._) == 'function' 
typeof (chain = _ && _.chain) == ‘function' 

- 버전 탐지

return { version: _.VERSION || UNKNOWN_VERSION }; 

• PTDetector (ASE’23)


- 속성 패턴을 트리 형태로 자동 추출

기존 연구 - 속성 패턴으로 런타임에 검사하기

Lodash v4.17.21

object
_

number
length

string
VERSION

function
chain

…

…

…
…
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function f(e,r){var t=[];if(!e||!e.length) 
 
return t;var n=-1,u=[],a=e.length; 
 
for(r=an(r,3);++n<a;){var h=e[n]; 
 
r(h,n,e)&&(t.push(h),u.push(n))} 
 
return bf(e,u),t}

• 배포과정에서 구조적 변환으로 인해 단순비교로는 탐지불가


•

배포되어 있는 코드를 활용하고 있지 않는 이유
function remove(array, predicate) { 
  var result = []; 
  if (!(array && array.length)) { 
    return result; 
  } 
  var index = -1, 
    indexes = [], 
    length = array.length; 

  predicate = getIteratee(predicate, 3); 
  while (++index < length) { 
    var value = array[index]; 
    if (predicate(value, index, array)) { 
      result.push(value); 
      indexes.push(index); 
    } 
  } 
  basePullAt(array, indexes); 
  return result; 
}

변환

Lodash v4.17.21의 remove 함수 변환된 코드
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function f(e,r){var t=[];if(!e||!e.length) 
 
return t;var n=-1,u=[],a=e.length; 
 
for(r=an(r,3);++n<a;){var h=e[n]; 
 
r(h,n,e)&&(t.push(h),u.push(n))} 
 
return bf(e,u),t}

• 배포과정에서 구조적 변환으로 인해 단순비교로는 탐지불가


• 변하지 않는 부분만 비교하여 같은 함수임을 확인

배포되어 있는 코드를 활용하고 있지 않는 이유
function remove(array, predicate) { 
  var result = []; 
  if (!(array && array.length)) { 
    return result; 
  } 
  var index = -1, 
    indexes = [], 
    length = array.length; 

  predicate = getIteratee(predicate, 3); 
  while (++index < length) { 
    var value = array[index]; 
    if (predicate(value, index, array)) { 
      result.push(value); 
      indexes.push(index); 
    } 
  } 
  basePullAt(array, indexes); 
  return result; 
}

변환

Lodash v4.17.21의 remove 함수 변환된 코드
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• 속성명 

- 임의의 값으로 속성 접근이 가능하여 안전한 변환을 위해 대체로 속성명은 변환하지 않음


• 속성 연산자의 실행순서 

- 연산자의 순서가 바뀌면 부수 효과(side effect)의 순서가 바뀔 수 있음

배포되기 전과 후에 무엇이 유지될까? - 왜?

array['len' + 'gth']  // array.length

obj = { 
  get p() { console.log(1); } 
  set q() { console.log(2); } 
}

obj.p;       // print 1 
obj.q = 42;  // print 2

obj.q = 42;  // print 2 
obj.p;       // print 1

≠
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배포되기 전과 후에 무엇이 유지될까?
function remove(array, predicate) { 
  var result = []; 
  if (!(array && array.length)) { 
    return result; 
  } 
  var index = -1, 
    indexes = [], 
    length = array.length; 

  predicate = getIteratee(predicate, 3); 
  while (++index < length) { 
    var value = array[index]; 
    if (predicate(value, index, array)) { 
      result.push(value); 
      indexes.push(index); 
    } 
  } 
  basePullAt(array, indexes); 
  return result; 
}

function f(e,r){var t=[];if(!e||!e.length) 
 
return t;var n=-1,u=[],a=e.length; 
 
for(r=an(r,3);++n<a;){var h=e[n]; 
 
r(h,n,e)&&(t.push(h),u.push(n))} 
 
return bf(e,u),t}

1. 속성명

변환

Lodash v4.17.21의 remove 함수 변환된 코드

2. 속성 연산 순서

#t
#f #t

#f #t
#f #t

#f
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속성 순서 그래프 (Property-Order Graph, POG)

변환

Lodash v4.17.21의 remove 함수 2. 속성 연산 순서

1. 속성명

.length

.length

.push

.push

#t
#t

#f

#f

변환된 코드

.length

.length

.push

.push

#t
#t

#f

#f

지문: 
0x3FA345B1

지문: 
0x3FA345B1=
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1. 분기가 뒤집힌 경우 

 

2. 분기가 합쳐지는 경우 

 

 

3. 중복된 부분이 합쳐지는 경우

문제점: 속성 순서 그래프(POG)도 항상 유지 되지 않는다

if (!y) x.p; else x.q; if (y) x.q; else x.p;변환

while (x.p) { 
  if (x.q) break; 
}

for (; x.p && !x.q; );변환

if (y) x.p = x.q = e1; 
else   x.p = x.q = e2; x.p = x.q = y ? e1 : e2;변환
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해결책: 경로 민감 진리값 분석으로 그래프를 변환하자
라이브러리 
함수

제어 흐름 
그래프(CFG)

경로 민감 
진리값 분석 POG변환된 

CFG

경로마다 변수의 진리값의 상태를 추적하자! 
(경로란? 각 분기에서 현재 노드까지의 흐름)

진리값이 뒤집힘

진리값이 그대로

참으로 간주되는 값

거짓으로 간주되는 값

(null, "", +0, -0, 등)

지문 
(hash)

Graphs G ::= {l:i} (lentry, lexit, lexc)
Instructions i ::= if (e) l else l

| x = e; l | x = e.p; l | e.p = e; l
| x = e[e]; l | e[e] = e; l

Expressions e ::= c | x | !e | {} | e(e) | e == e | e === e
| e < e | e > e | e→ e | ↑e | . . .

Constants c ::= b | n | z | s | undefined | null
Variables x ↓ X Properties p ↓ P
Labels l ↓ L Booleans b ↓ B = {#t,#f}
Numbers n ↓ N BigInts z ↓ Z
Strings s ↓ S

Fig. 3: Control-flow graphs of JavaScript functions.

III. CONSTRUCTION OF PROPERTY-ORDER GRAPHS

This section first introduces a basic construction algorithm
of POGs (§III-A). To resolve the inconsistency in the ba-
sic algorithm, we introduce a path-sensitive truthy analysis

(§III-B) and a three-step refinement of control flows in CFGs
for consistent construction of POGs (§III-C).

A. Basic Construction Algorithm

A basic construction algorithm of POGs has two steps: 1)
construct control-flow graphs (CFGs) of given functions, and
2) filter only property operations from CFGs.

1) CFG Construction: We use a standard algorithm to
construct CFGs defined in Figure 3 where A denotes a
sequence of A. All instructions in a CFG are labeled with L,
and three special labels lentry, lexit, and lexc represent the entry,
exit, and exceptional exit points of the function, respectively.
An instruction i is either:

• A conditional instruction with two labels for branches.
• A normal instruction with its next label.

Each JavaScript loop statement (i.e., while/for) is converted
into a conditional instruction whose true branch label points
to its loop body, and the false branch label points to the
instruction following the loop. Additionally, as explained in
§II-B, short-circuit expressions are used as branches. Thus, we
convert the following expressions into conditional instructions
with temporary variables to mimic their evaluation semantics:

%0=e1; if(%0) { %0=e2; } else { } // e1 && e2

%0=e1; if(%0) { } else { %0=e2; } // e1 || e2

%0=e1; if(%0) { %0=e2; } else { %0=e3; } // e1?e2:e3

A normal instruction is either: 1) an assignment instruction,
2) a property read/write operation, or 3) a computed prop-
erty read/write operation. A return or a throw statement is
converted into an assignment instruction to a special variable
%ret or %exc, respectively, and its next label is the exit label
or the enclosing catch block if it exists, or the exceptional
exit label otherwise. Since we construct CFGs to construct
POGs, we convert all property read/write operations into
normal instructions with temporary variables (e.g., %0, %1,
. . . ) to explicitly capture the execution order of property
operations. For example, x.p + y.q is converted into two
instructions %0 = x.p; %1 = y.q; and an expression %0 + %1

to represent that x.p is executed before executing y.q. The

Path-Sensitive Results ω̂ ↓ !̂ = (L↔ ”̂) ↗ #̂
Abstract Paths ε̂ ↓ ”̂ = (L↔ B) ↘ {≃}
Abstract States ϑ̂ ↓ #̂ = X ↗ V̂
Abstract Values v̂ ↓ V̂ = {≃, , , N, F ,⇐}

Fig. 4: Abstract domains for path-sensitive truthy analysis.

omitted inequality/comparison operations are converted into
equality/comparison operations with negation operators (e.g.,
x != y to !(x == y)). A constant is a boolean b → B, number
n → N, bigint z → Z, string s → S, undefined, or null.

2) Property Operation Filtering: To construct POGs from
CFGs, we filter only four kinds of property operations and
conditional instructions. We retain only the property names
for property read/write operations; x = e.p and e1.p = e2 are
converted into .p and .p = , respectively. For computed
property operations, we remain only whether they are read
or write operations: x = e1[e2] and e1[e2] = e3 into [ ] and
[ ] = , respectively. When the computed properties names

are constant strings, we treat them as property names: x =
e["name"] into .name. For conditional instructions, we keep
only their labels; if (e) l1 else l2 into if ( ) l1 else l2.
Figures 2a and 2c depicts CFGs of the original and bundled
code in Figure 1, and Figures 2b and 2d depicts POGs derived
from the CFGs.

B. Path-Sensitive Truthy Analysis

We introduce a path-sensitive truthy analysis based on
abstract interpretation [14, 15] to refine control-flows in CFGs
for constructing consistent POGs. It analyzes the truthiness of
each variable along each execution path partitioned by the
latest conditional instruction.

1) Abstract Domains: Figure 4 shows the abstract domains
for path-sensitive truthy analysis. A path-sensitive result ω̂ → !̂
is a mapping from pairs of labels and abstract paths to abstract
states. An abstract path ε̂ → ”̂ is either 1) a pair of a label and
a boolean value (l, b) that represents the true or false branch
of the latest conditional instruction labeled by l or 2) ↑ for no
conditional instruction along the execution path. An abstract
state ϑ̂ → #̂ is a mapping from variables to abstract values.

↓
F N

↑

An abstract value v̂ → V̂ denotes 1) its
truthiness ( or ) or 2) whether it is flipped by
negation operators (F or N ). Its partial order
(↔) and join (↗) operations are defined with the

lattice in the left Hasse diagram. All JavaScript values are
either truthy or falsy according to the ToBoolean algorithm
in the language semantics5; false, undefined, null, +0,
-0, NaN, 0n, and "" are falsy values, and all other primitive
values and objects are truthy values. The abstract values and

means that only truthy and falsy values are possible, respec-
tively. On the other hand, the abstract values F and N denote
whether the truthiness is flipped or not, respectively, through
a sequence of variable assignments without any conditional
branches or side effects.

5https://tc39.es/ecma262/2024/#sec-toboolean

진리값 요약 도메인

#f

#f

#f
#t

#t

#t

<latexit sha1_base64="GOFmagT+evxT58uC01oGmvW/O0k="></latexit>ω1

<latexit sha1_base64="Tc2lqF+mKlRejmc7/OPlYtkpEzQ="></latexit>ω2
<latexit sha1_base64="rNAK0v8W+3YCWqel/Cx85Vmj6Fo="></latexit>ω3

<latexit sha1_base64="8/6wtRjwGy+AWJBNfHasGoXW8sc="></latexit>ω4

경로: 

<latexit sha1_base64="Svp78/s4xt5LPsn7uQaSTKH8y00="></latexit>

x :
y : N

<latexit sha1_base64="9JYr6spVkbGjEry7Nvwm5EW49Zo="></latexit>· · ·
<latexit sha1_base64="9JYr6spVkbGjEry7Nvwm5EW49Zo="></latexit>· · ·

<latexit sha1_base64="9JYr6spVkbGjEry7Nvwm5EW49Zo="></latexit>· · ·
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y

%0 = !e1 %0 = e2

z

%0= !e3

x = %0

#f#t

#f#t

x

obj.p obj.q

#f#t

(1) 분기 뒤집기 - 진리값이 뒤집힌 경로가 더 많은 경우
var x = y ? !e1 : z ? e2 : !e3; 
if (x) obj.p; 
else   obj.q;

var x = y ? e1 : z ? !e2 : e3; 
if (x) obj.q; 
else   obj.p;

y

%0 = e1 %0 = !e2

z

%0= e3

x = %0

#f#t

#f#t

x

obj.q obj.p

#f#t

<latexit sha1_base64="KP3A4bYq+3Rh8W3jaRgM1TM9ZgI="></latexit>

x : F
<latexit sha1_base64="KP3A4bYq+3Rh8W3jaRgM1TM9ZgI="></latexit>

x : F

<latexit sha1_base64="qaI0LrvM6IJc4JZaL9SS4iwGgZY="></latexit>

x : N
<latexit sha1_base64="qaI0LrvM6IJc4JZaL9SS4iwGgZY="></latexit>

x : N
<latexit sha1_base64="qaI0LrvM6IJc4JZaL9SS4iwGgZY="></latexit>

x : N

<latexit sha1_base64="KP3A4bYq+3Rh8W3jaRgM1TM9ZgI="></latexit>

x : F

뒤집힌 경로가 더 많음

변환
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y

%0 = !e1 %0 = e2

z

%0= !e3

x = %0

#f#t

#f#t

obj.q obj.p

#f#t
!x

(1) 분기 뒤집기 - 진리값이 뒤집힌 경로가 더 많은 경우

변환
var x = y ? !e1 : z ? e2 : !e3; 
if (x) obj.p; 
else   obj.q;

var x = y ? e1 : z ? !e2 : e3; 
if (x) obj.q; 
else   obj.p;

y

%0 = e1 %0 = !e2

z

%0= e3

x = %0

#f#t

#f#t

x

obj.q obj.p

#f#t

!으로 분기 뒤집기

뒤집힌 경로가 더 많음
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(2) 분기 우회하기 - 항상 참/거짓인 값을 가지는 경로
while (x.p) { 
  if (!x.q) break; 
}

for (; x.p && x.q; );변환

#f

#f

%0
#t

%0 #t

%0 = x.q

%0 = x.p

<latexit sha1_base64="MoBdKQ0oiht3Hh1jRSebLhC/kpA="></latexit>

%0 :

항상 거짓인 경로

#f

#f

%0
#t

!%1 #t

%1 = !x.q

%0 = x.p
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(2) 분기 우회하기 - 항상 참/거짓인 값을 가지는 경로

#f

#f

while (x.p) { 
  if (!x.q) break; 
}

for (; x.p && x.q; );변환

%0
#t

!%1 #t

%1 = !x.q

%0 = x.p

#f

#f

%0
#t

%0 #t

%0 = x.q

%0 = x.p

항상 거짓인 경로

분기 우회하기
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(3) 경로 복사하기
if (y) x.p = x.q = e1; 
else   x.p = x.q = e2; x.p = x.q = y ? e1 : e2;변환

#f
y

#t

%0 = e1

x.q = %0

x.p = %0

%0 = e2

x.q = %0

x.p = %0

#f
y

#t

%0 = e1

x.q = %0

x.p = %0

%0 = e2

두 가지 경로 존재
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(3) 경로 복사하기
if (y) x.p = x.q = e1; 
else   x.p = x.q = e2; x.p = x.q = y ? e1 : e2;변환

#f
y

#t

%0 = e1

x.q = %0

x.p = %0

%0 = e2

x.q = %0

x.p = %0

#f
y

#t

%0 = e1

x.q = %0

x.p = %0

%0 = e2

x.q = %0

x.p = %0

두 가지 경로 존재

경로 복사하기
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Debun: POG를 활용한 라이브러리 검출기

웹사이트

tiktok.com
POG-기반 
지문 추출기

지문 기반 
점수 측정기

<latexit sha1_base64="RiNJnc3YJGBfInu7sfIym4u9tzM="></latexit>

Debun
지문 DB

함수 지문
Lodash v4.17.21

2. 라이브러리 및 버전 검출

함수 지문

함수 지문

jQuery v3.7.1

POG-기반 
지문 추출기

POG-기반 
지문 추출기

<latexit sha1_base64="d2mN2xQkpc4LN1AAyJgpw97pUz0="></latexit>...

<latexit sha1_base64="RiNJnc3YJGBfInu7sfIym4u9tzM="></latexit>

Debun

1. 라이브러리 지문 DB 생성 

jQuery v3.7.1

Lodash v4.17.21

<latexit sha1_base64="d2mN2xQkpc4LN1AAyJgpw97pUz0="></latexit>...

jQuery v3.7.1

Lodash v4.17.21

<latexit sha1_base64="d2mN2xQkpc4LN1AAyJgpw97pUz0="></latexit>...

라이브러리 및 버전
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• Cdnjs에 등록된 78개 라이브러리의 8,256개 버전으로 라이브러리 지문 DB 구성


• 트래픽 기준 상위 100개의 웹사이트에서 크롤링이 가능한 68개의 웹사이트를 대상으로 실험 진행


• RQ1) 기존 기술과의 라이브러리 검출 능력 비교


• RQ2) 기존 기술과의 라이브러리 버전 검출 능력 비교


• RQ3) 소거 실험 - 경로 민감 진리값 분석 기반 그래프 변형의 효과

평가
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• 웹 사이트 당 평균 1,009ms에 라이브러리 및 버전 검출

TABLE I: Library detection scores when ω = 20%.
Metric LDC PTDETECTOR DEBUN

TP 111 82 195
FP 3 9 7
FN 112 141 28

Precision 97.37% 90.11% 96.53%
Recall 49.78% 36.77% 87.44%
F1-score 65.88% 52.23% 91.76%

(a) Precision (%) (b) Recall (%) (c) F1-score (%)

Fig. 9: Library detection scores with different thresholds ω.

label a library if the code includes library-specific identifiers or
at least five distinct functions, each longer than ten lines. While
distinguishing between libraries was relatively easy, under-
standing and separating all 8,256 library versions was far more
difficult. Thus, we assign version information only when it
appears explicitly in the code (e.g., _.version = "4.17.21"),
license texts, or comments. Based on this process, we construct
a ground truth dataset11 with 223 libraries, of which 105 have
version annotations.

B. RQ1. Library Detection

For comparison with library detection tools, we first collect
the fingerprints using fingerprint collector (§IV). The library
database occupies 31.97MB of memory and was constructed
in 30 minutes. DEBUN detects libraries and their versions
for each website in 1,009 ms on average, and the function
collector consumes the most time due to the massive number
of functions in the websites:

We compare the effectiveness of DEBUN with state-of-
the-art library detection tools, LDC and PTDETECTOR. We
set PTDETECTOR with its default setting, score threshold of
0.5 and depth limit of 3. We determine the optimal score
threshold for DEBUN by varying it from 0% to 30% in 1%
increments. Figure 9 shows the effectiveness by each ω with
true positive (TP), false positive (FP), and false negative (FN)
counts. Note that we omit the true negative (TN) count and
accuracy as they are far exceeded by TP, FP, and FN counts.

11https://zenodo.org/record/15550954

TABLE II: Comparison of the number of detected libraries.
Library LDC ! DEBUN ! PTDETECTOR Ground

React 13 +22 35 +34 1 35
core-js 33 -11 22 -8 30 35
Lodash.js 9 +17 26 +18 8 33
jQuery 27 +3 30 +8 22 30
Preact 3 +7 10 +10 0 10
Zepto 0 +10 10 +10 0 10

Total 111 +84 195 +113 82 223

(a) DEBUN and LDC (b) DEBUN and PTDETECTOR

Fig. 10: Venn Diagram of the number of detected libraries.

The best score is obtained at ω = 20% with the F1-score
of 91.76%, which is 1.39x and 1.76x higher than LDC and
PTDETECTOR, respectively. Table I compares the scores of
all tools at this threshold. DEBUN achieves higher precision
than PTDETECTOR, though slightly lower than LDC, which
is manually tuned. In terms of recall and F1-score, DEBUN
outperforms all tools.

Recall: Table II shows the number of detected li-
braries by each tool, and Figure 10 shows its Venn diagram.
DEBUN detects 84 and 113 more libraries than LDC and
PTDETECTOR because they cannot detect libraries whose top-
level properties are obfuscated (e.g., React) or not exported
to the global object (e.g., Lodash.js). For example, DEBUN
detected both React and Lodash.js in pinterest.com, a design
resource website, but LDC and PTDETECTOR failed to detect
them. On the other hand, LDC and PTDETECTOR are good
at detecting libraries partially imported into the global object
(e.g., core-js and jQuery). For example, DEBUN fails to detect
core-js on several websites where it is partially imported.

Precision: LDC demonstrates the highest precision
due to the inclusion of various manual ad-hoc calculations.
PTDETECTOR exhibits the lowest precision. PTDETECTOR
struggles to distinguish libraries with overlapping property pat-
terns. For example, Lodash.js and Underscore.js share a similar
property pattern, _. Thus, the precision drops to 30% when
evaluated only with Underscore.js. This suggests that property
patterns are not distinguishable enough. While we mitigate the
overlapping function issue by applying a code segmentation
(§IV-B), DEBUN still faces seven false positives. Among them,
five are caused by shared polyfill patterns, and two are caused
by partially imported libraries (e.g., jquery-tools copies several
functions from jQuery).

C. RQ2. Library Version Detection

We evaluate library version detection using two metrics:
exact match and inclusion match. While different libraries
have distinct fingerprints, versions of the same library often
differ only slightly. Tree shaking may remove version-specific

RQ1) 기존 기술과의 라이브러리 검출 능력 비교

Debun PTDetectorLDC

15 96 99 1270125
LDC vs. Debun Debun vs. PTDetector

+25.88%p

+39.53%p
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• 웹 사이트 당 평균 1,009ms에 라이브러리 및 버전 검출

RQ2) 기존 기술과의 라이브러리 버전 검출 능력 비교

12 33 52

DebunLDC

+22.52%p

TABLE III: Library version detection scores when ω = 20%.
Metric LDC DEBUN

TP 45 85
FP 0 16
FN 60 20

Precision 100.00% 84.16%
Recall 42.86% 80.95%
F1 score 60.00% 82.52%

(a) Exact match (b) Inclusion match

Fig. 11: Venn Diagram of the number of detected versions.

functions, making distinction harder. Moreover, libraries may
not follow strict semantic versioning. For example, Lodash.js
v4.17.14 and v4.17.15 differ only in version labels without
any code changes. Thus, we consider a detection correct if it
either exactly matches (exact match) or includes (inclusion
match) the ground truth version. We compare the version
detection effectiveness of DEBUN only with LDC because
PTDETECTOR does not support version detection.

Table III shows the comparison of the version detection
effectiveness of LDC and DEBUN. With the exact match,
LDC and DEBUN correctly detect 44 and 43 versions, re-
spectively. LDC detects library versions only if the version
label exists in the code. However, it struggles with libraries
that do not have explicit version labels or have inconsistent
version labels across versions. For example, version label for
core-js is core.version before v0.9.12, but it was changed to
__core-js-shared__.version in v0.9.12. It results in many
false negatives in LDC both in exact and inclusion match.

On the other hand, DEBUN detects 85 versions (1.98x more
than LDC) with the inclusion match, achieving a recall of
80.95% (1.89x higher than LDC). This demonstrates that POG
provides high accuracy for version-unique or library-unique
fingerprints in real-world, enabling accurate version identifica-
tion without explicit version labels. However, challenges such
as tree shaking and duplicated functions still hinder precise
library version detection. Thus, leveraging both tools together,
when possible, can lead to more accurate results.

D. RQ3. Ablation Study

We evaluate the effectiveness of the POG-based function
fingerprints by comparing different fingerprinting models:

• Count – Count per each property operation without order.
• POG – POGs via basic construction algorithm (§III-A).
• POG+F – POG with branch flipping.
• POG+FB – POG+F with branch bypassing.
• POG+FBC – POG+FB with path cloning.

TABLE IV: Scores for each model when LOC → 6.

Metric Count POG POG+F POG+FB POG+FBC

# Consistent 47,385 35,370 43,358 45,404 45,522
# Functions 54,368 54,368 54,368 54,368 54,368

Consistency 87.16% 65.06% 79.75% 83.51% 83.73%

# Functions 55,518 55,518 55,518 55,518 55,518
# Duplicated 1,715,034 274,252 273,252 273,678 273,684

Accuracy 3.28% 20.24% 20.32% 20.29% 20.29%

(a) Consistency (b) Accuracy

Fig. 12: Scores for each fingerprinting models with LOC → x.

For each fingerprinting model, we compute two metrics:
consistency, the proportion of functions whose fingerprints
remain unchanged both before and after transpilation, and
accuracy, the ratio of distinct functions to the number of dis-
tinct fingerprints, indicating how well fingerprints differentiate
between different functions.

Consistency =
# Consistent
# Functions

and Accuracy =
# Functions
# Duplicated

We collect 256,884 function hashes from the latest versions
of the target libraries. To reduce potential bias, we remove
functions with identical syntax. This preprocessing yields a
final dataset of 91,898 functions. We then transpile them using
Terser and SWC with the most aggressive minify options
except for unsafe options. Figure 12 compares model scores
across different line-of-code (LOC) thresholds x. Table IV
presents the details for LOC → 6 as we collect fingerprints
with LOC → 6 to reduce noise from small functions (§IV-B).

Consistency: The Count model is most consistent, as it
simply counts the number of property operations. In contrast,
the baseline POG model exhibits the lowest consistency due to
the inconsistency of the control flow explained in §II-B. The
consistency continues to improve as control-flow refinement
techniques are progressively applied, and the branch flipping
has the greatest impact.

Accuracy: All POG-based models achieve significantly
higher accuracy than Count, while showing similar effec-
tiveness among themselves. This indicates that preserving
the execution order of property operations, as in POG-based
models, is effective in distinguishing functions after transpi-
lation. In contrast, Count performs the worst, highlighting the
importance of order information.

From the evaluation results, we show that the POG-based
function fingerprints are effective in representing the function
with high consistency and accuracy. Each CFG refinement
steps improve consistency while preserving accuracy.
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RQ3) 소거실험 - 경로 민감 진리값 분석 기반 그래프 변형의 효과

거의 유지

+18.67%p

유지력(Consistency)은 배포 전 후에 함수 지문이 유지되는 비율

정확도(Accuracy)는 다른 함수 지문들이 얼마나 다른가에 대한 지표

낮은 정확도

속성 연산 순서 고려 X
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JSAVER 자바스크립트 
정적 분석기

정적 분석 유도

FSE 2022

JSSpecVis

FSE’25 Demo

명세 시각화

기능-세분 
명세 커버리지

PLDI 2023

JEST일치성 검사 
프로그램

자바스크립트 
구현체

ICSE 2021

일치성 검사 합성

위치 민감 타입 
기반 정확도 향상

In Submission

JSTAR명세 타입 오류

ASE 2021

명세 타입 분석

ECMA-262 
(언어 명세) JISET 기계화 

언어 명세

기계화 명세 추출

ASE 2020

(1) 최민석(2) 김준겸 (3) 박성민

Debun

라이브러리 
및 버전

웹 어플리케이션

ASE’25

자바스크립트 
동적 분석기

JSAVER

트랜스파일러 
규칙 검증

고유 라이브러리 
모델링(Polyfill)

PEG 기반 
파서 합성


