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Solidity code

contract MyToken {
[* This creates an array with all balances */
Storage { mapping (address => uint256) public  balanceOf;

/[* Initializes contract with initial supply tokens to the creator of the contract */

" function MyToken ( uint256 initialSupply ) public {
/* (or constructor (uint256 initialSupply ) public {)*/
Constructor { balanceOf[msg.sender] = initialSupply; I/ Give the creator all initial tokens
}
\
[* Send coins */
~ function transfer (address _to, uint256 value) public {
require (balanceOf[msg.sender] >= _value); /I Check if the sender has enough
Function require (balanceOf[ _to] + value >= balanceOf[_to)); /I Check for overflows
(Public) balanceOf[msg.sender] -= _value; /I Subtract from the sender
balanceOf[ to] += value; // Add the same to the recipient
}
\.

[* Fallback */

Fallback function () payable {

function
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Smart contract lifecycle
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EVM internals - GAS
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EVM assembly code

PUSH 0

DUP1

PUSH 100

EXP
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EVM internals - data

Data
(Var)

No
registers!

Stack

push / pop / dup / swap / ..
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EVM internals - data

Arithmetic
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System

call
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and / not / ..

log / codecopy / ..

External call (fixed / precompiled)




EVM Instructions - “Yellow paper”

(pop) (push)

In out
Value Mnemonic 0 « Description
0x00 STOP 0 O Halts execution.
stack
0x01 ADD 2 1 Addition operation.
0] = 0+ pt) —
0x02 MUL 2 1 Multiplication operation.

1s[0] = pg[0] X pag [1]

0x51 MLOAD 1 1 Load word from memory.
1s[0] = py [1[0] - - . (g [0] + 31)]
pi = max (g, [(pg[0] + 32) + 321)

0x54 SLOAD 1 1 Load word from storage.
15[0] = o[1a]s[p[0]]

l: Machine state
O: World state

ADD

IL'[0] : a+b

W] = c




Execution model
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Function call handling

Function callZ} fall back

Fallback
AT A function
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EVM internals - control
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Smart contractE AHMsIC|= 712,

I want you to write a program that has to run in a concurrent
environment under Byzantine circumstances where any
adversary can invoke your program with any arguments of their
choosing. The environment in which your program executes (and
hence any direct or indirect environmental dependencies) is also
under adversary control. If you make a exploitable mistake
or oversight in the implementation, or even in the logical design
of the program, then either you personally or perhaps the users
of your program could lose a substantial amount of money.
Where your program will run, there is no legal recourse if things
go wrong. Oh, and once you release the first version of your
program, you can never change it.

from blog.acolyer.org




<|OEX]
_I_I I:ﬂ? 1) contract Wallet {

—1 (2) mappling (address => uint) private userBalances;
3) — function withdrawBalance () {
4) ulint amountToWithdraw = userBalances[msg.sender];
(5) if (amountToWithdraw > 0) {
(6) msg.sender.call (userBalances[msg.sender]); ——
(7) userBalances [msg.sender] = 0;

®) }
9) }

)
) [}

1) | contract AttackerContract {

) function () { =

3) Wallet wallet;

4) wallet.withdrawBalance () ;

(5) }

o

entrancy

from “ZEUS: Analyzing Safety of Smart Contracts” Kalra et al.
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Logic
error

Undebned
behaviors

EVM-level

- prodigal SC

- suicidal SC

- greedy SC

- posthumous SC

- DoS (w/ deadlock)
- unprotected functions

- reentrancy

- short address

- Inconsistent view
- force transfer
- integer overf3ow

- DoS (w/ GAS)

- front running

- block state dep.

1)
2)
3
C))

from OZEUS: Analyzing Safety of Smart ContractsO Kalrat al.

Unchecked

send

if (gameHasEnded && !prizePaidout) {
winner.send (1000); // send a prize to the winner
prizePaidOut = True;

}

(1)

)
®3)
(4)
()
(6)

while (balance >

persons[payoutCursor _Id _].deposit/100 *115) {
payout = persons[payoutCursor _Id _].deposit/100 *115;
persons[payoutCursor _ld].EtherAddress.send(payout);

balance -= payout;
payoutCursor  Id ++;

(1)
(2)
3

Incorrect ™
logic

N’

uint payout = balance/participants.length;
for (var i = 0; I < participants.length; i++)
participants|i].send(payout);

+

Integer
overflow

The Ethernaut:
https://ethernaut.zeppelin.solutions
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DijkstraOs three golden rules for successful scientibc research

(E) Always try to work as closely as possible at the boundary of
§ 1 ~your abllities. Do this, because it Is the only way of discovering
\ how that boundary should be moved forward.

We all like our work to be socially relevant and scientibcally sound.
2 _ (E) If the two targets are in conf3ict with each other,
let the requirement of scientibc soundness prevail.

Never tackle a problem of which you can be pretty sure that
3 It will be tackled by others who are, in relation to that problem,
at least as competent and well-equipped as you.
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Bytecode

Control
> Flow
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Linear sweep / Heuristics /
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Bug Type
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Automatic Exploit Generation
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Formal Verfication

Contract ) Solidity
(in Solidity) Compiler
Contract Specification >
(for Solidity)
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New Programming Languages

(From Vitalik ButerinOs tweet)

OMainstream®@0{= H &5t %Ef.() — Things contracts require that regular code does not:

voi:U?gd{git?nieiazzEgzﬁgﬁairrr]\s(pize)r; account name to, uint64 t q ) { * Very Sma” COde SIZG
Scioulie Tacal et T, s * Much higher focus on safety
a.owner = to; % . . .y
a.balance = q; Much higher focus on auditability
}; . .
} else { | | (misleading code very bad)
_accounts.modify( toitr, 0, [&]( auto& a ) { o
Ger Hera . batanes sy ) * Perfect determinism
}; B ' '
}
}

void transfer( account name from, account name to, uint64 t quantity ) {
require auth( from );

const auto& fromacnt = accounts.get( from );

eosio assert( fromacnt.balance >= quantity, )

_accounts.modify( fromacnt, from, [&]( auto& a ){ a.balance -= quantity; } );

add_balance( from, to, quantity ); BambOO, Babbage, qul.“dlty,
} .

@public . . "
transfer(_to : address, _value : uint256(wei)) -> bool: RhOIang, SC'IIa, SlmpIICIty
_sender: address = msg.sender .. .

# Make sure sufficient funds are present implicitly through overflow protection
self.balances[ sender] = self.balances[ sender] - value SOIIdIty’ TypeCOIH’ Vyper

3elf.balances[ to] = self.balances[ to] + value
# Fire transfer event E
log.Transfer( sender, to, value)

True
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