
Security in Wireless Ad Security in Wireless Ad 
Hoc NetworksHoc Networks

AhnAhn YoungYoung--AhAh

August  20, 2003August  20, 2003

Theory and Formal Methods Lab. Theory and Formal Methods Lab. 

Korea UniversityKorea University



Traditional wireless networksTraditional wireless networks
infrastructureinfrastructure

base stationsbase stations

high speed high speed 
backbonebackbone

onon--line line 
serversservers

network network 
operatorsoperators

operate and operate and 
maintain the maintain the 
systemsystem

determine determine 
policiespolicies

singlesingle--hop hop 
wireless wireless 
communicationcommunication

high speed backbonehigh speed backbone

base
station mobile

station

on-line
server



Wireless ad hoc networksWireless ad hoc networks
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Applications of ad hoc Applications of ad hoc 
networking technologynetworking technology
battlefieldbattlefield

rescue operationsrescue operations
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e.g., conferences, meetingse.g., conferences, meetings
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e.g., connecting personal gadgets or e.g., connecting personal gadgets or 
household deviceshousehold devices
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Security challenges Security challenges 

wellwell--known security problems (authentication, known security problems (authentication, 
session key establishment, session key establishment, ……) must be solved ) must be solved 

under new assumptionsunder new assumptions
set of assumptions depends on the envisaged application set of assumptions depends on the envisaged application 
of the network, but usuallyof the network, but usually……
no central authority can be assumedno central authority can be assumed

no access to onno access to on--line servers can be assumedline servers can be assumed

network may be very dynamic (mobility, link failures, network may be very dynamic (mobility, link failures, 
broken routes, broken routes, ……))
network lifetime may be short (transient associations)network lifetime may be short (transient associations)

capacity of nodes may be limited (energy constraints, capacity of nodes may be limited (energy constraints, 
peanut CPU, small memory, limited communication in peanut CPU, small memory, limited communication in 
space and in time)space and in time)

nodes can be captured and compromised (no tamper nodes can be captured and compromised (no tamper 
resistance)resistance)



Security challenges Security challenges 

new security problems specific to ad hoc new security problems specific to ad hoc 
networksnetworks
selfishness, nonselfishness, non--cooperative behaviorcooperative behavior

new forms of new forms of DoSDoS attacks (e.g., battery exhaustion)attacks (e.g., battery exhaustion)



Securing wireless Securing wireless 
Ad hoc networksAd hoc networks

Vulnerability of channelsVulnerability of channels

Vulnerability of nodesVulnerability of nodes

Absence of infrastructureAbsence of infrastructure

Dynamically changing topologyDynamically changing topology



Four sessionFour session

Trust and key managementTrust and key management

Secure routing and intrusion detectionSecure routing and intrusion detection

Availability Availability 

Cryptographic protocolsCryptographic protocols



Trust and key managementTrust and key management

Distributed Trust in Ah Hoc NetworksDistributed Trust in Ah Hoc Networks

Network Performance Centric Security Network Performance Centric Security 
Design in MANETDesign in MANET

SelfSelf--Organized Public Key Organized Public Key 
Management for Mobile Ad Hoc Management for Mobile Ad Hoc 
NetworksNetworks

Admission Control in Collaborative Admission Control in Collaborative 
GroupsGroups



““Distributed Trust in Ah Hoc NetworksDistributed Trust in Ah Hoc Networks””
LidongLidong Zhou, Microsoft 2002Zhou, Microsoft 2002

Distributed trustDistributed trust

Distributed secure servicesDistributed secure services

Threshold cryptographyThreshold cryptography

Share refreshingShare refreshing

Secure routingSecure routing



““Network Performance Centric Security Network Performance Centric Security 
Design in MANETDesign in MANET””, , HaoHao Yang, UCLA, 2002Yang, UCLA, 2002

Network performance centric Network performance centric 

Shared by the Shared by the 
nodesnodes

Shared by the Shared by the 
nodesnodes

Undertaken Undertaken 
solely by the solely by the 
serversservers

ComputationComputation

LocalizedLocalizedDistributedDistributedCentralizedCentralizedCommunicationCommunication

GoodGoodUncertainUncertainBadBadRobustnessRobustness

GoodGoodUncertainUncertainBadBadAvailabilityAvailability

GoodGoodGoodGoodBadBadScalabilityScalability

LocalizedLocalizedPeerPeer--toto--PeerPeerCentralizedCentralizedSchemeScheme



““SelfSelf--Organized Public Key Management for Organized Public Key Management for 
Mobile Ad Hoc NetworksMobile Ad Hoc Networks””, , SrdjanSrdjan CapkunCapkun, , 
EPFL  , 2002EPFL  , 2002

Fully selfFully self--organizedorganized

Local certificate repositoryLocal certificate repository

Certificate graphCertificate graph

Maximum degree algorithmMaximum degree algorithm

Shortcut certificatesShortcut certificates

Shortcut Hunter AlgorithmsShortcut Hunter Algorithms



““Admission Control in Collaborative GroupsAdmission Control in Collaborative Groups””, , 
YongdaeYongdae Kim, University of Minnesota, 2002Kim, University of Minnesota, 2002

Peer groupPeer group

Group charterGroup charter

Group authorityGroup authority

Group lifetimeGroup lifetime

Group admission controlGroup admission control

Voting processVoting process



Secure routing and intrusion Secure routing and intrusion 
detection(1/2)detection(1/2)

Secure Routing for Mobile Ad Hoc Secure Routing for Mobile Ad Hoc 
NetworksNetworks

Packet Leashes: A Defense against Packet Leashes: A Defense against 
Wormhole Attacks in Wireless Ad Hoc Wormhole Attacks in Wireless Ad Hoc 
NetworksNetworks

Secure Efficient Distance Vector Secure Efficient Distance Vector 
Routing in Mobile Wireless Ad Hoc Routing in Mobile Wireless Ad Hoc 
NetworksNetworks



Secure routing and intrusion Secure routing and intrusion 
detection(2/2)detection(2/2)

AriadneAriadne: A Secure On: A Secure On--Demand Demand 
Routing Protocol for Ad Hoc NetworksRouting Protocol for Ad Hoc Networks

Authenticated Routing for Ad Hoc Authenticated Routing for Ad Hoc 
NetworksNetworks

Dynamic and Secure Group Dynamic and Secure Group 
Membership in Ad Hoc and Membership in Ad Hoc and 

PeerPeer--toto--Peer NetworksPeer Networks

Intrusion DetectionIntrusion Detection



““Secure Routing for Mobile Ad Hoc NetworksSecure Routing for Mobile Ad Hoc Networks””, , 
PanagiotisPanagiotis PapadimitratosPapadimitratos, Cornell University, , Cornell University, 
20022002

SRP : Secure Routing ProtocolSRP : Secure Routing Protocol

IP header + basic routing protocol IP header + basic routing protocol 
packet + SRP headerpacket + SRP header

SRP header = type + Reserved + Query SRP header = type + Reserved + Query 
Identifier + Query Sequence Number + Identifier + Query Sequence Number + 
SRP MACSRP MAC

GeometryGeometry

TunnelTunnel



““Packet Leashes: A Defense against Wormhole Packet Leashes: A Defense against Wormhole 
Attacks  in Wireless Ad Hoc NetworksAttacks  in Wireless Ad Hoc Networks””, , YihYih--
Chun Chun HuHu, Rice University, 2002      , Rice University, 2002      

Wormhole attack Wormhole attack 

Packet leashesPacket leashes

Temporal leashesTemporal leashes

Geographical leashesGeographical leashes



““Secure Efficient Distance Vector Routing in Secure Efficient Distance Vector Routing in 
Mobile Wireless Ad Hoc NetworksMobile Wireless Ad Hoc Networks””, , YihYih--Chun Chun 
HuHu, Rice University, 2002, Rice University, 2002

Sequence numberSequence number

OneOne--way hash functionway hash function

Distance Vector RoutingDistance Vector Routing

Hash chainsHash chains

Authenticating Routing UpdateAuthenticating Routing Update



““AriadneAriadne: A Secure On: A Secure On--Demand Routing Demand Routing 
Protocol for Ad Hoc NetworksProtocol for Ad Hoc Networks””, , YihYih--Chun Chun HuHu, , 
Rice University, 2002Rice University, 2002

Symmetric cryptographySymmetric cryptography

Basic Basic AriadneAriadne Route DiscoveryRoute Discovery

Target authenticate ROUTE Target authenticate ROUTE REQUESTsREQUESTs

PerPer--hop hashinghop hashing

Basic Basic AriadneAriadne Route MaintenanceRoute Maintenance

Avoiding Routing MisbehaviorAvoiding Routing Misbehavior



““Authenticated Routing for Ad Hoc NetworksAuthenticated Routing for Ad Hoc Networks””, , 
KimayaKimaya SanzgiriSanzgiri, UCSB, 2002, UCSB, 2002

ManagedManaged--open environmentopen environment

RDP : Route Discovery PacketRDP : Route Discovery Packet

S S --> broadcast : [RDP, IP> broadcast : [RDP, IPDD, , certcertSS, N, NSS, , 
t]Kt]KSS



““Dynamic and Secure Group Membership in Dynamic and Secure Group Membership in 
Ad Hoc and PeerAd Hoc and Peer--toto--Peer NetworksPeer Networks””, Claude , Claude 

CastellucciaCastelluccia, INRIA Rhone, INRIA Rhone--AlpesAlpes, 2002, 2002

Secure Node identitySecure Node identity

CBID : CryptoCBID : Crypto--Based IdentifierBased Identifier



Current research directionsCurrent research directions

decentralized publicdecentralized public--key management key management 
schemesschemes

using threshold cryptographyusing threshold cryptography

PGPPGP--like approach*like approach*

exploiting mobility and secure side exploiting mobility and secure side 
channels*channels*

secure ad hoc routingsecure ad hoc routing

various schemes for authenticating routing various schemes for authenticating routing 
information that is distributed or information that is distributed or 
exchanged among the nodesexchanged among the nodes



Current research directionsCurrent research directions

incentives for cooperationincentives for cooperation

micromicro--payment based schemes*payment based schemes*

reputation based schemesreputation based schemes

low cost cryptographic primitives low cost cryptographic primitives 
(algorithms and protocols)*(algorithms and protocols)*

anonymity, intrusion detection, anonymity, intrusion detection, ……


