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Problem

The safety of mobile code is important

o Proof-Carrying Code : a safety proof + code
A code producer generates a proof.
A code consumer checks the proof.

Limitation of the existing works
o How to generate program proofs other than

types
1) Existing approach 2) Our approach
Source code Types .. Source code with safety proof
Compilation today's talk

Target code Types . Compilation

verification
conditon
generator

Target code with type-safety proof Target code with safety proof




Our Approach

We combine two technologies.

o Program analysis technique (abstract interpretation): to
obtain program properties

o Program logic (Hoare logic): to represent and to check
proofs of program properties
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Language

Program P = C;;
Commands C = x:=F assignment

| if B then C else C' fi if-statement

| while BdoC od while-statement

| C;C sequence
ArithmeticEzpressions E = m integer

| =z program variable

| E+E addition

| E—-F subtraction

| EXxXE multiplication
BooleanEzpressions B = tt true

| ff false

| BAB conjuction

| BVvVDB disjunction

| E=E equality

| E<E inequality

Hoare Logic (1/2)

A specification for program properties
A triple with two assertions and a command

{0} Py}




Hoare Logic (2/2)

A proof system for verifying Hoare triples
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Properties from abstract interpretation results

Abstract Interpretation

A general program analysis framework to
compute program properties using an abstract
semantic domain and an abstract interpreter.

o A concrete semantics of a program assigns a set of
states to each program point.

{p(Int), C) - (D,E)

(p(Var > Int),C) <= (Var > D,




An Example (Interval Analysis)

{z:[-1,2],y:[0,4]}

if . x 3 =10
then
{33 : [_112],;1) : [034]}
> Sl
{z:[-1,6],y:[0,4]}
else
{z:[-1,2],y:[0,4]}
x =0
{o:[0,0],y: (0,4}
fi

{z:[-1,6],y:[0,4]}

Simple Outline of our Work

Abstract interpretation result @
{iL’ = [_172]7y = [074]}

ifx+y=0thenx:=x+yelsex:=0fi

Hoare specification

SNy R U L M R

Hoare proof tree

v
[(—1<z<2)A0<y<4}ifs{(-1<z<1HA(0<y<4)}
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Generic Abstract Interpretation

Commands : State — State
[x:=FE]o
[if B then C) else C, fi] o
[while B do C od] o
[Cy;Cs) o

olz = ([E] 0)]
([C4] o) U ([C2] o)
Ifp AX. oLI([C] X)
[C2] ([C1] o)

L |

ArithmeticFExpression : State — Value

[m] o = a({m})

[z] o = o(x) '

[E: + Ez]l o = ([E1] o) + ([E2] 0)

[E:— E]o = ([Ei] o) - ([E2] o)

[[El X Bl o = ([E1] o) x ([E2] o)
Qintervat ({1}) = [1,1] Yintervat ([1,1]) = {1}
Qinterval (13,5, 7)) = [3,7] Yin [3 7)) = {3,4,5,6,7}
Qeveno1d(13,5,7}) = odd  Yewenoga(0dd) = {---,—3,—1,1,3,---}

Safety Requirement of Abstract
Operators

Soundness of abstract operators

L

a({m+neZ|[mevy(p), ne€~(q)})
pP—q al{m—neZ|me~v(p), ncy(q)})

pxq 3 afmxneZ|me~xp), necyq)})

p+yq
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For example,
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Examples (Sound Abstract Operators)

Even-odd analysis

6—?—6 €§<€
6-?—()
0%0
0—1-6

Interval analysis

exXo

O0XO0
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e
o

e e e e

oxe

[ng, mol+[n1, M| [no + 11, Mo + M4
[min X, max X]

(where X = {ng X ny,ng X my, mg X ny,my X my})

> e

[n0, mM0) X [y, my]

Claim

We construct Hoare proof tree when we have
o soundness proof of abstract operators
o translation function tr




Safety Requirement of Abstract
Operators in Proof Tree

» Soundness proof of abstract operators

. Vv

APL 3 o By A w0 B2) = w(oia B+ B)
. i

AV G B A B = e B B

[AT] 3Jv: -

(tr(p, E1) Atr(q, B»)) = tr(pxq, By x E»)

Translation function tr(¢,E ) (1/2)

tr : Value x Expressions — Formulas

It returns a formula indicating “‘the value of E
is included in the meaning of 4.”

For example,

trinterval({lv‘?’LE) = 1< E <3
treven_odd(Odd7 E) = dn: E=2n +1




An Example

{I : [_152]=y : [014]}

if . x 3 =10

then
{z:[-1,2],y:[0,4]}
X:=x+y
{z:[-1,6],y:[0,4]}

else
{z:[-1,2],y:[0,4]}
x =0
{z :[0,0],y :[0,4]}

fi

{z:[-1,6],y :[0,4]}

[AD1] if d,
[AP]

v
C & G B) = t(da, B)
Wi

(tr(p, B1) Atr(q, E2)) = tr(p+gq, Ey + Es)

[AD1]
[AP] :

tratate (1) = trapate(or U o)

trstate(6) A (z +y =0)  {trstate(0)} x = x + 3 {trstate([z .=z + ylo)} traate([z =z +yJo) =&
= trstate(a)

{trstate(0) Az +y =0)} x:= X+y {1} {trstate(o) ANz +y #0)} x:=0 {2}
{trstate(o)} 1£8{¢)} |

o tryue(o) = N tr(o(z),z)
z€domain(o)

o« ¥ 2 tr((lx = x4 ylo) U ((x = 0]o))
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{(-1<z<2)A(0<y<HA(z+y=0}x:=x+y{(-1
{(—1<z<2)A(0<y<H}ifsS{(-1 <z <6) A

o ifs £ ifx+y=0thenx:=x+yelsex:=0fi
o troae(0) = (1< <2)A(0<y<4)

o = (-1<z<E)A(0<y<4)

trstate([r =2+ ylo) = (-1 <z <6)A(0<y<4)

Generic Al (full)

Commands : State — State
[if B then C)else O fi)lo = ([Ch] ([B] o)) U ([C2] ([-B] o))
[while B do C od] ¢ = [-B] (ifp A\X. c U ([C]([B] X)))

BooleanExpressions State — State
[tt] o = o
tf] o = Vz € variables in the program : z — L

o) U

Backward Ezxpressions
: State X Value — State




Second Example

{z:[1,4],y: [2,5]}
ifx=3y4+1
then
Yo ¢ 3,4, %2, 3]k
XK= Ey
{z : [5,7),v:[2,3]}
else
{z:[1,4],y:[2,5]}
o'l b o, ol
{z:[2,5],y:[2,5]}
fi

{z:[2,7],y:]2,5]}

Proof tree for the example

3<z<4 ) H<e<T 1<z<4 ) 2<x<h
{ngss}”'_“y{mgysz} {A2§y§3}x'_x+1{A2§y§5}
1<e<4 A2Z5y<dH AhNe=y+1 = J<r <4 N 2<y<3
l<z<4A2<y<5Az#£y+]l = 1<z<4n2<y<h
5<e<TA2<y<3 = 2< e <T A2<y<hH
2< <5 AN2<y<5 = 2<e<TAN2<y<H

l<z<d ’ 1<x<4 .

ST <z< P ST

N2Zy<5 o w :=l’+y{ A;<x<g} Nt ::x+1{A§<x<g}
A 2=yt - NrFyHl -

1<z<4
A 2<y<5

2<x<7}

}1fx:y+1tmer:$+yekex?:$+1fl{A2<W$




Algorithm

Algorithm

Proof construction 7(/s/C/s’]) for an annotated program

{trst(3)} C {wrst(3)}

Proof construction (s, E) for an arithmetic expression £

trst(s) = tr([[E]]é, E)

Proof construction &, (s, a, E) for a backward arithmetic
expression £

trst(s) Atr(a, E) = trst([E],S a)

Proof construction @, (s, B) for a boolean expression B

trst(s) A B :> trst([B]3)




Proof Construction 7(/s/C/s’]) (part)

Case A = [§]x := E[§

trst(3) = (Ayevars—{2)tr(8'(v),v)) £, E)
trst(8) = trst(8')[E/z] {trst(§")[E/z]} z := E {trst(&')}
{trst(8)} z := E {trst(§')}

Case A = [§]if B then [§;]R;[5]] else [$2)Ry[85] £i[¢]

By(3,B) T([51]R1[3]]) monSt(3,,3, U3, By(3,~B) T([32]Ra[85]) monSt(sh, 3, U L)

{trst(3) A B} Ry {trst(8)} {trst(8) A =B} R {trst(8')}
{trst(3)}if B then R; else Ry i {trst(3')}

Complexity

Proposition
For a command 4 of size n, the tree 7(4) has
Om? + n x|Vars|) nodes




Summary

Hoare proof construction method from program
analysis results (for use in safe anonymous
computing of mobile environment).

o fully automatic

o general

insensitive to the various abstract properties derived from a
single concrete semantics.

room for trade-off between trusted base size and proof size.
o not completely general

our method is tightly coupled with the source language and
the concrete semantics.

for different concrete semantics we must change the proof
construction method and the trusted base.

Things to Complete

Currently, we are working on the implementation
emitting Isabelle code.

To study practicality of the current work

o Finding interesting analysis example to apply our
method

o Estimating practicality factors like proof tree size

To extend the language syntax with arrays and
pointers




Backup Slides

Related Works

PCC (Proof-Carrying Code) [Ne97]
o Gaining safety certainty on mobile code
o Focusing on proof checking

Foundational PCC [App01]

o Compensating PCC by reducing the trusted-bases
o Limited for types
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Boolean Rewriting

Tt = tt =tt = ff
ff £ ff —ff £ tt
E,<E, & E <FE, ~(E,< Fy) & E > F,
E<E = (B < Bs) V(B = E») (L < E,) £ B > B
Ei=FE, £ E =E (Ey=E,) £ E ) <>E,
Ei<>E, £ (Bi<E)V(E>E) ~(E,<>E,) £ E =F,
E,>E, £ E >F, —(BE,>Fy) & E <F,
E,>E = (Ey = E5) V(B > Es) —(Ey > Es) £ Ei< By
BIVB, & B VDB, -(B,VBy) & =B, A-B,
BiABy; £ By AB, ~(BiABy) & =B;V-B,
-(-B) £ B




An Example Domain

Interval domain

An AI Example

ZT=2™

i:=0; x:=0
while i<3 do
if i=0
then x:=1
else x:=4
fi;
i:=i+2
od

: {i — [0,0],z — [0,0]}
:{i—[0,2],z — [0,4]}
{i—[0,0],z — [1,1]}
{i—[1,2],z — [4,4]}
{i—[0,2],z — [1,4]}
{i—[2,4],z — [1,4]}
{i—[3,4],2 — [0,4]}

i — Ui,z — ui}




Our Approach

Code producer Code consumer

code
v Ve ¥
Abstract Our algorithm
Interpretation . using Hoare logic proof
Analysis
Code [ ) Results [ )
(property)
.............................................................. >

proof checker

Both code producer and code consumer

don’t have to share analysisin ormatio_F
roperty-related rules

Various properties are ref To automatically generate proof trees
in abstract interpretation fra we suggest an algorithm from
Hoare logic with first-order | abstract interpretation results

Our Approach

Code producer Code consumer

code property
abstract our
interpretation ( algorithm

proof checker

/ v’ property-related rules \

/ logic base

Small trusted base




[Er + Ex]o = ([Ea]o)+([E2]o) ‘

: [AP]
trsiate(0) = (tr([zlo, @) A (r([ylo,v))  (tr([2]o, 2)) A (tr([yle, 9)) = tr(([2]o)+([v]o), = + v)
[HA]
trotate(o) trstate(o\x) ._ trstate(0\z)
:>ttrtstate(0\z) Ate([z +ylo,z +y) { At:([[tw +ylo,x +y) bro=xtyd Atf([fac +ylo, z) )

{trstate(0)} x 1= x + y{trstate(0\z) A tr([z + y]o, z)}

o ifs & ifx+y=0thenx:=x+yelsex:=0f1

o tryge(o) = N tr(o(z),x)

z€domain(o)

Translation function tr(d,E ) (2/2)

. . y's property
Required properties

o Monotonicity : if «Ca’, then tr(a,E) = tr(a’,E)
o Meet Preservation : tr(a/7’, E) = tr(a,E)Atr(a’, E)
o Strictness : tr(, E) = {f

_ o Constants Preservation : tr(a (n}), n) holds

— o Closedness : Free (tr(a, E)) = Free (E)

_ o Commutativity : tr(a, E)[E’/x] = tr(a, E[E’/x])

a hole with £




Proof Construction 7(/s/C/s’]) (cont.)

Case A = [8]([inv Sg]while B do [$;|R[5}] 0od)[5']

By (§0, B) T([§1]R1 [§/1]) monSt(§/1, .§0)
{trst(3p) A B} Ry {trst(50)}
monSt(§,8p) {trst(30)} while B do Ry od {trst(40) A ~B} By(é0,—B)

{trst(3)} while B do R; od {trst(3")}

Case A = [§]A;; Ay[4]
T(A1) T(Az)

{trst(8)} A1; Ag {trst(3')}




