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Memory-Leak Detection by Lightweight Shape Analysis

s�¹¡¤[j·&ñ
5pxô=
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þj��H1lq�Ð&h�������½̈[þt�̀¦:�xK�"f�í���'�\�¦��ÀÒ��H4�¤ú̧�ô�ÇáÔ�ÐÕªÏþ�\�@/ô�Ç�í���'� �̧

ÀÓ x9� Bj�̧o� ¾ºÃº �ÃÐt� l�Õüts� S\�l�&h�Ü¼�Ð ����o
�#�, 4�¤ú̧�ô�Ç �í���'� áÔ�ÐÕªÏþ�_� �̧
ÀÓ\�¦ y��t�½+É Ãº e����H l�Õüts� ��º��÷&%3���. Õª�Q��, 4�¤ú̧�ô�Ç ��«Ñ½̈�̧\�¦ 0AK� q�6 xs� q�
��>� [O�>�÷&%3���HX<, q��§&h� éß�í�Hô�Ç Bj�̧o� ½̈�̧ëß��̀¦ ��6 x
��¦ e����H z�́]j �&³�©�\� &h�
6 x
�l� #Q�9î�r &h�s� e����. �:r �7Hë�H\�"f��H àÔo� &ñ
�̧ éß�í�Hô�Ç �̧�ª�_� éß�í�Hô�Ç ��«Ñ½̈�̧
\�¦ ��6 x
���H �í���'� áÔ�ÐÕªÏþ�_� Bj�̧o� �̧ÀÓ µ1Ï|
� x9� ¾ºÃº �ÃÐt�\�¦ 0Aô�Ç $�§4�ô�Ç ì�r$3�

l�\�¦ ]jîß�
��¦�� ô�Ç��. ë�HZO�l�ìøÍ �̧�ª�ì�r$3� l�Õüt�̀¦ éß�í�H�o
�#� àÔo�\� @/K�"fëß� &ñ
x9�

�>� ì�r$3�
���H ì�r$3�l�\�¦ �¦îß�
�%i��¦, z�́]j �ï×¼\� &h�6 xô�Ç ��YV\�¦ �Ð�� �����õ� $í
0px
s� ëß�7á¤Û¼�QÖ�¦ �¦����s	כ \V�©��)a��.

1 "k&è<

þj��H 1lq�Ð&h���� ���½̈[þt[3, 4, 7, 8, 9]�̀¦ :�xK�"f �í���'�(pointer)\�¦ ��ÀÒ��H 4�¤ú̧�ô�Ç áÔ�ÐÕªÏþ�
\� @/ô�Ç �í���'� �̧ÀÓ x9� Bj�̧o� ¾ºÃº (memory leak) �ÃÐt� l�Õüts� S\�l�&h�Ü¼�Ð ����o
�%i���.
�n? Bj�̧o� (heap memory) ì�r$3��Ér Õª 4�¤ú̧�$í
Ü¼�Ð ���
�#� ô�Ç1lxîß� ì�r$3� l�Õüts� ²ú��Ð÷&#Q e��
���� �̧�ª� ì�r$3�(shape analysis)[4, 9]õ� ì�ro� �Ðf��(separation logic)[3, 7, 8] °ú �Ér 1lq�Ð&h����
l�Õüt[þts� ]jîß�H�dÜ¼�Ð+� ì�r$3�l�Õüts� ��r� ÅÒ3lq~ÃÎ�¦ e����. s� l�Õüt[þt�Ér ���7£x
�l� #Q§>�����H
Deutsch-Schorr-WaiteàÔo����Ò�o·ú��¦o�7£§[10]s�¢-a���
�>� �̀�����H�total)	כ correctness)�̀¦���
7£xK� ?/l��̧ 
�%i���[6, 11]. ë�H]j��H s��Qô�Ç ���7£x_� q�6 x�Ér $�§4�
�t���H ·ú§����H �.���s	כ
z�́]j �&³�©�\�"f ¹ô�Çכ��9 l�Õüt�Ér 4�¤ú̧�
�t� ·ú§�Ér ��«Ñ½̈�̧\�¦ ��6 x
���H áÔ�ÐÕªÏþ� �ï×¼\� @/

K�$�§4�ô�Çq�6 xÜ¼�Ð���7£x
���Hl�Õüts���.z�́]jo�³nqÛ¼(linux)î�r%ò
�̂]j\���6 x÷&��Hn���s�Û¼
×¼��s�!Q (device driver) �èÛ¼ �ï×¼\�¦ ����ÐK� �:r ���õ�, 4�¤ú̧�ô�Ç F�)
&h� ��«Ñ ½̈�̧\�¦ ��6 x
�
��H�â
Äº��H&h�%3���.F�)
&h�s�t�·ú§�Ér��«Ñ ½̈�̧\�¦��6 x
�����,F�)
&h���«Ñ ½̈�̧�� 
��8���̧
q��§&h� éß�í�Hô�Ç o�Û¼àÔ(list)ü< Ä»��ô�Ç +þAI�_� ��«Ñ ½̈�̧\�¦ ��6 x
��¦ e����. 4�¤ú̧�ô�Ç ��«Ñ½̈�̧
\�¦ ���7£xK� ?/��H �̧�	כ ì�r"î
 ¹ô�Çכ��9 l�Õüts�t�ëß� �&³�©�\�"f ��6 x÷&��H éß�í�Hô�Ç ��«Ñ½̈�̧\� @/K�

ò́Ö�¦&h���� ���7£x �'p����̀¦ �¦îß�
���H �	כ ¢̧ô�Ç B�Äº ×�æ¹כô�Ç {9�s���.
�:r �7Hë�H\�"f��H àÔo� (tree) �̧�ª�_� éß�í�Hô�Ç ��«Ñ½̈�̧\�¦ ��6 x
���H �í���'� áÔ�ÐÕªÏþ�_� Bj�̧

o� �̧ÀÓ µ1Ï|
� x9� ¾ºÃº �ÃÐt�\�¦ 0Aô�Ç $�§4�ô�Ç �̧�ª� ì�r$3�l�\�¦ ]jîß�
��¦�� ô�Ç��. ]jîß�
���H ì�r$3�

1�:r ���½̈��H ô�Ç²DG�����:�x������½̈"é¶_� t�"é¶Ü¼�Ð s�ÀÒ#Q&��6£§.
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l���Hë�HZO�l�ìøÍ �̧�ª�ì�r$3�(grammar-based shape analysis)[4]�̀¦àÔo� �̧�ª�_� ½̈�̧ëß�&ñ
x9�
�>�
ì�r$3�½+É Ãº e���̧2�¤ éß�í�H�oô�Ç +þAI�s��¦, ì�ro��Ðf��_� áÔ�ÐÕªÏþ� $í
|9� Ä»ÆÒ�'p���[3]�̀¦ o�Û¼àÔ s�
�©�_� ½̈�̧\�¦ ì�r$3�½+É Ãº e���̧2�¤ SX��©�ô�Ç +þAI�s���.

2 (Ûo)o� 60�ç¡ a�@#e

ì�r$3� @/�©� ���#Q��H {9�ìøÍ&h���� �í���'� ���íß��̀¦ 
���H áÔ�ÐÕªÏþ�s���.

Variable x
Field f ∈ {1, 2}
Expr e ::= x==x | x==0 | !e | true
Statement t ::= x=x | x=0 | x=x.f | x.f=x | x=new | free x

| t; t | if e t t | while e t

0��H V,� �í���'�(null pointer)\�¦ _�p�ô�Ç��. "î
§î
ë�H_� new��H Dh�Ðî�r �n? !sq(heap)�̀¦ ½+É

{©�(allocation)K� ÅÒ 9, ½+É{©��)a �n? !sq�Ér ¿º >h_� �9�×¼(field)�Ð ½̈$í
÷&#Q e�����¦ ��&ñ
ô�Ç��.
7£¤, x.1��H ���Ãº x�� ��o�v���H �n? !sq_� 'Í	 ���P: �9�×¼\�¦ _�p�ô�Ç��. freex��H x�� ��o�v���H �n?
!sqëß��̀¦ ìøÍ8̈�(disposal)
���H "î
§î
ë�Hs���.

3 (Ûo)o� |¡8K->	

ì�r$3� �̧Bj����Ér l��:r&h�Ü¼�Ð ë�HZO�l�ìøÍ �̧�ª�ì�r$3�[4]_� �¦̀�	כ éß�í�H�oô�Ç �.���s	כ ë�HZO�l�ìøÍ �̧�ª�
ì�r$3��Ér�n?Bj�̧o�\�¦¿º¹כ���Ãºï�rÜ¼�Ð¹כ���
���HX<, ½̈�̂&h����ÂÒì�rõ�,¹כ����)aÂÒì�rÜ¼�Ð��¾º
#Q .��¹���ô�Çכ ½̈�̂&h���� ÂÒì�r�Ér z�́]j �n? Bj�̧o�\�¦ Õª@/�Ð ³ð�&³ô�Ç ÂÒì�rs��¦, a(����¹כ ÂÒì�r�Ér
�n? Bj�̧o�_� Ì�o�̂\�¦ ë�HZO�Ü¼�Ð ³ð�&³
����"f z�́]j\�¦ ÓüæÝüæÕª�2; ÂÒì�rs���.
ë�HZO�l�ìøÍ �̧�ª�ì�r$3�\�"f éß�í�H�oô�Ç ÂÒì�r�Ér ë�HZO�Ü¼�Ð l�Õüt�)a ���¹כ ÂÒì�rs���. ë�HZO��̀¦ ��6 x

���� ���ª�
��¦ 4�¤ú̧�ô�Ç ��«Ñ½̈�̧\�¦ ³ð�&³½+É Ãº e����. Õª�Q��, �&³�©�\�"f ��6 x÷&��H �ï×¼�� Õª
³ð�&³§4�ëß��pu 4�¤ú̧�ô�Ç ��«Ñ½̈�̧\�¦ ��6 x
��¦ e��t� ·ú§�¦, ¢̧ô�Ç q�6 x�̧ $�§4�
�t� ·ú§��"f, :£¤&ñ
ô�Ç
+þAI�_� ë�HZO� +þAI�ëß� ��6 x
��̧2�¤ �¦îß�
�%i���.
��6 x
���H ì�r$3� �̧Bj����Ér ��6£§õ� °ú ��.

Location l
Pointer p ::= 0 | − | l
Cell c ::= 〈o, o〉
Object o ::= p | c | ? p
Stack s ∈ Variable → Object
Heap h ∈ Location → Cell
Memory m ∈ Stack×Heap
AbstractDomain M ∈ P(Stack×Heap) + {>}

�í���'���H ÅÒ�è ¢̧��H V,��í���'� 0, Õªo��¦ =åS#Q��� �í���'�(dangling pointer) −s���. �n? !sq�Ér
¿º �9�×¼\�¦ 0Aô�Ç Ì�o�̂\�¦ °ú��¦ e����HX<, Ì�o�̂��H �í���'�, !sq, ��m���� ¹���Ì�o�̂כ (abstract object)
?ps���. ¹���Ì�o�̂כ ?p��H �̧²ú���0pxô�Ç !sq[þt_� �̧e�����X< ìøÍ×¼r� Ø�¦½̈��H 
��� s�
���� ��ëß	כ ��0px

���. Ø�¦½̈êøÍ ��¹���Ì�o�̂כ _�p�
���H !sq[þt_� �̧e��\�"f �̧e�� ��¾ú �̀¦ ��o�v���H �í���'�\�¦ >pwô�Ç
��. \V\�¦ [þt#Q ?0��H Ø�¦½̈�� \O���H �¦̀�	כ ú́�
��¦, ?l�Ér Ø�¦½̈�� ìøÍ×¼r� 
��� e���¦, Õª Ø�¦½̈�� ÅÒ
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�è l�̀¦ ��o��������H >pws���.2 ���¹כ Bj�̧o���H ¿º ÂÒì�rÜ¼�Ð ��*'#Q e����HX< Û¼×þ� ÂÒì�r�Ér ���Ãº\�
"f Ì�o�̂�Ð ����H ë�ss��¦, �n?�Ér ÅÒ�è\�"f !sq�Ð ����H ë�ss���.3 ���¹כ �̧Bj����Ér Bj�̧o�_� |9�½+ËÜ¼
�Ð #��Q �â
Äº\�¦ ³ð�&³½+É Ãº e���̧2�¤ �¦îß�÷&%3���. ì�r$3�s� #Q�9î�r �â
Äº\�¦ 0AK� �̧��H ��0px$í
�̀¦
_�p�
���H >�̀¦ ¿º%3���.
¹���Ì�o�̂��Hכ éß�í�H
�t�ëß� #��Q �©�S!��̀¦ ³ð�&³½+É Ãº e����. \V\�¦ [þt#Q, x�� àÔo�\�¦ ��o�v��¦ e��

�¦, y�� àÔo�_� ×�æçß��̀¦ ��o�v��¦ e����H �©�S!��̀¦ ��6£§õ� °ú s� l�Õüt½+É Ãº e����.

s = {x 7→ ∗l, y 7→ l} , h = {l 7→ 〈∗0, ∗0〉}
Û¼×þ�\�"f �Ð��� x��H Ø�¦½̈�� e����H ¦�\¹���Ì�o�̂כ ��o�v���HX< Õª Ø�¦½̈�� ÅÒ�è l�̀¦ ��o�v��¦, y��H
l�̀¦ f��]X� ��o�v��¦ e����. ÅÒ�è l\���H Ø�¦½̈�� \O���H ¦�\¹���Ì�o�̂כ ��o�v��¦ e����H !sqs� e����.
���¹כ �̧Bj���\�"f_� í�H"f �'a>���H >s� ���©� Z�}�¦ �� Qt���H |9�½+Ë_� �í�<Ê�'a>�\�¦ ���Ér��. éß�

t�, °ú �Ér �̧�ª��̀¦ °ú��¦ ÅÒ�èëß� ���Ér ¿º Bj�̧o���H °ú ���¦ óøÍ&ñ

���.

M v >
M1 v M2 ⇐⇒ M1,M2 6= > ∧ ∀m1 ∈ M1.∃m2 ∈ M2.∃R.m1 =R m2

#�l�"f m1 =R m2��H Rs� m1\� ���̧��H ÅÒ�è[þtõ� m2\� ���̧��H ÅÒ�è[þt_� {9�@/{9� �'a>�(one-
to-one relation)s��¦ m1_� �̧��H ÅÒ�è\�¦ �'a>�÷&��H ÅÒ�è�Ð ����â
Ùþ¡�̀¦ M: m2ü< 1lx{9�½+É M: $í
wn�

ô�Ç��. \V\�¦ [þt#Q, m1 = ({x 7→ 1} , {1 7→ 〈∗0, ∗0〉})ü< m2 = ({x 7→ 2} , {2 7→ 〈∗0, ∗0〉})\� @/
K� m1 ={(1,2)} m2�� $í
wn�ô�Ç��.

4 (Ûo)o�M� (Analysis)

ì�r$3��'p����Érë�HZO�l�ìøÍ �̧�ª�ì�r$3�[4]õ�°ú �Ér ½̈�̧\�¦��t��¦e����. �̧�ª�ì�r$3��'p���_�:£¤fç
�Ér,�n?
!sq\� ���íß��̀¦ Ãº'��½+É M: �í&h��̀¦ ú́�ÆÒ#Q a(����¹כ Bj�̧o�\�¦ ½̈�̂�o
���H �	כ (focus�� ÂÒ�Ér��[9]),
Õªo��¦, ìøÍ4�¤ë�H 1px\�"f �¦&ñ
&h� (fixed-point) >�íß�s� Áºô�Çy� ìøÍ4�¤÷&��H �¦̀�	כ }��l� 0AK� SX��©�
(widening) ���íß�[1, 2]�̀¦ Ãº'��
�#� ½̈�̂�o�)a Bj�̧o�\�¦ ¹���r�v���Hכ �.���s	כ Äº���, �í&h� ú́�ÆÒ
l� ���íß�õ� SX��©� ���íß��̀¦ [O�"î

��¦, z�́]j ì�r$3� �'p����̀¦ l�Õüt
��̧2�¤ 
���x��.

4.1 �Ô+8� �ÒMכ¢�� (Focus)

�í&h� ú́�ÆÒl���H ��6 x½+É Bj�̧o�\�¦ ½̈�̂&h�Ü¼�Ð ���8̈�
�#� Bj�̧o�\� @/ô�Ç �ï×¼ Ãº'��\� @/ô�Ç ì�r

$3�s� &ñ
SX�
�>� s�ÀÒ#Q|9� Ãº e���̧2�¤ ï�rq�
���H ���íß�s���. �í���'� °ú̀�כ¦ {9����� Bj�̧o� ?/6 x_�
����â
�Ér ìøÍ×¼r� ½̈�̂&h���� ÂÒì�r\�"f s�ÀÒ#Q4R�� ¢-a���y� s�ÀÒ#Q|9� Ãº e���� (strong update).
�:rì�r$3�l�\�"f��H¿º��t��â
Äº_��í&h� ú́�ÆÒl���e����HX<
�����H���Ãº\�]X���H½+ÉM:�í&h��̀¦ ú́�

ÆÒ��H �,�õ	כ !sq_� �9�×¼\� ]X���H½+É M: �í&h��̀¦ ú́�ÆÒ��H �.���s	כ Û¼×þ� ¢̧��H �n?\�"f ���íß��̀¦ 2[
���H
&h��̀¦ ]jü@
��¦��H q�5pw
�>� &ñ
_�÷&%3���.
�í&h� ú́�ÆÒl� ���íß��Ér ÕªaË> 1\� e����: ���Ãº �í&h� ú́�ÆÒl�(Focusx)ü< �9�×¼ �í&h� ú́�ÆÒ

l�(Focusx.f ). ¿º ���íß� �̧¿º �í&h� @/�©��̀¦ �Ð�¦ [j ��t� �â
Äº�Ð ��*'��H X<, �í&h� @/�©�s� �í���
'�s���� �í&h�s� s�p� ú́�ÆÒ#Q��� �,¦��s	כ �í&h� @/�©�s� !sq��� �â
Äº !sq�̀¦ 1lqwn�r�v�>� ÷&�¦, �í&h�
@/�©�s� ���¹���Ì�o�̂כ �â
Äº ¦�\¹���Ì�o�̂כ ô�Ç ��� Û�¦#Q"f �â
Äº\�¦ ½̈�̂�or������. ¹���Ì�o�̂כ ?p\�¦ Û�¦
M:��H [j ��t� �â
Äº�� Òqtl���HX<, 'Í	 ���P: �â
Äº��H ��¹���Ì�o�̂כ !sq \O�s� ���Ð Ø�¦½̈��� �â
Äº �í���
'� p�Ð u�8̈�
��¦, ¿º���P: �â
Äº��H �_¹���Ì�o�̂כ {9�½̈ !sq�̀¦ ��?/��H X< Ø�¦½̈�� 'Í	 ���P: �9�×¼Aá¤

2ë�HZO�l�ìøÍ �̧�ª�ì�r$3�_� Ãºd���̀¦ yn=o���� ?0��H “α → nil | 〈α, α〉” ë�HZO�_� α�� _�p�
���H Ì�o�̂s��¦, ?l�Ér “β(n) →
n | 〈β(n), α〉 | 〈α, β(n)〉” ë�HZO�_� β(l)s� _�p�
���H Ì�o�̂s���.
���¹כ3 Bj�̧o�_� Û¼×þ�, �n?�Ér z�́]j _�p�½̈�̧_� Û¼×þ�, �n?õ� &ñ
SX�y� {9�u�
�t� ·ú§��H��.
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FocusxM = M 6= >s���� S {focusx m |m ∈ M } , Õª ü@_� �â
Äº, >
focusx (s, h) =8
<
:
{(s, h)} , s(x) = p��� �â
Äº
{(s[l/x], h[c/l])} , Dh�Ðî�r ÅÒ�è l, s(x) = c��� �â
ÄºS {focusx (s[p′/x], h ∪ h′) | (p′, h′) ∈ unfold ?p} , s(x) = ?p��� �â
Äº

unfold ?p = {(p, ∅), (l, {l 7→ 〈?p, ?0〉}), (l, {l 7→ 〈?0, ?p〉})} , Dh�Ðî�r ÅÒ�è l

Focusx.1M =M ′ 6=>s� 9, ∀m∈M ′.focusx.1 ms� &ñ
_�÷&��� (#�l�"fM ′ = FocusxM)S {focusx.1 m |m ∈ M ′ } ,Õª ü@_� �â
Äº, >
(Focusx.2M�̧ Ä»��
�>� &ñ
_�)

focusx.1 (s, h) =8
>><
>>:

{(s, h)} s(x) = l, h(l) = 〈p, o〉��� �â
Äº
{(s, h[〈l′, o〉 /l, c/l′])} ,Dh�Ðî�r ÅÒ�è l′ s(x) = l, h(l) = 〈c, o〉��� �â
ÄºS {focusx.1 (s, h[〈p′, o〉] ∪ h′) | (p′, h′) ∈ unfold ?p} s(x) = l, h(l) = 〈?p, o〉��� �â
Äº
&ñ
_� îß�H�d, Õªü@_� �â
Äº

[½��Ð� 1] �Ô+8� �ÒMכ¢�� a:@»ÿ� (focus operators).

\� e����H �â
Äº, ��t�}�� �â
Äº��H Ø�¦½̈�� ¿º ���P: �9�×¼Aá¤\� e����H �â
Äºs���. �_¹���Ì�o�̂כ ½̈�̂�o
��H Û�¦l� ���íß�(unfold)�̀¦ :�xK� Ãº'���)a��.
\V\�¦ ¶ú�(R�Ð��� ��6£§õ� °ú ��. ·ú¡"f �è>hÙþ¡~�� \V]j, 7£¤, x�� àÔo�\�¦ ��o�v��¦ e���¦, y�� àÔ

o�_� ×�æçß��̀¦ ��o�v��¦ e����H �©�S!�\�"f r����
���x��.

s = {x 7→ ∗l, y 7→ l} , h = {l 7→ 〈∗0, ∗0〉}
x\� @/K� ���íß��̀¦ 
�l� 0AK� �í&h��̀¦ ú́�ÆÒ#Q �Ð���, x�� ¦�\¹���Ì�o�̂כ ��o�v��¦ e��Ü¼Ù¼�Ð, Û�¦#Q
"f [j��t� �©�S!�s� Òqt|����.

s = {x 7→ l, y 7→ l} , h = {l 7→ 〈∗0, ∗0〉}
s = {x 7→ l′, y 7→ l} , h = {l′ 7→ 〈∗l, ∗0〉 , l 7→ 〈∗0, ∗0〉}
s = {x 7→ l′, y 7→ l} , h = {l′ 7→ 〈∗0, ∗l〉 , l 7→ 〈∗0, ∗0〉}

'Í	���P: �â
Äº��H x, y�� 1lx{9� !sq�̀¦ ��o�v���H �â
Äº, ¿º���P: �â
Äº��H x_� 'Í	���P: �9�×¼\�¦ :�xK� /BN
Ä»
���H �â
Äº, ��t�}�� �â
Äº��H x_� ¿º���P: �9�×¼\�¦ :�xK� /BNÄ»
���H �â
Äºs���.

4.2 %u��ç¡ (Widening)

SX��©� ���íß��Ér ½̈�̂&h���� Ì�o�̂\�¦ �+ÊÜ¼�Ð>����¹כ ì�r$3�s� Áºô�Çy� =åQ��t� ·ú§6£§�̀¦ }����ï�r�� [1, 2].
]jîß�
���H ì�r$3�l�_� SX��©� ���íß��Ér ��6£§õ� °ú s� &ñ
_�½+É Ãº e����. ë�HZO�l�ìøÍ �̧�ª�ì�r$3�[4]_� �â
Äº
ü< B�Äº Ä»��
�t�ëß�, y�� ���íß�s� �Ð�� éß�í�H
��¦ ë�HZO��̀¦ &ñ
o�
���H ���íß�s� \O���.

Widen = Unify ◦ Boundk ◦ Fold ◦ Checkleak

'Í	 ���P: ���íß� Checkleak�Ér Bj�̧o� ¾ºÃº�� e����H �â
Äº ì�r$3� ���õ�\�¦ >Ü¼�Ð K� ï�r��. ¿º ���P: ���
íß� Fold��H ½̈�̂&h���� !sq[þt�̀¦ ]X�#Q"f Bj�̧o� Ì�o�̂\�¦ ÕªÒ�̈�oô�Ç��. [j ���P: ���íß� Boundk��H Õª

A��̧ K����½+É Ãº \O���H 4�¤ú̧�ô�Ç ��«Ñ½̈�̧��� �â
Äº U�·s�\�¦ ]jô�ÇK� ï�r��. ��t�}�� ���íß� Unify��H q�
5pwô�Ç �â
Äº\�¦ ½+Ë5gÅÒ#Q �â
Äº_� Ãº\�¦ ×�¦�����. SX��©� ���íß�_� ÂÒ5Åq ���íß���[þt�Ér Checkleak�̀¦ ]jü@

��¦ ÕªaË> 2\� e����.

– ¾ºÃº ����� (Checkleak): Bj�̧o� (s, h)\� @/K� ÅÒ�è ls� �̧²ú���0px
�����H ��Ér	כ #Q�"� ���Ãº
x ∈ dom(s)\� @/K� s(x)\� ls� ����������, �̧²ú���0pxô�Ç ÅÒ�è l′ ∈ dom(h)\� @/K� h(l′)\�
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Fold M = M 6= >s���� {fold m |m ∈ M } , Õª ü@_� �â
Äº, >

fold (s, h) =

8
<
:

fold (s {c/l} , h′ {c/l}), #Q�"� l ∈ dom(h)\� @/K�, h = h′ ] {l 7→ c}s��¦,
ls� ô�Ç ��� (s, h′)\� ������ 9 exit(c)�� &ñ
_��)a �â
Äº

(s, h), Õªü@_� �â
Äº

exit(o) =

8
>><
>>:

p, o = p ¢̧��H o = ?p��� �â
Äº
exit(o2), o = 〈o1, o2〉s��¦ exit(o1) = 0��� �â
Äº
exit(o1), o = 〈o1, o2〉s��¦ exit(o2) = 0��� �â
Äº
&ñ
_� îß�H�d, Õªü@_� �â
Äº

o {c/l} =

8
>><
>>:

〈o1 {c/l} , o2 {c/l}〉, o = 〈o1, o2〉��� �â
Äº
c, o = l��� �â
Äº
?p, o = ?ls��¦ exit(c) = p��� �â
Äº
o, Õª ü@_� �â
Äº

(s, h) {c/l} = ({x 7→ (s(x)) {c/l} | x ∈ dom(s)} , {l 7→ (h(l)) {c/l} | l ∈ dom(h)})

Boundk M = M 6= >s���� {boundk m |m ∈ M } , Õª ü@_� �â
Äº, >
boundk (s, h) = (s, h′) {−/l1} · · · {−/ln}

éß�, li ∈
n

l ∈ dom(h)
ŕŕŕ depth(s,h)(l) > k

o
s��¦ h = h′ ] {l1 7→c1,· · ·, ln 7→cn}

depth(s,h)(l) =���Ãº\�"f l��t�_� �â
�Ð ×�æ ���©� Âúª�Ér ��_	כ U�́s�

�â
�Ð��H ;�Ð �������)a ��_	כ ��\P�: s(x)\� ls� e��Ü¼��� x ; l, h(l)\� l′s� e��Ü¼��� l ; l′

Unify M =

¡
(M \{m1, m2}) ∪ {m1 ⊕S m2} , M 6=>s��¦, M\�m1∼R m2���m1, m2, Rs� e��Ü¼���
M Õª ü@_� �â
Äº

o ∼R o′ ⇐⇒ o = 〈o1, o2〉 ∧ o′ = 〈o′1, o′2〉 ∧ o1 ∼R o′1 ∧ o2 ∼R o′2
∨ (o 6∈ Cell ∨ o′ 6∈ Cell) ∧ (exit(o), exit(o′)) ∈ R

(s, h) ∼R (s′, h′) ⇐⇒ dom(s) = dom(s′) ∧Rs� dom(h)× dom(h′)\� @/ô�Ç {9�@/{9� �'a>�
∧ ∀x ∈ dom(s).s(x) ∼R s′(x) ∧ ∀(l, l′) ∈ R.h(l) ∼R h′(l′)

o⊕ o′ =

8
<
:
〈o1 ⊕ o′1, o2 ⊕ o′2〉 , o = 〈o1, o2〉 , o′ = 〈o′1, o′2〉��� �â
Äº
o, o, o′ ∈ Pointer��� �â
Äº
?(exit(o)), Õª ü@_� �â
Äº

(s, h)⊕R (s′, h′) = ({x 7→ s(x)⊕ s(x′) | x∈dom(s)} , {l 7→ h(l)⊕ h′(l′) | (l, l′) ∈ R})

[½��Ð� 2] %u��ç¡(widening)Ãç> a�Â6Ò a:@»ÿ���: Fold, Boundk, Unify.

ls� ��������H �â
Äºs���. Bj�̧o� (s, h)\� ¾ºÃº�� \O�����H ��Ér	כ �̧��H ÅÒ�è l ∈ dom(h)�� �̧
²ú���0px
�����H����¹����̧Bjכ.���s	כ M\�@/K�¾ºÃº��\O�����H��Ér	כ Ms� >s���m��¦, M\�
5Åqô�Ç �̧��H Bj�̧o� (s, h)�� ¾ºÃº�� \O�����H �.���s	כ

Checkleak(M) =
{

M, M\� ¾ºÃº�� \O��̀¦ M:
>, M\� ¾ºÃº�� e���̀¦ M:

– ]X�l� (Fold): ]X�l� @/�©��Ér B�Äº ô�Ç&ñ
&h���� Ì�o�̂\� @/K�"fëß� '��K������. ������̀¦ ��o�v���H
�í���'��� 
���s��¦, Ì�o�̂�� ��o�v���H �í���'�(Ø�¦½̈)�� 
��� s�
�{9� M:\�ëß� ]X���H��. �<ÊÃº
exit\�¦ :�xK�"f Ì�o�̂_� Ø�¦½̈\�¦ ¹1Ô��HX<, Ø�¦½̈�� 
��� {9� M:��H Õª �í���'�, Ø�¦½̈�� \O��̀¦ M:��H
V,��í���'�(0)\�¦ ���õ��Ð 
��¦, Ø�¦½̈�� #��Q >h{9� M:��H &ñ
_�÷&t� ·ú§��H��. ]X���H ~½ÓZO��Ér �����
�̀¦ ��o�v���H �í���'�\�¦ ��l������Ü¼�Ð u�8̈�
���H �.���s	כ u�8̈� õ�&ñ
\�"f �_¹���Ì�o�̂כ Ø�¦½̈
\� u�8̈�|̈c M: Ì�o�̂��H Q#&÷���¹כ u�8̈��)a��. 7£¤, Ì�o�̂_� ½̈�̂&h���� ½̈�̧��H Áºr�÷&�¦ »1ÏØ�¦ �í
���'�ëß� z��>��)a��. \V\�¦ [þt#Q, x��H Ø�¦½̈�� l��� ¦�\¹���Ì�o�̂כ ��o�v��¦, ÅÒ�è l\���H 'Í	���P: �9�
×¼�� 0s��¦, ¿º ���P: �9�×¼�� �í���'� l′s����, Õª !sq�Ér x_� >¹���Ì�o�̂üכ :�x½+Ë÷&#Q, ���õ�&h�Ü¼



��!l*Ö< ~¡�è¡(Ûo)o�Ãç> ûiuÂ6Ò 8K~¡P� §£¬£ ���U� – T�]8;:c · +ä��ûB��x · ��»?��Ú · 47

�Ð x��H Ø�¦½̈�� l′��� ¦�\¹���Ì�o�̂כ ��o�v�>� ÷&��H �.���s	כ
]X���H���¦ �̧��H !sqs� t���H&÷���¹כ ·ú§��H��. ë�HZO�l�ìøÍ �̧�ª�ì�r$3�\�"f��H �̧��H ]X�#Q��� !sq�Ér ë�H
ZO�Ü¼�Ð ���8̈�÷&#Q c̈|���¹כ ��0px$í
s� Z�}�������. Õª�Q��, �:r �7Hë�H\�"f ]jr�ô�Ç ]X�l���H ¹���Ì�oכ
�̂_�Ø�¦½̈�Ð]X��̀¦M:\�¦]jü@
��¦��H���Ð¹כ���÷&t���H·ú§��H��.éß�t�ÅÒ�èëß�����t��¦Õª!sq
_� �̧�ª�s� Õª@/�Ð Ì�o�̂ ?/\�"f Ä»t�÷&>� �)a��. \V\�¦ [þt#Q, x�� U�́s� 3��� o�Û¼àÔ\�¦ ��o�v�
�¦ e�����¦ 
���. s���� �â
Äº ë�HZO�l�ìøÍ �̧�ª�ì�r$3�\�"f��H ]X�l� õ�&ñ
�̀¦ :�xK� 3>h_� !sqs� ë�HZO�
Ü¼�Ð ���8̈�÷&#Q, ��t�}�� ë�HZO� ���¹כ õ�&ñ
\�"f x�� e��_�_� U�́s�_� o�Û¼àÔ\�¦ ��o�v��¦ e����
�¦ �<&÷���¹כ �)a��. Õª�Q��, �:r ]X�l� ~½ÓZO��Ér !sq[þt_� ÅÒ�èëß� ����t��¦ x�� U�́s� 3_� o�Û¼àÔ
\�¦ ��o�v��¦ e������H &ñ
�Ð�� z��>� �)a��. :£¤Z>�y� x�� U�́s��� ���Ér o�Û¼àÔ\�¦ ��o�v���H ÆÒ��
_� �â
Äº�� \O��̀¦ M:��H s�Êê\��̧ �t&÷���¹כ ·ú§��H��.

– U�·s� ]jô�Ç (Boundk): ���¹כ Bj�̧o�\�¦ ]X�#Q"f éß�í�H�o
��8���̧ ì�r$3� �̧Bj��� ���̂�� éß�í�Hô�Ç
àÔo� �̧�ª� ½̈�̧\�ëß� &h�½+Ë
�l� M:ë�H\� ���¹כ Bj�̧o�_� ß¼l��� Áºô�Çy� 7£x��
���H �â
Äº�� µ1Ï

Òqtô�Ç��. s� �â
Äº\���H #Qe©� Ãº \O�s� U�·s� ]jô�Ç�̀¦ ½+É Ãº µ1Ú\� \O���. \V\�¦ [þt#Q, áÔ�ÐÕªÏþ�s�
�9�×¼ 1, 2�� °ú �Ér !sq�̀¦ ��o�v��̧2�¤ !sq�̀¦ Òqt$í

��¦, ��r� !sq�̀¦ Òqt$í

�÷& �9�×¼ 1, 2�� Õª ���
\� Òqt$í
�)a !sq�̀¦ ��ØÔv��̧2�¤ 
�l�\�¦ ìøÍ4�¤
����, ���)� ]X�#Qt�t� ·ú§�� Áºô�Çô�Ç ÕªA�áÔ\�¦ ëß�[þt
#Q è­q Ãº e����. s���� þj���_� �â
Äº\���H U�·s�\�¦ F�"f U�·s��� �-Áº U�·�Ér �k)	כ �íõ�)�Ér =åS#Q
��� �í���'��Ð u�8̈�K� ï�r��.

– Ä»�� Bj�̧o� :�x½+Ë (Unify): Ä»�� Bj�̧o�\�¦ :�x½+Ë
�#� �â
Äº_� Ãº\�¦ ×�¦#� ï�r��. Ä»��
�����H
��Ér	כ y�� Û¼×þ�_� �̧Bj���s� °ú �¦ �n?_� ÅÒ�èçß�\� {9�@/{9�@/6£x �'a>��� e���̀¦ M:, Û¼×þ�_� @/6£x
÷&��H Ì�o�̂z�o� Ä»��
��¦, �n?_� @/6£x÷&��H Ì�o�̂z�o� Ä»��
�����H �.���s	כ ¿º Ì�o�̂�� Ä»��
�
����H �,�Ér	כ Ñüt �� !sq��� �â
Äº y�� �9�×¼[þts� z�o�z�o� Ä»��
�#��� 
��¦, �̧¿º !sqs� ����� �â
Äº
��H Ø�¦½̈�� @/6£x÷&��H ÅÒ�è�Ð °ú ���� 
���H �.���s	כ \V\�¦ [þt���, �í���'� pü< Ø�¦½̈�� q��� ���¹כ
Ì�o�̂��H p, q�� @/6£x÷&��H ÅÒ�ès���� Ä»��
���.
¿º Ä»��ô�Ç Bj�̧o�_� :�x½+Ë�Ér Ä»���<Ê�̀¦ óøÍéß�
���H ��õ	כ q�5pw
�>� :�x½+Ë�)a��. ¿º !sq�Ér y�� �9�
×¼ Z>��Ð :�x½+Ë÷&�¦, ¿º �í���'���H �í���'��Ð :�x½+Ë÷&��HX<, Õª ü@_� �â
Äº��H �̧¿º ¹���Ì�o�̂�Ðכ
:�x½+Ë�)a��. 7£¤, Ø�¦½̈ &ñ
�Ðëß� z��l��¦ �̧¿º ��H&÷���¹כ �.���s	כ \V\�¦ [þt#Q, Ä»��ô�Ç Bj�̧o�\� ô�Ç
Aá¤�Ér x�� V,� �í���'� 0\�¦ °ú��¦ e���¦, ���Ér Aá¤�Ér x�� �̧��H �9�×¼�� 0��� !sq�̀¦ °ú��¦ e�������, :�x
½+Ë÷&���"f x��H ¦�\¹���Ì�o�̂כ °ú�>� ÷&�¦, Õª Ø�¦½̈��H /BN:�x�)a Ø�¦½̈��� 0�� ÷&��H �.���s	כ ���²DG ß¼
l��� ���Ér Ì�o�̂[þt�Ér Ä»�� Bj�̧o� :�x½+Ë õ�&ñ
�̀¦ :�xK� e��_�_� ß¼l�\�¦ ��t���H ��¹���Ì�o�̂כ ÷&

��H �.���s	כ

4.3 (Ûo)o� ÷=w.>	

ì�r$3� �'p��� ¢̧ô�Ç ë�HZO�l�ìøÍ �̧�ª�ì�r$3�_� ��õ[4]	כ Ä»��
�>� ÕªaË> 3\� &ñ
_�÷&%3���. Bj�̧o�\� @/
ô�Ç ���íß��̀¦ Ãº'��½+É M: K�{©� ���Ãº ¢̧��H K�{©� �9�×¼\� @/K� �í&h��̀¦ ú́�ð�r Êê Ãº'��ô�Ç��. �í&h�s� ú́�
ÆÒ#Q��� ÂÒì�r�Ér �½Ó�©� �í���'� °ú̀�כ¦ ��t�>� �)a����H �¦̀�	כ l�%3�
�l� ��êøÍ��. Bj�̧o�\�¦ ìøÍ8̈�
���H
free "î
§î
ë�H\� @/K�"f��H �ª�Aá¤ �9�×¼ �̧¿º\� @/K� �í&h��̀¦ ú́�ð�r Êê Ãº'��ô�Ç��. s�Ä»��H free "î

§î
ë�H�Ér !sqs� �èY>�÷&��H �Ü¼�Ð	כ éß�t� Õª ���Ãº\� @/K�"fëß� Bj�̧o� "î
§î
�̀¦ Ãº'��
���H ��s	כ ��m�

�� �9�×¼\� e����H �í���'�[þt�̧ 1lxìøÍ �èY>�÷&��H ��s�l	כ M:ë�Hs���. %i�r� ìøÍ4�¤ë�H��� while ë�H\�"f
��H SX��©����íß��̀¦ Ãº'��
�#� Áºô�Çy� ìøÍ4�¤
�t� ·ú§�̧2�¤ ô�Ç��.
�̧|	�ë�Hs��� ìøÍ4�¤ë�H_� �̧|	�>�íß�d��\� @/K�"f��H ��0pxô�Ç �â
Äº\�¦ ×�¦#�"f Ãº'��ô�Ç�� (context

pruning). s� M:�̧ %i�r� �̧|	� @/�©�s� ÷&��H ���Ãº\� @/K� �í&h��̀¦ ú́�ð�r Êê �̧|	��̀¦ ëß�7á¤
���Ht�
�����
���.�í&h��̀¦ ú́�ÆÒ�¦�����@/�©�s� �̧¿º �í���'���÷&l�M:ë�H\� �̧|	�ëß�7á¤�̀¦�����
�l�6 x
s�
���. =åS#Q��� �í���'�(−)��H #Q�"� �õ��̧	כ °ú �̀¦ Ãº�̧ e���¦ ��\�¦ Ãº�̧ e����. Õª ü@_� �â
Äº��H
°ú �¦��2£§s�z�́]j_�p�½̈�̧ü<{9�u�ô�Ç��.7£¤,¹כ��� �̧Bj���\�"f_�°ú �ÉrÅÒ�è��Hz�́]j_�p�½̈�̧
\�"f�̧°ú �ÉrÅÒ�ès��¦,"f�Ð���ÉrÅÒ�è��Hz�́]j_�p�½̈�̧\�"f�̧ "f�Ð���ÉrÅÒ�è\�¦_�p�ô�Ç��.
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B : Expr → AbstractDomain → AbstractDomain

B[[e]]M0 = Mn 6= >��� �â
Äº B[[e]]Mn

#�l�"f, {x1, · · · , xn} = V (e)s��¦ Mi = FocusxiMi−1 for 1 ≤ i ≤ n
V (x==0) = {x} , V (x==y) = {x, y} , V (!e) = V (e)

B[[e]]M = > (Õª ü@_� �â
Äº)

B[[x==0]]M = {(s, h) ∈ M | s(x) = 0 ∨ s(x) = −}
B[[!(x==0)]]M = {(s, h) ∈ M | s(x) 6= 0}
B[[x==y]]M = {(s, h) ∈ M | s(x) = s(y) ∨ s(x) = − ∨ s(y) = −}
B[[!(x==y)]]M = {(s, h) ∈ M | s(x) 6= s(y) ∨ s(x) = − ∨ s(y) = −}
B[[!!e]]M = B[[e]]M

S : Statement → AbstractDomain → AbstractDomain

S[[t]]M0 = t�� x=y, x=0, x=y.f, x.f=y, x=new\� ô�ÇK�
Mn 6= >��� �â
Äº S {S[[t]]m |m ∈ Mn }
#�l�"f, {a1, · · · , an} = E(e)s��¦ Mi = FocusaiMi−1 for 1 ≤ i ≤ n
E(x=0) = E(x=new) = {x} , Õªü@_� �â
Äº, E(a=a′) = {a, a′}

S[[if e t1 t2]]M = S[[t1]](B[[e]]M) t S[[t2]](B[[!e]]M)
S[[t1;t2]]M = S[[t2]](S[[t1]]M)
S[[while e t]]M = B[[!e]](fix λM ′.Widen(M t S[[t]](B[[e]]M ′)))
S[[t]]M = > (Õª ü@_� �â
Äº)

S[[x=y]](s, h) = (s[s(y)/x], h)
S[[x=0]](s, h) = (s[0/x], h)
S[[x=y.i]](s, h) = (s[pi/x], h) where h(s(y)) = 〈p1, p2〉
S[[x.1=y]](s, h) = (s, h[〈s(y), o〉 /s(x)]) where h(s(y)) = 〈p, o〉
S[[x.2=y]](s, h) = (s, h[〈o, s(y)〉 /s(x)]) where h(s(y)) = 〈o, p〉
S[[x=new]](s, h) = (s[〈−,−〉 /x], h)
S[[free x]](s, h) = (s[−/x], h′) where h = h′ ] {s(x) 7→ 〈p1, p2〉}

[½��Ð� 3] (Ûo)o�M�.

5 ¦�g̀@ D�� (Ûo)o� ��7L

ì�r$3�l�_� áÔ�Ð�Ð��{9�(prototype)�Ér ½̈�&³s� ÷&%3���. Objective Caml ���#Q[5]�Ð ½̈�&³÷&%3��¦,
{9�§4�Ü¼�Ð ~ÃÎ��H ���#Q��H C\�¦ éß�í�H�oô�Ç Ä»��ô�Ç ×�æçß� ���#Qs���. �¾ÓÊê C áÔ�ÐÕªÏþ��̀¦ f��]X� {9�§4�
~ÃÎ�̀¦ Ãº e����H ì�r$3�l��Ð SX��©� ½̈�&³½+É \V&ñ
s���. ½̈�̧�̂_� �9�×¼ Ãº�� #��Q >h��� �â
Äº�Ð SX��©�

�%i��¦, Û¼×þ� !sq_� ÅÒ�è�̧ ��6 x½+É Ãº e���̧2�¤ SX��©�
�%i���. C áÔ�ÐÕªÏþ�_� Bj�̧o� ���íß�[þt ×�æ
�&³F� t�"é¶
�t� ·ú§��H l�0px�Ér, Bj�̧o� �9�×¼_� ÅÒ�è\�¦ ��6 x
���H �â
Äº, C�\P��̀¦ ��6 x
���H �â
Äº,
/BN6 x�̂(union)�̀¦ ��6 x
���H �â
Äº, �í���'� &ñ
Ãº ���íß�(pointer arithmetic)�̀¦ ��6 x
���H �â
Äº 1px
s���.
áÔ�Ðr�$�  ñØ�¦(procedure call)\� @/K�"f��H t�%i� >�íß�(local reasoning)_� "é¶o�[7]\�¦ ����
½̈�&³÷&%3���.l��:r&h�Ü¼�Ð��Hë�HÐ�oé�Hy�� (context-insensitive)ì�r$3��̀¦Ãº'��ô�Ç��.Õª�Q��, ñØ�¦{©�
r�_� �̧��H Bj�̧o�\�¦ �̧¿º �̧�� ì�r$3�
�t���H ·ú§��H��.  ñØ�¦�)a áÔ�Ðr�$��� ��6 x½+É Bj�̧o� ÂÒì�r
ëß� Y�J��?/"f �̧�� áÔ�Ðr�$�\�¦ ì�r$3�
��¦ ���õ�ü< �� Qt� Bj�̧o�\�¦ ���½+Ë
�#�  ñØ�¦ Êê\�¦ ì�r$3�

ô�Ç��. s� M:  ñØ�¦�)a áÔ�Ðr�$��� ��6 x½+É Bj�̧o���H, ���%i� ���Ãº\�"f �̧²ú� ��0pxô�Ç Bj�̧o�ü< ���
��\�¦ :�xK� ���²ú�÷&��H °úכ\�"f �̧²ú� ��0pxô�Ç Bj�̧o�\�¦ ú́�ô�Ç��. s� ì�ro� õ�&ñ
\�"f ì�ro��� ¾ú��FK
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�>� %�o�÷&t� ·ú§��H �â
Äº, 7£¤, áÔ�Ðr�$�\� ���²ú�½+É Bj�̧o�_� ×�æçß� ÂÒì�r�̀¦ ���²ú�÷&t� ·ú§��H Bj
�̧o��� ��o�v��¦ e����H �â
Äº��H &ñ
SX�
�>� ì�r$3�
�t� 3lwô�Ç��.
n���s�Û¼ ×¼��s�!Q �èÛ¼ �ï×¼ ×�æ �9�wn�Û¼ R/Û Ö�r\� @/ô�Ç ×¼��s�!Q �èÛ¼ �ï×¼\� @/K� ì�r$3�

K� �:r ���õ�\�¦ ��YV�Ð ¶ú�(R �Ðl��Ð ô�Ç��. K�{©� ×¼��s�!Q �èÛ¼_� pwc handle frames�����H áÔ
�Ðr�$���H pdev ��{9�_� ½̈�̧�̂\�¦ ���²ú� ~ÃÎ��H��. s� ½̈�̧�̂\���H W1 >h_� o�Û¼àÔ ½̈�̧�̂ �í���
'���{9�_��9�×¼��e����: full frame, read frame, empty frames, empty frames tail. Bj���
�<ÊÃº\�¦ ���$í
K�"f pwc handle frame�̀¦  ñØ�¦
��̧2�¤ 
�%i���HX< s� M: W1 >h_� �9�×¼\�¦ 1lqwn�&h�
��� U�́s� 0s��©�_� o�Û¼àÔ\�¦ ��o�v��̧2�¤ �íl��o
�%i���. ì�r$3� ���õ� V,��í���'� ]X���H �̧ÀÓ�� µ1Ï
Òqt
�%i���. ë�H]j_� �èÛ¼��H ��6£§õ� °ú ��.

1: if (pdev->empty_frames == NULL) {
2: pdev->empty_frames = pdev->read_frame;
3: pdev->empty_frames_tail = pdev->empty_frames;
4: }
5: else {
6: pdev->empty_frames_tail->next = pdev->read_frame;
7: pdev->empty_frames_tail = pdev->read_frame;
8: }

ì�r$3�K� �Ð���, empty frames�� V,�s� ��m����¦ K�"f empty frames tail�� V,�s� ����� ��Ér	כ
��m�Ù¼�Ð, 6��� ×�¦\�"f �̧ÀÓ�� µ1ÏÒqt
�%i���. ¿º ���P: ì�r$3�\�"f��H empty frames tail�̀¦ U�́s�
1s��©�_� o�Û¼àÔ�Ð �íl��o
�%i���. ���õ���H 6��� ×�¦\�"f Bj�̧o� ¾ºÃº�� µ1ÏÒqt½+É Ãº e�����¦ �Ð�¦

�%i���. s�Ä»��H empty frames tail->next�� ��o�v��¦ e����H !sq [þts� �̧²ú� Ô�¦��0pxK� |9� Ãº
e��l� M:ë�Hs���. �èÛ¼ �ï×¼_� �íl��o �ï×¼\�¦ �Ð�¦ ��6£§õ� °ú s� ]j@/�Ð �íl��o K� ÅÒ%3���. ¿º
�â
Äº�� e����HX< empty frames, empty frames tail ¿º �9�×¼�� �̧¿º V,���� �â
Äº, ¢̧ 
�����H ��
6£§õ� °ú �Ér �â
Äºs���.

l 7→ 〈?l′〉 , l′ 7→ 〈0〉
#�l�"f l�Ér empty frames_� ÅÒ�ès��¦, l′�Ér empty frames tail_� ÅÒ�ès���. 7£¤, l�Ér o�Û¼àÔ
\�¦ ��o�v���H X< Õª =åQ !sq�̀¦ l′s� ��o���� ����H �.���s	כ ]j@/�Ð �íl��oô�Ç �â
Äº Bj�̧o� �̧ÀÓ x9�
¾ºÃº�� \O����¦ ���7£xK� ÅÒ%3���.

6 ��Ø³Ö a:@¦�Üï<K

�¾ÓÊê ���½̈õ�]j�Ð��H z�́]j ��6 x÷&��H �èÛ¼ �ï×¼\� @/K� ì�r$3��̀¦ &h�6 x
�#� ì�r$3�l��� z�́6 x&h�e��

�̀¦ {9�7£x½+É ��¹כ��9 e����. �&³F� ½̈�&³�)a áÔ�Ð�Ð��{9��Ér ]j���s� e��t�ëß� ú́§�Ér l�0px\� @/K� SX��©�
÷&#Q e��#Q {9�ìøÍ&h���� C áÔ�ÐÕªÏþ�\� @/K� ì�r$3�½+É ï�rq��� ÷&%3���. C ���éß�ÂÒü< ×�æçß� ���#Q�Ð_�
���8̈�l�\�¦ ½̈�&³
�#� z�́]j C áÔ�ÐÕªÏþ��̀¦ ì�r$3�½+É Ãº e����H ì�r$3�l�\�¦ ½̈�&³
��¦, z�́]j $í
0pxõ� &ñ

SX��̧\�¦ �����
���H {9�s� 
¹כ��9���. Õª s�Êê\� ì�r$3� [O�>�_� �â
×�æ�̀¦ �̧&ñ
½+É ��¹כ��9 e����.
�¾ÓÊê s��:r&h�Ü¼�Ð K����½+É õ�]j��H �ª�~½Ó�¾Ó o�Û¼àÔ(doubly-linked list) 1px z�́]j ��6 x÷&��H �̧

�FK �8 4�¤ú̧�ô�Ç ��«Ñ ½̈�̧\� @/ô�Ç ì�r$3� SX��©�õ� áÔ�Ðr�$�  ñØ�¦ ÂÒì�r_� >h���s���. àÔo� �̧�ª�_�
��«Ñ ½̈�̧ü@\� ��ÅÒ ��6 x
���H �ª�~½Ó�¾Ó o�Û¼àÔ��t���H ì�r$3�½+É Ãº e����H ��s	כ z�́6 x&h���� Bj�̧o�

¾ºÃº �ÃÐt�l�\�¦ 0AK� ¹ô�Çכ��9 {9�s���. áÔ�Ðr�$�  ñØ�¦ ÂÒì�r\���H ������Ð ���²ú�÷&��H Bj�̧o�ü< z��
��HBj�̧o�çß�\�çß�[O�s�e����H�â
Äº&ñ
SX��̧��b��#Qt���H¹כ���s�e����HX<s�\�¦>h���
���H{9�s��9�


¹כ���.



50 · É�}¹½�7��?�a�@#e$ã<'Ö<U� <K20-!H <K2�Ú (2006. 11)

���z�'Ö<gY@

[1] P. Cousot and R. Cousot. Abstract interpretation: A unified lattice model for static
analysis of programs by construction or approximation of fixpoints. In Proceedings of
the ACM Symposium on Principles of Programming Languages, pages 238–252, January
1977.

[2] P. Cousot and R. Cousot. Abstract interpretation frameworks. Journal of Logic and
Computation, 2(4):511–547, 1992.

[3] D. Distefano, P. O’Hearn, and H. Yang. A local shape analysis based on separation
logic. In International Conference on Tools and Algorithms for the Construction and
Analysis of Systems, volume 3920 of Lecture Notes in Computer Science, pages 287–302,
April 2006.

[4] O. Lee, H. Yang, and K. Yi. Automatic verification of pointer programs using grammar-
based shape analysis. In Proceedings of the European Symposium on Programming,
volume 3444 of Lecture Notes in Computer Science, pages 124–140, April 2005.

[5] X. Leroy, D. Doligez, J. Garrigue, D. Rémy, and J. Vouillon. The Objective Caml
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