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correctness ,
(buffer overrun) (inference rules)
” ?
(checker)
(code consumer)
Secure Linking
(code provider) ,
Secure Linking
.NET
. .NET
Secure Linking , higher- .NET
order logic Proof-Carrying
Authentication(PCA) [2]
. Secure Linking 2.

2.1



(Abstract Data

Type) (information hiding)
COM
(object) |
| SML/NJ
Compiler Manager(CM)
. CM

(group)

Bauer Appel, Felten CM

[4].
Reid C
(units) [14].
2.2

. Necula Proof-

Carrying Code[11]
, Devanbu

[7]

(coprocessor) )

13

2.3 .NET
.NET

[13].
.NET Common Language Runtime
(CLR)
.NET
(assembly)
(configuration management)

2.4 Proof—Carrying Authentication

Secure Linking
Felten PCA [2]
. Proof-Carrying Authentication

Appel

(PCA)
[11]

Necula proof-carrying
(authentication framework)

. PCA

2

, PCA higher-order logic

(formal logic)
[1], Taos
. Taos [15]
propositional calculus
, soundness
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decidable subset

(decidable logic)

, soundness
PCA (predicate logic)
quantification
. PCA
PCA

PCA

PCA .
PCA higher-
order
PCA

Necula proof-carrying code

. PCA
Bauer Schneider, Felten
[5].
3.
Secure Linking
. Alice (principal)
compiler
. Alice
. Alice
compiler Bob
Bob
Bob
, Alice
Alice
Bob
Bob
Alice .

3 : Bob
( )

Bob

, Bob

3.1 (Properties)

. Secure Linking



Bob

prp_type_checked
Alice
compiler Bob
prp_ type_checked

3.2

, Secure Linking

(software audit)

(property
authorities) ,

15

Charlie
prp_type_checked

Bob Charlie
prp_type_checked

, Alice Charlie
compiler prp_type_checked
3.3 (Key Authorities)
(
) (public
key)
(principal)
Bob
. Charlie
, Bob
Charlie
Charlie

, Charlie
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3.4 (Property Server) compiler
Bob

Emily Charlie prp_ typed_checked
Alice

, 3.5 (Library)
. Secure
Linking
(property server)
Secure Linking
< 1> Bob
( , Emily)
, Alice  Emily
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3.6

Secure Linking

XML

, Secure Linking

< 2>

17

(parser)

[e]

<componentDsc>

<name> compiler <name>
<modules>
<item hash
<item hash
</modules>
<exports>
<type>
<item> class compiler</item>

<item> interface regAlloc</item>

</type>

<property> <item> prp_type safety </item>
</property> </exports>

<imports>

<component>

<name> hashTable </name>

<required>

<type> <item> class hashtable </item> </type>
<property>

<item> prp_type_safety </item>

<item> prp_efficient_search </item>

</property> </required> </component> </imports>
</componentDsc>

"194CA77319"> compiler.class </item>
"EF41900142"> regAlloc.class </item>

2. Component Description

Secure Linking
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Secure Linking

, Secure Linking
5. (Linking Logic)

Secure Linking
PCA [2]
higher-order
(semantics)
PCA

5.1 Soundness

(goal)
. Secure Linking

soundness (
)1
soundness
PCA
soundness
[2]. PCA
higher-order
higher-
order

higher-order

soundness PCA soundness
soundness
PCA
PCA higher-order
PCA
higher-order soundness
soundness
52
< 3> Secure



Linking Theorem

. Secure
Linking Theorem
to_link

predicate ok _
semantics

signed_component_dsc(m,dsc,prgset)
provides enough prps(dsc,lib,libdsc)
exports_required prps(prgset,dsc)

ok to_link(m,dsc,lib,libdsc,prgset)

3. Secure Linking Theorem

predicate signed_
component_dsc

predicate provides_
enough_prps

predicate exports_required_prps
3
sub-goals predicate ok _

to_link , Secure Linking Theorem

19

5.3

. Secure Linking
Twelf [12]
. Twelf
LF[8] ,

(term)
LF

LF

Curry-Howard isomorphism

Secure Linking
Twelf

, (LF

6. Tactical Prover

Secure Linking

tactical prover . Prover

Twelf [12]
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: 7. : .NET Framework
TCB
(trusted computing base) 71
.NET
(theorem)
. Prover
(derivation)
Secure Linking '
.NET
Secure Linking
prover 30 tactical) 58 tacti
2 L
c2) . Secure Linking < 4>
prover soundness ,
prover '
.NET
Appel Felty dependently typed 3
(theorem ’ 1
prover) '
[31. :
dependently typed <configuration>
prover , prover <runtime>
<assemblyBinding
xmlns="run:schemas-microsoft-com:asm.v1">
Secure Linking prover Twelf <dependentAssembly>

<assemblyldentity name="hashTable"/>
<bindingRedirect

[3] prover soundness oldversion = "1.0.0.0 - 1.9.9.0"
newVersion = "2.0.0.0"/>

dependently typed ,

</dependentAssembly>
</assemblyBinding>
</runtime>
</configuration>

4. .NET version configuration

1) tactical tactic ( )
( ) primitive
2) tactic (goal) (sub-goals) primitive



binding redirection , < 4>
<bindingRedirect>

binding redirection

3 ’

Secure Linking
binding redirection

predicate
predicate
, predicate
redirection
.NET binding redirection
< 5>
.NET

(ver_match_simple), binding
redirection (ver_

match_policy). binding redirection

3)

(machine_redir),
(publisher_redir),
(app_redir)

3) binding redirection

21

ver_policy_effective(vrg.mch, vrg.org)
version_match_policy(vrg.mch,v)

[machine_redir]
vrg(v)

-ver_policy_effective(vrg.mch, vrg.org)
ver_policy_effective(vrg.pub, vrg.org)
version_match_policy(vrg.pub,v)

[publisher_redir]
vrg(v)

-ver_policy_effective(vrg.mch, vrg.org)
-ver_policy_effective(vrg.pub, vrg.org)
ver_policy_effective(vrg.app, vrg.org)
version_match_policy(vrg.app,v)

[app_redir]
vrg(v)
-ver_policy_effective(vrg.mch, vrg.org)
-ver_policy_effective(vrg.pub, vrg.org)
-ver_policy_effective(vrg.app, vrg.org)
version_match_simple(vrg.org,v)

[no_redir]

vrg(v)

5. binding redirection

7.2

.NET
strong name
[10]. strong name

, : (

)1
assembly manifest

NET
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assembly manifest

name

.NET

4

6>

19 1 (2005. 8)

.NET  strong

, .NET
assembly manifest

strong name

4)

manifest

N.asm_name(asm,N)
V.asm_version(asm,V)
C.asm_culture(asm,C)
P.asm_pubkey(asm,P)
H.asm_hash code(asm,H)
valid_hash_code(asm,H)

strong_named_asm(asm)

6.

, Secure Linking
. Secure Linking

Secure Linking

PCA
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