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2.2

Ponder[3,4],
PDLI[5], LaSCOI6], PPL[7,8]
Ponder:
. Ponder
subject :
. Subject
target
: . Subject
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PDL(Policy Description Language): Bell-Lab

. PDL

PDL

LaSCO(Language for Security Constraints on
Object):

. LaSCO

LasCO
PPL(Path-based Policy Language):

PPL
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Unified Modeling Language(UML)[7]

(Class
1 Diagram)
(State Diagram)
3.1L
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Object
. Object
security_level name

Object

security_level :int
name : String

setlevel(level : Integer):void
getLevel() : Integer
setName(name : String):void
getName() : String

( 2) Object
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Directory
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File System File
User File
editing
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write(), delete()
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OCL(Object Constraints Language)

3.2.1

“objectName : className”

(instance)

UML
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, "a = $dd"
AND OR
from to from
to
Default,
Obligation, Constraint
Default
. Obligation
Constraint
3.2.2.
(pre-condition)
EBNF[8] 5

ConmpositePalicy ::= CompositePalicy ( logicalOperator CompositePal icy)?
I"{" CompositePolicy "} | Policy

Policy ::="["" "on" (Event |SeqOperation |"any" ) T" “[* Conditions "" )?
PolicyType SeqOperation (“[* Constraints " )?

PolicyType::="@" | "#" | "I" | ">>"

Event ::= string

SeqOperation ::= Operation (" " SeqOperation )?

Conditions ::= oclExpression

Constratins ::= oclExpression

( 5) EBNF[8]

Event

Event action
Implicit Event

. action

action , from, to

. Condition /
: (predicate),
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Boolean, Integer, Real, String
Set, Bag, Sequence, Collection
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Constraints  action
action

condition
. condition
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, . File
f User

editing
{u.security_level >= f.security_level}editing

Tt s )
read()
write()
delete() -<authorization>
editing —
read()
write()
delete()

[ on any ] [u.security_level >= f.security_level] @editing
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XML
XML
ea (Usehy S et

- e
<Instance> a
* * </Object>
</Policy>

[on a.login()]#a.log()

( 7 XML

<PreCondition>
<PolicyAction>

<Constraint>

7
XML
XML XML
OCL
8
XML OCL
XML
<Policy>
<Object> </Object>
<Event> </Event>

</PreCondition>
</PolicyAction>
</Constraint>

</Policy>
( 8) XML
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OCL OCL
XML XML . Syntactic
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OCL (PolicyEntry)
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. GetValue()
any GetValue()

GetValue()
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( 11)

XML
ObjectType, Event, Operator, LeftOperand,
RightOperand, PolicyAction

ObjectType
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Linux IP-tables

IP-tables

IP
“iptables -A INPUT -s
155.230.159.27 -j REJECT"

ObjectType="User’
ObjectType="Firewall"

Event = “any”

RightOperand = *"

icyAction = * Firewall.reject(155.230.159.27)
\—‘ Firewall fw =new Firewall -
Policy Table

== any” > CheckCondition() |

”

If(LeftpOperand == null && RightOperand == null) ‘

return TURE;
l——l—l If(CheckCondtion()== true) ‘

DoPolicyAction( fw.reject(155.230.159.27) )
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