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|.$thls->rule_oxistl( Srosourco_dotnltvid'l. Srole_dery
if ( g$access mm false ) ¢ g

// Remove the rule
2

as there is currently no need ¢
: 2 Yuor SY $details['accou'] = ls.ccn{:. P
' \ o $this->_sql->delete( ‘acl_rules', sdetails )y
SOFTWARERCH — son w0
ViR // Update the rule with the new 2CCoNS v . .
$this->_sql->update( 'acl_rules', arrayl ‘sccess’ =

1 |
NO ow foreachl sthisesrules as thovestrila

}
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O The ability of the system to operate without catastrophic failure.
X Software Engineering 10" edition, Sommerville, 2016

O Safety-critical (2HH &=, A0, SN S 4Al) H 2

O A term gpplied to a condition, process or item of whose proper
recognition, confrol performance, or folerance is essential to safe
operation or use; e.g., safety, critical function,, safety critical path ..

X Air Force System Safety Handbook, 2000
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O The abillity of the system 1o protect itself against accidental or
deliberate infrusion.

X Software Engineering 10™ edition, Sommerville, 2016.
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O Automatic Exploit
O Patch-based Exploit
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O] I EQHE R : Secure Software
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O Dependable (7| A1 2[d)
O Trustworthy (£t A 2[d)
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O Build Security in ZES S35t
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O High-Assurance Software
O Correctness (7| H2H4d)
O Security (£2Hd)
O Safety (2t A)
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O High Confidence Software and Systems
O O] NTRND

O "... complex and networked, distributed computing systems and CPS... life-, safety-,
and mission-critical applications.”
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LV U $this-sryle exists( gres
; J ource
1f ( saccess == false
// Remove the rule as there i1s curre
$deta ls['access'] = 1$access;

$this->_sql->delete( ‘acl_rules', o4
} else {

// Update the rule with the new acce
$this->_sql->update( 'acl_rules', ar

detailsl*

}

foreachl sthisesrules as thoventrula ) £
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. You can't frust code that you did
not totally create yourself. No
amount of source-level verification
or scrutiny will protect you from

 Using unfrusted code.

Ken Thompson
/ Reflections on Trusting Trust
‘ CACM 1984
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40% 2| YH|C|E AZ E Q0|+ 3rd-party libraryE AHE
2015 VDC Report: Software Quality and Security Chollenges from Rapid Rise of Third-Party Code
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#include <stdio.h>
iINt main (void)

{

printf( “hello world!

O10101T0101011111010

1010101010101010001

111010010
1011010001

100100011111

0107100100101

1010
0100010
0110100
0010111

1110101010000001010

101100000100000101 1




-SIE9)104: Intel x86/x64, ARM, MIPS 5

2 M| X|: Windows, VxWorks, Linux S
-AlSHntol 3BH: PE 32/64, COFF, ELF S
b EQL: A, 2foj B2z

ZZ2 2| AHO{: C/C++, Ada, Java S
-AIAUZ: MS C/C++ ALAUZ], GCC &

2|%3} K2




O Manual approach
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OHPMFAH 72 &4 HO|H A5 dd 7=
OAP| H%
ObeSTORM, peach, AxMan, COMRaider, Haomachi, MangleMe

OMachine learning 7| 81t 28 =AM - 222 X153t BHMESE =4
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ode X =3
OAIl, Model traversing, Fault propagation
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O Exploit Ats &= 7|=
OF|fE= A E, MotHE 2l =S| A exploits Ats2 2 d-d
O APEG(Automatic Patch-based Exploit Generation)
O Proof of Vulnerability, Shell& M3A|7|X| LS
O AEG(Automatic Exploit Generation)
OSymbolic Execution, Fuzzing -> 2 E F{H 2| X| 2t}
OALZ ClHZ > #{oFH AlY
OExploit &4 -> Exploit A& £&
O Buffer Overflow, Format String Bug



OHIO|LE| - S0 FHzt

OProgram abstraction §E 74 M3}
(Er R, Atz 2=, 2HA)

OAATE HEH EM7| 0| A

Static Analysis
Symbolic Execution
OHPO|H 2| 24 XS 2} : SMT solver

Automatic Exploit Generation
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Question?




