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OWASP (www.owasp.org)

m The Open Web Application Security Project
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» Free & Open

» Governed by rough consensus & running code
» Abide by a code of ethics

» Not-for-profit

» Not driven by commercial interests

» Risk based approach
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OWASP Top Ten (2013 Edition)
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m OWASP Secure Coding Practices — Quick Reference
Guide
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How to do it

What to do

| Guiding Principles |
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B A|Lt2| 2 #2: SDLC(Secure Development Lifecycle) X| &

| What to do |

| How you should do it | | Whatyou did | | Did it work |
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We can build

How do | anything

make it work

Contract
Best ¥
Software
Ever

Programmer Salesman Customer

OWASP 0 2

2013-06-27

11



QHMTH 7 =B YA
OLFISH AT E0f JjY T JH0|S = A|FO| AL FAIHSE
OFLTX|aF OWASP = &8 E 0 TigFet me e} ol

m Implement a secure software development lifecycle
» OWASP CLASP Project

m Establish secure coding standards
» OWASP Development Guide Project

m Build a re-usable object library
» OWASP Enterprise Security API (ESAPI) Project

m Verify the effectiveness of security controls
» OWASP Application Security Verification Standard (ASVS) Project)

m Establish secure outsourced development practices including definin
security requirements and verification methodologies in both the RFP and
contract

» OWASP Legal Project
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