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Fortify

e HP :http://www.hpenterprisesecurity.com

AppScan

® |BM :http://www-03.ibm.com/software/products/us/en/
appscan/

Coverity

® Coverity : http://www.coverity.com
CODESONAR

® GrammaTech : http://www.grammatech.com/codesonar
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Fortify

® HP Fortify Software Security Center
e 20034 California =0|AM H&, 20103 HPO|AM 2l
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e ASPNET, C, C++, C#, other .NET, COBOL, Java,
JavaScript/AJAX, JSP, PHP, PL/SQL, Python, T-
SQL, XML, ...
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AppScan

IBM Security AppScan Enterprise

19983 O| A2t Sanctum Led. Of|A] 7HE

2004'3 WatchfireE 2l

20073 IBMRE QI Rational XN|Z =0l =gt

2009'3 Ounce Labs 21~

2011-2013 Andromeda (Patrick Cousot & &01) =+
K| ACH& 2101

e C,C+H+,Java, |[SPASPNET,VB.NET, C#
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Coverity

® Coverity Security Advisor

e 20024 San FranciscoOl|A] Z&!, Stanford CheckerE &-&3}

= H =) EEhdihc=
o FMHEMI} EXEMS O 43

e Coverity Static Analyzer - C/C++, C#, Java T2 1ZHO]
HHEZMES

e 2008 Coverity Dynamic Analyzer - Java =122 Race

condition, Deadlock S 4=

o XA

o (C,C++, CH#, Java
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CodeSonar

® GrammaTech

e 1998 Cornell Eliet AALEI0|M spin-off

o ZHLY
® CodeSurfer - 19993, C/C++ 2| Program Slicing =+
e CodeSonar - 2005'H, C/C++ HHEAM A
o Intel x86 7|H|0{E EAot= & &X|

o I IZHX}: Wisconsin L2l Thomas Reps

o X|RICHaA0]
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S Hotor

BigLook Wass

O|2AE} http://www.evenstar.co.kr

Code-Ray

EZ|L|E|AZE http://www.trinitysoft.co.kr

NEXCORE Code Inspector

SK C&C http://www.skcc.co.kr

SecurityPrism

X|[E|® http://www.gtone.co.kr

Sparrow

ut=~GHA http://www.fasoo.com
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e SQL &Y

o ol ArEAS| At S 2F A0 SOL E2o|=0| MU0 54
At HOZE REE] 34 = /= Horetd

o QLR AUAHZLO| (041t i0]) ZolZS MHst=0| AR

o EfX|: 2R AL ArrSE0| (0 eh+& AKX[X| 211) HO|ES
A dsth= g2 0|0X|=X| =l
source : 2|2 = at=2| A} (Of]: inputStream()&t-2| 24}
sink : SQL 22|F &l &f4=2| = (0]|: executeQuery() 2| A=)

ol

o 2012 X7 : executeQuery L4l preparedStatement S Al
=
=
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o IZA AO|E AIATIE(XSS)

o FHo:ASEX| F2 2F U0 2ls 22t X0A 22Xl

Lo — =

7} AlgliE|= EHotord

o QIR AUHAUO| (02} glo]) MEME M dst=0| ArE

o EfX|: 2R Hte XAtrSE0| (01t eE HX|X| &210) EE
ME £8dt= g2 0|0X[=X] &l
source : 2| £ =&t~ AL} (O]: inputStream()&t=2| A1)
sink : 2lEA &8 fo| &H(O]: JspWriter() &F2| &)

o O

o XIS Yoi: QRS AIBS| 0| ot Fat

IPL)\SSEl




| 1<k
S Ul E ioll 51
< ml R RN
<| T — |5
i <1 | 30 g
m ijol =l = o
ar | o {Rillgh
% |
mw”_”_ ) ol .A_I || =i
<1 =0t ol =
1 KUZ) | & N
o Ih&? ol
A AQN <11 o [
ol
o) il
ud wm 10
S| 5|2

PLASSE




o 2UG|O|E &

=
S

0| A}

71 =01
[0S HA

10|

W |
<d o
°

of
L=
=

Al %12

=
B

=5
FEo|L HH

=
ALt =
9| ¢

OF &k g
Kl i
m_unﬂ m_ol.A.m_”_
%i_ |1 or
~— R
o <0 -
v _._.._H_=.__n._-
iy -
S

®




® [source] - [sink] A= HOMRFES 7|&

® [inputStream] —> [executeQuery(rtn)]
® [inputStream] —> [jspWVriter(rtn)]
® [exception] —> [printin(rtn)]
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e [source] - [sink] B4 22 HOIRMMS V=
® [inputStream] —> [executeQuery(rtn)]
® [source] - [filter] - [sink] @4l 2 HOMOHH
ol do{LH= V=
® [inputStream] —> [filter(rtn)] —>
[executeQuery(rtn)]
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/executeQuery(/

o Ol AT 0|

executeQuery &7 =
Ast=2t
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o AATCE AN 22

ASTE0AM 24

o ASTE {IXZXO=F mfelst
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e 0l: catch 1= 2t0| H|O
AAI_7|-

try {

to_be();

} catch (Exception e) {
/* do nothing */

} finally {
not_to_be();

¥

try-catch-finally

b

try catch finally

I nothing! |
to_be() not_to_be()
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[empty] in Catch

try-catch-finally

try catch finally

| nothing! |
to_be() not_to_be()
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E{EAp|
0| = s
_be();
CEASL LI Al } catch (Exception e) {
M3IIES Tefst 2AZ } Finaty ¢
2 HAf P
o Of:to_be &4 O|=0f T, WAE
not to be &7t S&EE| ... —>try——>catch——finally—»...
Ll nothing!
to_be() not_to_be()
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[to_be()] —> [not_to_be()]

e

Stseemmm ity iontchi=———p finallysr o
nothing!
to_be() not_to_be()
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o SEIRHT 52 WA
HHEM7|== XiAet 2
0|Z shiA
public static void main(String[] args) £
Ct25F THE] L| Al int size = new Integer(args[@]).intValue();
o )I\_I?_;I_ _IHO'—Ol Ol__'l_— |=|E)\X-|-”7:| size += new Integer(args[1]).intValue();
s |-OE :| R e MyClass[] data = new MyClass[sizel;
TH2 Z{A} .
args[o]= 7
® 01|:to_be ?:nl")lk— Olioﬂ 512e:::--args[0] size= ?
SIAT S= args[1]= ?
not_to_be 2/t 2 =25 Sizeeseo-- size + args[1] gs Ll
| — e 1 —
E7|' size= ?
new MyClass[ size ] size >= 0 ?
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Sizeece--- size + args[1]

new MyClass|[ size ]
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(=TnfictInd)—=-cizese s size + args|[1]

new MyClass|[ size ]

( , +Inf)
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RDL Pattern Matcher 1.0beta-r572

test.cl test.xml
Code 3 Matched Locations
# Show position keys |TestRule-00| [TestRule-00| |TestRule-00
i 3 Matched patterns
public .Test extends java.lang.Object { }
[bar($1)])
§§ [foo($1)]
package .Test(s:string, t:string) { I[ZOO(SO. 51)”
§¥§§ return;
}

Rules containing matched patterns

'RULBID TestRule-00

return; UNSAFE [foo($1l)) -->df [(bar($1l)) -->df [zoo($0, $1))

15! Other rules

Groups

7 (.Test:class) test;

Eiﬁtest 1= ag?ew .Test();
string s;
I - tfatched position: 37

TestRule-00: [zoo($0, $1)]
i I Test.zoo
string t; FU 34
$1 |35

$ld: pm_test.ml 497 2009-12-21 05:52:55Z scjung $. Powered by jQuery, qTip and Blueprint.



16 = Param(Test.main,[1/1])

Entry(Test.main,16:args) 19  new Test() 23  "astring"

\

Var(Class(Test):test)

l

Var(string:s) 26  test

S

24

i

Test.foo(25)

\

Var(string:t)

Test.zoo(34,35)

return;

Return0







