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AlF70{ 2E! (Secure Coding)
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. One of the key things that developers can do to help
secure their systems is to write code that can withstand
attack and use security features properly ...
[http://msdn.microsoft.com/en-us/security/aa570401.aspx]

..Ekasily avoided software defects are a primary cause of
commonly exploited software vulnerabilities. ...

[http://www.cert.org/secure-coding/]

2nd Software Crisis : Trustworthinesfzj

e QK eAsoctirity

LAPTOPS =~ DESKTOPS| Award-winning news, op Kil,ldergarterl_Level COlllpllter
mahware mac  (acenool ‘.
— Security

Stuxnet malware iS How Citigroup let itself fall prey to an easy hack.
.. Iran's Bushehr n| Ve .o 2 201 Ventngen s 0

The Stuxnet malware has infiltrated indus
sleuths say it's a search-and-destroy weap(
may be after Iran’s Bushehr nuclear power] *

Y. =58
et folder on Flicks, or a deferent inend's profilie on
book you\l rﬁrnnne-d Ihﬂampl mnqup that hackers

By Mark Clayton, Staff writer / September 21, 2010
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Einagit Recent Market Price

Credit Card Number $0.50~%$20
Full Identity $1~$15
Bank Account $10~$1000

[Ty DL I, DL LR, G GLLUL NI, USSHIE IS auiii
Youy d \ e 3 times_ Last visit- 6/25/13 ’l
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° _9_ &) O=|
- ol E1IO|E1 A5 %Y #3 (Input Validation and Representation)
— APl 2 -&(API Abuse)
— HOot 7|5 (Security Features)
— A|ZE 8 AFEH (Time and State)
— Ol2{ M 2|(Error Handling)
— T E 2 EF(Indicator of Poor Code Quality)
— "= 3}(insufficient Encapsulation)

[Seven Pernicious Kingdoms : A Taxonomy of Software Security
Errors, IEEE Security & Privacy, 3(6):81-84, 2005]




DB Server

Web Server,
Mail Server, ...
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2 orers W Xt
XQuery & & XQuery
SQL & & SQL
XSS (Cross Site Scripting) HTML ot
XPath i ¢ XPath
OS HHY & ¢ Shell
HTTP S& =% HTML 8|
LDAP & ¢ LDAP
Clsal 42 5 Ty Az
21 oY 21
XML & & XML
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SQL &¢l
Identification x r———
| Log On. Enter your .
username and password
below.
root , — X _
Password L]
— 8
[[] Remember me? — \ o’
[ro90n] _m— |
String sql = "select * from user where username="'" +
username +"' and paSSWOr‘dz' "+ passwor.d + " n;

rs = stmt.executeQuery(sql);

12




SQL &l

Identification

Log On. Enter your
username and password
below.

User name

[root | -

Password /

Remember me?

Register if you don't have an account.

String sql = "select * from user where username='" +
username +"' and password='" + password + "'";

rs = stmt.executeQuery(sql);
13

Identification x I

Log On. Enter your
username and password > dr‘op table member‘s; ==

below.

User name
[root

Password

v

Remember me?

String sql = "select * from user where username='" +
username +"' and password="'
rs = stmt.executeQuery(sql);

+ password + ;

14




SQL &gl ©

15

AlFO IOI:-I

of X1

* Prepared statements

(PreparedStatement pstmt =
"select * from user where username=? and password =
pstmt.setString(1, username);
pstmt.setString(2, password);
= pstmt.executeQuery();

con.prepareStatement(

\

2");

e Stored statements

(tallableStatement cs = connection.prepareCall(
"{call sp_getUserRecord(?)}");
pstmt.setString(1, username);
pstmt.setString(2, password);
cs.executeQuery();

16




i SQL &tel Z242] o

Il
M
Bl
Ral
ne
1;;
wn
(@)
Q)
O,
D)
(@)
wn
(]
O
(-
(]
D)
(@)
L)

= =

- DBOj| 2} &= EArEO0| CFE
W

)

-> /* mySQL */
/* Oracle */

« ESAPI (Enterprise Security API)

17

il
h 322 AIO|E AI-E(XSS) “

v

SN,

(

%:)
showEvent.php

$day=$_GET[ ‘day’];
echo “<a href=\”event.php? day=$day\”>”;

18




S2A AIO|E AZEE(XSS) €

http://www.target.com/showEvent.php?day=><s
cript>malicious_script();>/script>

showEvent.php
$day=$_GET[ ‘day’];
echo “<a href=\”event.php? day=$day\”>”;

19

S2A AIO|E AZEE(XSS) €

- <a href=“event.php?day=>
' <script>malicious_script();>/script>

>o
| |
1
1
1
!
v

showEvent.php
$day=$_GET[ ‘day’];
echo “<a href=\”event.php? day=$day\”>”;

20




I=A ANO|E ATEIE(XSS)

Stored XSS

.
| L
-

DOM based XSS Reflexive XSS —

Y

21

S2A AIO|E AZEE(XSS) €

http://www.some.site/page.html?default=
<script>malicious_script()</script>

DOM based XSS

§

v

<select> <script>

document.write("<OPTION value=1>"+document.location.href.substring
(document.location.href.indexOf("def=")+8)+"</OPTION>");

document.write("<OPTION value=2>English</OPTION>"); </script></select>

22




32 A AO|E ATRIE(XSS) €

http://www.some.site/page.html?default=
- <script>malicious_script()</script>

<select>
<OPTION value=1>malicious_script()</OPTION>");
<OPTION value=2>English</OPTION></select>

23

XSS 2kxio| A7 )

° An_lile ‘JIE I:IAl_ E||O|E-|Oﬂ EH_°|:|' 4%
— Whitelist 2= A2

- == Adfe Q1A Y

— OWASP ESAPI
— Microsoft Anti-Cross Site Scripting Library

24
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o4 FHH0 2J3t %

& Improper Fulfillment of APT Contract ("APT Abuse') - (227)
— - Call to Non-ublquitous APT - ¢530)
— « W Creatlon of chroot Jail Without Changing Waorking Directory - f243)
- 1O - © Execution with Unnecessary Privileges - (250)
. g Improper Clearing of Heap Memory Before Release ("'Heap Inspection’) - (2¢4)
—_ = @ Improper Following of Specification by Caller - r572)
—_ D N S |OO ku p O-” (©)] | = () I- E 0] |' 24 X'l - W EIB Bad Practices: Use of Class Loader - (575)
— - o « W EIB Bad Practices: Use of Sockets - (577)
« @ J2EE Bad Practices: Non-serializable Object Stored in Session - (579)
7_| A | - El- - @ Object Model Vielation: Just One of Equals and Hashcode Defined - (591)
=] T = = @ Use of Low-Level Functionality - (sss)
. gF]B Bad Practices: Use of AWT Swing - (s75)
. EIB Bad Practices: Use of Java I/O - (57}
(@) I' o _6}- A (@] A 9_ « W 98 Rad Praceizes: Use of Synehranization Primities - [574)
[ T — (=) + @ use of Multiple Resources with Duplicate Identifier - (gs4)
|._'! clone() nre}t':ul.' u--'ir-;q: ; .c_l-j:;-ut-r.l - ts‘.ij,\
—_ - @ Incorrect Check of Function Return Value - (252)
| o_l | o_.!-g o I D‘” E E_l E‘” O | E-I - @ Incorrect Provision of Specified Functionality - tas4)
T L- Lo — = « W0 12FF Bad Practices: Direct Management of Connections - (245)
+ W) J2EE Bad Practices: Direct Use of Sockets - (246)
+ @ Multiple Binds to the Same Port - (s05)
= [@ Often Misused: Arguments and Parameters - (s53)
= @ Function Call with Incorrectly Specified Arguments - (s2g)
- & Function Call With Incorrect Argument Type - (s8]
+ W Function Call With Incorrect Number of Arguments - (655)
« W Function Call With Incorrect Order of Arguments - (683)
« & Function Call With Incorrect Variable or Reference as Argument - (sss)
- 0 Function Call With Incorrectly Specified Argument Value - fss7)
- 0 Use of umask() with chmaod-style Argument - /5sa)
- @ often Misused: String Management - (251)
+ & Reliance on DNS Lookups in a Security Decision - (247)
+ @ Uncaught Exception - (24a)
« @ Unchecked Return Value - (252)
- @ Use of Inherently Dangerous Function - (242)
« W 1366 fad Practices: Use of System.exit() - (352}

25

DNS lookup0j| S|=st 2ot Z#H

(InetAddress addr InetAddress.getbyName(ip); h
if addr.getCanonicalHostName().endsWith(“trustme.com”){
truested = true;

\J Y,

(
if (Ip.equals(trustedAddr)) {

trusted = true;
¥

& A/

26
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1 O= = [@ Security Features - (254)

= [@ Certificate Issues - (2s5)

« @ Client-Side Enforcement of Server-Side Security - (s02)
Credentials Management - (255}

Cryptographic Issues - (310)
(5]

o
L]
il
>
or 0o

Y
oA

= @ Insufficient Verification of Data Authenticity - (345)
= W Password in Configuration File - (zé0)
] Permissions, Privileges, and Access Controls - (264)
« @ Privacy Violation - (352)
« & Protection Mechanism Failure - (g33)
= @ Reliance on Cookies without Validation and Integrity Checking -
(5€5)
- & Reliance on Cookies without Validation and Integrity Checking
in a Security Decision - (784)
« @ Reliance on Untrusted Inputs in a Security Decision - (507)
= @ Use of Insufficiently Random Values - (230)
] User Interface Security Issues - (355)
& & Improper Authentication - (287)
« @ Insufficient Compartmentalization - (€53)
= @ Insufficient Logging - (778)
« @ Insufficient Psychelegical Acceptability - (855)
« @ Logging of Excessive Data - (773)
e o o « W Reliance on Cookies without Validstion and Integrity Checking in s Security
Decision - (784)
» @ Relisnce on Security Through Obscurity - (656)
« & Relisnce sn = Single Factsr in 3 Security Decisisn - (654)
i
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~
J

Cipher ¢ = Cipher.getInsgtance(“DES”);
U J

~
J

Cipher ¢ = Cipher.getInsgtance(“AES/CBC/PKCS5Pasdding”);

2 12|F : MD4, MD5, RC2, RC4, RC5, DES, 2DES
Mol & n2|E : SHA-256, AES, SEED, ARIA &

28
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Synchronization ('Race Condition') - (362)

= @ Context Switching Race Conditio
Race Condition within a Thread - rzes
Signal Handler Race Condition - (3¢4)

AU A

=S =
ICH= A O =| x| &

- (3€5)

oM iy

I
=

= O Race Condition During Acce
@ Covert Timing Channel -
- @ Double-Checked Locking - (s03)
= & Exposure of Resource to Wrong Sphere - (ss8)
- @ External Influence of Sphere Definition - (&73)
® @ Improper Control of a Resource Through its Lifetime - (ss4)
E @ Improper Synchronization - (gs2)
Improper Locking - (s£7)
Incorrect Synchronization - (s21)
® 4 Missing Synchronization - rszo)
® @ Incorrect Resource Transfer Between Spheres - (g63)
® @ Insufficient Control Flow Management - (631}
= @ Insufficient Session Expiration - (£13)
= @ Operation on 3 Resource after Expiration or Release - (672)
= ) Redirect Without Exit - (ess)
= 48 Session Fixation - (3s4)
i Signal Errors - (327)
State Issues - (371)
& Symbolic Name not Mapping to Correct Object - (386}
= [@ Technology-Specific Time and State Issues - (320)
m @ Temporary File Issues - (378)
- @ Uncontrolled Recursion - (£74)
= 3 Unrestricted Externally Accessible Lock - 412}
& @ Use of 3 Non-reentrant Function in a Concurrent Context -

lternate Channel - (421)

= @ Concurrent Execution using Shared Resource with Improper

-
H ?-I ® Q Time-of-check Time-of-use (TOCTOU) Race Condition - (367)

(663)

29

if(laccess(file,W_OK)) { ﬁ\\\
f = fopen(file,"w+");
operate(f);

}

else {
fprintf(stderr,"Unable to open file %s.\n",file);

\} Notes

Warning: Using access() to check if a user is authorized to, for example, open a file before
actually doing so using open(2) creates a security hole, because the user might exploit the short
time interval between checking and opening the file to manipulate it. For this reason, the use of
this system call should be avoided. (In the example just described. a safer alternative would
be to temporarily switch the process's effective user 1D to the real ID and then call open(2).)

access() always dereferences symbolic links. If you need te check the permissions on a
swmbnlic link nee farcaceati?l with the flan AT SYMI INK NOFEOL T OW

30
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M@ Error Handling - (3s5)

:I O l: I'I [ — = [@ Error Conditions, Return Values, Status Codes - (383)
— « 3 Declaration of Catch for Generic Exception - (335)
1= - 3 Declaration of Throws for Generic Exception - (357)
- & Detection of Error Condition Without Action - (3s0)
= | Al Xl 5_61- X‘l E i 2= «  Missing Report of Error Condition - (33z2)
T oL O = « & Return Inside Finally Block - (5z4)
« @ Return of Wrong Status Code - (353)
= A}'__él- EH o d XH « @ Unchecked Error Condition - (351)
T O o o T - @ Unexpected Status Code or Return Value - (334)
" « 3 Use of NullPointerException Catch to Detect NULL Pointer
~ Ol‘Xl O_.l_'g 0:” 9' X-I E_l Dereference - (3s5)
= LS —

« Q Incorrect Check of Function Return Value - (253)
» {3 Uncsught Exception - [248)
» 3 Unchecked Return Value - (252)
- @ Improper Check for Unusual or Exceptional Conditions - (754)

= @ Missing Custom Errar Page - (758)

« 4 J2EE Misconfiguration: Missing Custom Error Page - (7)
« 3 Missing Standardized Error Handling Mechanism - (524)

- @ Uncaught Exception in Servlet - rsoo)

« 9 Not Failing Securely ('Failing Open') - (€36)

31

0x | >
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Microsoft JET Database Engine error '80040e14

<’ or Final_Check=Yyes') #2|&l2] 21/

conference02/cf03/03.asp, line 107
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= @ Indicator of Poor Code Quality - (358)

= & Dead Code - (s61)
= & Expression is Always False - (570)
= & Expression is Always True - (571)

« &% Empty Synchronized Block - (5s5)

« & Explicit Call to Finalize() - (5s¢)

= Expression Issues - (583)
= & Assigning instead of Comparing - ¢481)
= & Comparing instead of Assigning - f4s2)

« & Use of Wrong Operataor in String Comparison - (557)
» @ Incorrect Semantic Object Comparison - (53¢)
= 4 Operator Precedence Logic Error - (783)
= @ Use of Incorrect Operator - (420)
» 4 Assigning instead of Comparing - (421)
« & Comparing instead of Assigning - (4s2)
« &) Use of Wrong Operstor in String Comparison - (537)
= W Attempt to Access Child of 5 Non-structure Pointer - (528)
= W Expression is Always False - (570)
= W Expression is Always True - (571)
B @ Improper Resource Shutdown or Release - r404)
= @ Dangling Database Cursor ('Cursor Injection’) - rs13)
« & Incorrect Block Delimitation - r482)
« & Missing Default Case in Switch Statement - r278)
« & NULL Pointer Dereference - 47¢)
« ) Omitted Break Statement in Switch - r4s4)
« 4% Reachable Assertion - (s17)
" Resource Management Errors - (333)
« 3 Return of Stack Variable Address - rsez)
« & Suspicious Comment - (54¢)
« @ Undefined Behavior for Input to API - (475)
« & Unused Variable - r5¢3)
« @ Use of Function with Inconsistent Implementations - (474)
« ¥ Use of Hard-coded, Security-relevant Constants - (547)
« 3 Use of Obsolete Functions - (477}

« 3 Use of Potentially Dangerous Function - (&7¢)

= & Comparison of Object References Instead of Object Contents - r5s5)

22
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/Try{

conn =

conn.close();

}

\E@tch (Exception e) {

}

Class.forName(“com.mysql.jdbc.Driver”);
DriverManager.getConnection(url);
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= @ Insufficient Encapsulation - (#85)
— - & Access to Critical Private Variable via Public Method - (767)
I: x—l —_— - & Cloneable Class Containing Sensitive Information - (4ss)
« & Comparison of Classes by Name - (485

O = = & Critical variable Declared Public - (7ss)
I- « W Deserialization of Untrusted Data - rsoz)

5 L == = @ Exposed Dangerous Methaod or Function - (743)
= A-” Al_:I 0-" Ol OI_I- I:-” O | E-I TE = @ Exposed I0CTL with Insufficient Access Contral - (752)

= & Exposure of Data Element to Wrong Session - (48s)
= & 12EE Framework: Saving Unserializable Qbjects to Disk - (534)
X-" 7_| El Xl o El H—l 7—I q E « @ Leftover Debug Code - (483)
S8 A
o

= [ Mobile Code Issues - (42a0)
HH A _ O O:I _|_|_

=

—
X

e
Moo

- &0 Array Declared Public, Final, and Static - (ssz)

L}
o'é'—TI— I:I —
. = Critical Public Vanable Without Final Modifier - (s53)
Eijb’_ -I E'Q-EIJ pr|Vate =" & PUblic Static Field Not Marked Final - (so0)
_

« @ Download of Code Without Integrity Check - (4542)
« @ Public cloneable) Method Without Final ("Object Hijack') - r4s1)
« @ Use of Inner Class Containing Sensitive Data - (432}
= @ finalize() Method Declared Public - (553)
« & Private Array-Typed Field Returned From A Public Methad - r435)
. — = & Public Data Assigned to Private Array-Typed Field - (436)
t H ():' (@) ‘6‘4 || _ 1 R - & Public Static Final Field References Mutable Object - (s07)
- pr|Va e = _Tr o = — [ Ne) - & Reliance on Package-level Scope - (457)
- & Senializable Class Containing Sensitive Data - 455)
. « @ Trust Boundary Violation - (so1)
E—I O E OI- I:I' « & Use of Dynamic Class Loading - (545)
= O W clone() Method Without super.clone() - (s20)
B Pointer Issues - (4&5)
= @ Assignment of a Fixed Address to a Pointer - (557)
= & Attempt to Access Child of a Non-structure Pointer - (525)
= & Free of Pointer not at Start of Buffer - (71}
= @ Incorrect Pointer Scaling - (46s)
- @ Return of Pointer Value Outside of Expected Range - (4&s)
- @ Use of Pointer Subtraction to Determine Size - (463)
- & Use of slzeuf() on a Pointer Type - (467)
o (s24)

OCTL with METHOD_NEITHER 1/Q Centrol Code - (781)

oYl

& MM 2fst Lol == s

e [}=E MPYC SHANM AZE ZHH TEO| CSH AR A
o2 olgh Ho|E =3 THs

Public class MyServlet extends HTTPServlet {
private String name;
protected void doPost(HttpServletRequest request,
HTTPServletResponse response)
throws ServletException, IOException {
name = request.getParameter(“name”);

out.println(name+”, thanks for visiting”);
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The Open Web Application Security Pr

OWASP Top 10 - 2013 rei

I'he Ten Most Critical Web Application Security Risks

MOST DANGEROUS
SOFTWARE
ERRORS

@ syruy
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