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Web & Mobile Security
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Server-side

Web Client

Mobile Client

Key Components of Mobile & Web Applications

HTTP/JSON

HTML/JS
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Server-side

Key Components of Mobile & Web Applications

HTTP/JSON

Client-side

Web components 

HTML & JS
HTML/JS

ÅHybrid app

ÅMobile ads

Mobile Client

Web Client
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Inherent Architectural Threats

Å Web pages

Å Browser extensions

Å Mobile apps

Å Web & mobile ads

Malicious content

Å Forged input parameters

Å Incomplete authorization

Malicious input 



Threat Model in Client-side Applications
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Threat Model in Client-side Applications

ÅClient-side mobile & Web apps 

serve trusted and untrusted

content.

ÅHow does a browser isolate 

trusted and untrusted?

ÅSame Origin Policy (SOP)
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Securing Frame 

Communication in 

Browsers

[Usenix Security 2008]



Same Origin Policy 

ÅScript S that runs with 

origin A cannot access 

Web resources from any 

other origins. 

ÅOrigin: URI scheme, 

hostname and port.
Åhttps://www.kaist.ac.kr:80
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X X

http://www.cs.utexas.edu:80


Did SOP Solve Client-side Security?

ÅSOP is too strict.

ÅMany apps need cross-origin communication. 

ÅEnforcing SOP is delegated to developers.
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The Postman Always Rings Twice: Attacking and 

Defending postMessage in HTML5 Websites

Sooel Son and Vitaly Shmatikov [NDSS 2013]

ÅFound exploitable vulnerabilities in 84 popular domains.

ÅBest Student Paper Award



Did SOP Solve Client-side Security?

ÅSOP has loopholes.
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Pride and Prejudice in Progressive Web Apps: 

Abusing Native App-like Features in Web 

Applications 

Jiyeon Lee, Haeun Kim, Junghwan Park, 

Insik Shin, Sooel Son [CCS 2018]

ÅFound new attacks that abuse Progressive Web 

applications!



Todayôs Talk

Identify new vulnerabilities
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Pride and Prejudice in Progressive Web Apps: 

Abusing Native App-like Features in Web 

Applications [CCS 2018]

The Postman Always Rings Twice: Attacking and 

Defending postMessage in HTML5 Websites

[NDSS 2013]



The Postman Always Rings Twice: 

Attacking and Defending 

postMessage in HTML5 Websites

Sooel Son and Vitaly Shmatikov

Network & Distributed System Security Symposium 
(NDSS) 2013

Best Student Paper Award
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The Postman Always Rings Twice: Attacking and 

Defending postMessage in HTML5 Websites
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ÅIdentified cross-site scripting 

and other vulnerabilities due 

to delegated same origin 

policy.

ÅFound 84 vulnerable

popular Web domains.



postMessage

ÅPurpose: a ñholeò in same origin
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Check the origin of the received message!
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What can go wrong with the absent checks 

Cross-site 

scripting (XSS) 

attack
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