2008-02-18

C}sd A
oo

Al-E:“ O:|?_. H ol %Fil.i °|3|-

=7 (Polymorphic Tool) 71 &

I 2
E

o
LS

(imeg@hanyang.ac.kr)
SlQkCfistm M EHE AL
=N
=2

M EQT 2O oAl

E‘

SRY USHI set 1N




Contents

r 80 2
» PE formate| {+ &
» Mg ot
UPX AATE BEM
Yoda’s Protector
Morphine
r 7| BEe =X
» Our Approach
At LHE
Chel ) e

7 272

0

2008-02-18

4

S UIEO 2ot asya
red & Ui etwork decurity Lab

reless N



E0] 2Y

» PE(Portable Executable) I oH

Windows QA AFEE|= Al oY S 2fojE2{2|e] +=
Ol|) exe, dll, ocx, scr Lt

PE mOHO| M3 e ANt Header7t E 1)

PE LY 0|&= 2l mjo| Hdallk|7| o g2 HES=

ol 2 7} 2| sectionO| =X|

» Loader
BIOSC| bootstrap 1t’d 1
& codel| &=x U YooE SN StD Al Al7|= G

%lﬂ E& E-_r'%

2008-02-18 m grauss 3



E0] 2Y

» Lt (Polymorphism)
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Polymorphism of Internet Worms

» self-encryption/compression
limited number of decryption/decompression routines

» garbage-code insertion
a number of nop

» instruction-substitution
execess jump instructions provide a statistical clue
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B PE Explorer - D:#My Project®PETestWReleaseWRETest.exe g@@ ™ PE Explorer - D:#Why Project#PETest#Release#WPETest.exe

File  ew Took  Help File  Yew Toolk Help
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Field Hame DataValue | Description Field Mame DataValue  Description Mame Vitual Size | Virtual Addiess Size of Raw Data  Pointer to Raw Data | Characteristics  Painting Directories
Hachy i 1356 i || Secton dlignment 00001000k I @ilest 00004308h  00401000h 00005000k (0001000k 0000020k I
unber of Seclions 00k Fie Algnmert 0000100k v O itz OO0U0390R  OAOEO00  OOOYOODh  OODGOOCh 400000400 Impot Table; mpert Adress Tl
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# -Section has no reference (May be deleted).
s 00000000k / Real (000DB75h) ] 0 : Caloulat ing un 00000000k / Real + 00000B75h
For Help, press F1 ForHelp, press F1
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ASPACK Software,

No runtime performance penalties
ASProtect

ASPACK Software,

Anti-debugger protection X| &l
UPX (The Ultimate Packer for eXecutables)

Linux elf I}l Toi X| Ll
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http://www.aspack.com/
http://www.aspack.com/
http://upx.sourceforge.net/

=54 (Cont'd)
|

ExeStealth

FSG (Fast Small Good)
PECompact2

tElock (tHe EGOISTE lock)
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» PE Protecting &5 M

VMProtector (Virtual Machine Protector)
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http://www.vmprotect.ru/vmprotect.php
http://www.codeproject.com/cpp/peprotector1.asp
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Main()

¢ »  PackW32PE()
init_options() proceisTis 0
( Check OS ) try_packers() processRelocs()
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( Get Options ) getpacker() Extra data
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Check Options ) Compr+e53|on
v .
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Yoda’s Protector

» PE protecting solution
» Support anti-debugging

3 [ yoda's Protector v1.01 ]
File Options Help
{ @ Protect Options l

Protection

Anti-SoftICE Protection:
Checksum Protection
API Redirection
Anti-Dump Protection

Clear Import Information
[ clear PE header

~ Compression Option

¢ Advanced -

=2 ([E X

Remaove .reloc section

Remove debug information

[ Eliminate M5-DOS header
[ Optimize MS-DOS header

~Other

Create backup copy (BAK-file)
[ Auto run after loading
[ Exit when done

WP Section's Name
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Yoda’s Protector
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Loader9| C} M
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» A2 &4
PE 1Z 24
Zt section Lj-& &AM
section =7} gt E M
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ClEM £

<IMAGE_DOS_HEADER>

<IMAGE_NT_HEADERS>

<IMAGE_OPTIONAL_HEADER>

AddressOfEntryPoint
(0x00401041)

.text section

.CRT section

.data section

2008-02-18
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Tool
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<IMAGE_DOS_HEADER>

<IMAGE_NT_HEADERS>

<IMAGE_OPTIONAL_HEADER>

AddressOfEntryPoint
(0x00601000)

.compressed text section

.CRT section

.data section

.loader section
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» Disassembler 71312 0|23t = 0| X|=H(instruction
substitution)

Disassemblerdj| A = 2 =l Assembly CodeZ= 0| 23510
instruction set 8 &

» Compressor/Decompressor <14
Decompressor®| 4%, Assembly code=Z2 135150 Loader
H =21} integration
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Disassembler ==A &

C

text section LI >

v

0 =013

v

1HIOIE &1 8

getModRM
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4>

getUsingEffectiveAddress

v

getUsingGRegister

v

getUsingGRegister

v

getUsinglmm()

v

getUsingRel()

v

getUsingOffset()

v

getUsingSegment()

Y

isGroup?
Y

getModRM

Disassembler =%t = A
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» Lty A = 41(PEPoly)
PEPolyEngine: Polymorphism module
IS (IS.dI): Instruction-set module

O2A (O2A.dll): Disassembler module
CMP (CMP.dIl): Compressor module
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PEPoly

Main Loader

PEAnalyzer

PEPolyEngine

CMPdI| O2A.dlI
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» DLL X| & A
H ol | = Image-base Of = XHHIX| 7| & AT
Export table &4 Sl AL

» Mobile Polymorphic Applications

Different mobile environments have different resource
constraints
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