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Motivation
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<« BRH J=A 2= ol 0F ot=Jt?

The production of reliable software,
its maintenance and
safe evolution year after year (up to 20 to 30 years).
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Hardware vs Software ‘ey

Hardware

The 25 last years, computer hardware has seen its
performances multiplied by 104 to 106¢;

Software

The size of programs executed by these computers has
grown up in similar proportions;

Example

2008-01-30

Windows
> 30 000 000 lines
> 30 000 known bugs
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oy Software development ‘ny

Software development

<« Large scale computer programming is very difficult;
<« Reasoning on large programs is very difficult;

< Errors are quite frequent.

ldea
<« Use the computer to find programming errors.

How can computers be programmed so as to analyze the
behavior of software before and without executing it ?

<« This is essential for safety-critical systems
(for example: planes, trains, launchers, nuclear plants, ...)
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Program Analysis




Wy = 13 =& Static Program Analysis‘,,
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4y Program Analysis Techniques gy

DFA
Conventional dataflow analysis

Deductive methods
The proof size is exponential in the program size!

Model checking

Constraint-based analysis
Constraint setup and solving

Type-based analysis
Type and effect system

What else ?
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Abstract Interpretation




49y Abstract interpretation2<t s 48y

[Cousot&Cousot77,79]

<« A theory of the approximation of the execution behavior
of programs.

Objective
<« By effective computation of the abstract semantics,
it analyzes the behavior of programs

before and without executing them.
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¢y The Nature of Approximation g

T he exact world Over-approximation Under-approximation

universe

exact set of
configurations

or behaviours

over—
approximation under=
approximation

It the approximation is rough enough,
the abstract semantics is less precise but
is effectively computable by a computer;

Because of the information loss,
not all questions can be definitely answered;

All answers given by the abstract semantics are always
correct(sound) with respect to the concrete semantics.

2008-01-30 eSge e 12



0 U4

$§» Computable approximation
% 2% (abstract or apprOX|mat|0n)O | 223t 0lR7e=
© Q9 gl0lE 240l 20| Ul
¢ QO Q0] A EHAN RS B2 THE 4 QUlh

< R (abstraction) a O

<« {2,4,6,8, ...} > %=

« {-8, -4, -2} Sha

« {2,15,12,8} =>[2..15]
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&y Example: Sign Analysis

0 U4

< Source language
e=ile*e|-e|le+e

< Concrete (execution) semantics
V:e —Int

V(i) =i

V(el*e2) = V(el) x V(e2)
V(-e) = -V(e)

V(el+e2) = V(el) + V(e2)

0z

0%
0

2008-01-30

14



ey Sign Analysis ey

+ Example

« e=-45*30 + 23 * -50
<« V(e) =-2500

« AV(e) = -

4

L)

L)

L)

< Abstract semantics for sign analysis
<« Define Abstract domain
<« Define Abstract execution
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ey Sign Analysis ey

< Abstract Domain: Lattice A

_/:\+ o — A
N2

< Whatare T and L ?

<+ What are a and 77 ?
a(abstraction)= & Al gt== ot
“Y(concretization) = QLUE RAAO| AlY| 20|E Ao|sSHC}.

2008-01-30 HEE 16



ey Abstract semantics

“» Abstract semantics
AV:e—{L,- 0, +, 7}

R ifi>0
AV(i) = 0 ifi=0

— ifi<O
AV(-e) = —AV(e)
AV(el+e2) = AV(el) + AV(e2)
AV(el*e2) = AV(el) x AV(e2)

L)

% Abstract operator a4b = ?
+++ =
++- =
CH
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&y Example: Interval Analysis gy

The complete lattice Interval = (Interval,C)




ey Interval analysis ey

<+ Define an abstract semantics that
<« can approximate the concrete (execution) semantics.

<+ Abstract semantics for interval analysis
<« Interval to approximate concrete values of variables
<« Equation to approximate concrete execution flows.
< Program analysis

<« By computing the least fixpoint of the equation.
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Example: interval analysis (1975) °

Program to be analyzed:

x = 1;

while x < 10000 do

od;

5 P. Cousot & R. Cousot, ISOP'76.

15 Int. Advisory Board Workshop, EECS Dept., KAIST, Taejon, Korea, June 14, 2000, 16:20-17:20 € <1 <] — 66 — | Il — > [& P> (© P. CousoT



Example: interval analysis (1975) °
Equations (abstract interpretation of the semantics):
X1 =[1,1]
Xo = (X7 U X3) N |—00,9999]

1.X b X3 = Xo @ [1,1]
while x < 10000 do (X4 = (X1UX3)M {10000, +00
2:
x :=x + 1
3:
od;
4

5 P. Cousot & R. Cousot, ISOP'1976, POPL'77.

15 Int. Advisory Board Workshop, EECS Dept., KAIST, Taejon, Korea, June 14, 2000, 16:20-17:20 € <1 <] — 67 — | ll — > [& P (© P. CousoT



Example: interval analysis (1975) °
Increasing chaotic iteration, initialization:
X1 = [17 1]
Xo = (X7 U X3) N |—00,9999]

1: s 1, XSZXQ@[L”
while x < 10000 do Xy = (X1 U X3) N (10000, +00]
2
X := X + ]_ X1 :®
3: X2:@
od; X3:@
4: X4:@

5 P. Cousot & R. Cousot, ISOP'1976, POPL'77.

15 Int. Advisory Board Workshop, EECS Dept., KAIST, Taejon, Korea, June 14, 2000, 16:20-17:20 € <1 <] — 68 — | Il — > [& P> (© P. CousoT



Example: interval analysis (1975) °
Increasing chaotic iteration:
X1 =[1,1]
Xo = (X7 U X3) N |—00,9999]

1: b 1, XSZXQ@[L”
while x < 10000 do \*4 = (X1 U X3) M {10000, +o0]
2:
x :=x + 1 X = |1,1]
3: X2:@
od; XgZ@
4 - X4:@

5 P. Cousot & R. Cousot, ISOP'1976, POPL'77.

15 Int. Advisory Board Workshop, EECS Dept., KAIST, Taejon, Korea, June 14, 2000, 16:20-17:20 € <1 <] — 69 — | Il — > [& P (© P. CousoT



Example: interval analysis (1975) °
Increasing chaotic iteration:
X1 =[1,1]
Xo = (X7 U X3) N |[—00,9999

1.X o X3 =Xo®[L1]
while x < 10000 do (X4 = (KX1UX5) M [10000, Foo)
2:
X :=x +1 X1 = [1,1]
3 X9 = [171]
od; Xz =10
4. X4:(Z)

5 P. Cousot & R. Cousot, ISOP'1976, POPL'77.

15 Int. Advisory Board Workshop, EECS Dept., KAIST, Taejon, Korea, June 14, 2000, 16:20-17:20 <1 <] — 70 — | Il — > [& P> (© P. CousoT



Example: interval analysis (1975) °
Increasing chaotic iteration:
X1 =[1,1]
Xo = (X7 U X3) N |—00,9999]

1: s 1, XSZXQ@[LH
| while x < 10000 do Xy = (X1 U X3) N [10000, +oo]
2 o
x :=x + 1 X1 — _1,1_
3: Xo = [1,1
od; X3 =12,2]
4 X4 :@

5 P. Cousot & R. Cousot, ISOP'1976, POPL'77.

15 Int. Advisory Board Workshop, EECS Dept., KAIST, Taejon, Korea, June 14, 2000, 16:20-17:20 <1 <] — 71 — | Il — > [& P (© P. CousoT



Example: interval analysis (1975) °
Increasing chaotic iteration:
X1 =[1,1]
Xo = (X7 U X3) N |[—00,9999

1: s 1, X3:X2@[171]
| while x < 10000 do Xy = (X1 U X3) N [10000, +oo]
2 o
x :=x + 1 X1 — _1,1_
3: Xo =11, 2]
od; X3 =12,2
4 X4 :@

5 P. Cousot & R. Cousot, ISOP'1976, POPL'77.

15 Int. Advisory Board Workshop, EECS Dept., KAIST, Taejon, Korea, June 14, 2000, 16:20-17:20 <1 <] — 72 — | l — > [& P> (© P. CousoT



Example: interval analysis (1975) °
Increasing chaotic iteration: convergence?
X = |1,1]
Xo = (X7 U X3) N |—00,9999]

1: b 1, XSZXQ@[LH
| while x < 10000 do \*4 = (X1 U X3) N {10000, +00
2: o
x :=x + 1 X1 — _1,1_
3: Xo =1[1,2
od; Xg — :2,3:
4 X4 :@

5 P. Cousot & R. Cousot, ISOP'1976, POPL'77.

15 Int. Advisory Board Workshop, EECS Dept., KAIST, Taejon, Korea, June 14, 2000, 16:20-17:20 <1 <] — 73 — | Il — > [& P (© P. CousoT



Example: interval analysis (1975) °
Increasing chaotic iteration: convergence??
X = |1,1]
Xo = (X7 U X3) N |[—00,9999

1: s 1, X3:X2@[171]
| while x < 10000 do Xy = (X1 U X3) N [10000, +oo]
2 o
x :=x +1 X1 =1[1,1
3: Xo =11, 3]
od; X3 =12,3
4 X4 :@

5 P. Cousot & R. Cousot, ISOP'1976, POPL'77.

15 Int. Advisory Board Workshop, EECS Dept., KAIST, Taejon, Korea, June 14, 2000, 16:20-17:20d <1 <] — 74 — | Il — > [& P (© P. CousoT



Example: interval analysis (1975) °
Increasing chaotic iteration: convergence???
X = |1,1]
Xo = (X7 U X3) N |—00,9999]

1: s 1, XSZXQ@[LH
| while x < 10000 do Xy = (X1 U X3) N [10000, +oo]
2 o
x :=x +1 X1 =1[1,1
3: Xo =[1,3
od; X3 = 2,4
4 X4 :@

5 P. Cousot & R. Cousot, ISOP'1976, POPL'77.

15 Int. Advisory Board Workshop, EECS Dept., KAIST, Taejon, Korea, June 14, 2000, 16:20-17:20 <1 <] — 75 — | ll — > [& P> (© P. CousoT



Example: interval analysis (1975) °
Increasing chaotic iteration: convergence????
X = |1,1]
Xo = (X7 U X3) N |[—00,9999

1: s 1, X3:X2@[171]
| while x < 10000 do Xy = (X1 U X3) N [10000, +oo]
2 o
x :=x + 1 X1 — _1,1_
3: Xo =1, 4]
od; X3 = 2,4
4 X4 :@

5 P. Cousot & R. Cousot, ISOP'1976, POPL'77.

15 Int. Advisory Board Workshop, EECS Dept., KAIST, Taejon, Korea, June 14, 2000, 16:20-17:20 <1 <] — 76 — | Il — > [& P> (© P. CousoT



Example: interval analysis (1975) °

X1 =11,1]
Xo = (X7 U X3) N |—00,9999]

1: b 1, XSZXQ@[LH
| while x < 10000 do \*4 = (X1 U X3) N {10000, +00
2: o
x :=x + 1 X1 — _1,1_
3: Xo = (1,4
od; Xg — :2,5:
4 X4 :@

5 P. Cousot & R. Cousot, ISOP'1976, POPL'77.

15 Int. Advisory Board Workshop, EECS Dept., KAIST, Taejon, Korea, June 14, 2000, 16:20-17:20 <1 <] — 77 — | Il — > [& P (© P. CousoT



Example: interval analysis (1975) °

X1 =11,1]
Xo = (X7 U X3) N |[—00,9999

1: s 1, X3:X2@[171]
| while x < 10000 do Xy = (X1 U X3) N [10000, +oo]
2 o
x :=x + 1 X1 — _1,1_
3: Xo =1, 5]
od; X3 =12,5
4 X4 :@

5 P. Cousot & R. Cousot, ISOP'1976, POPL'77.

15 Int. Advisory Board Workshop, EECS Dept., KAIST, Taejon, Korea, June 14, 2000, 16:20-17:20€ <1 <] — 78 — | ll — > [& P> (© P. CousoT



Example: interval analysis (1975) °

X1 =11,1]
Xo = (X7 U X3) N |—00,9999]

1: b 1, XSZXQ@[LH
| while x < 10000 do \*4 = (X1 U X3) N {10000, +00
2: o
x :=x +1 X1 =1[1,1
3: Xo = [1,5
od; Xg — :2,6:
4 X4 :@

5 P. Cousot & R. Cousot, ISOP'1976, POPL'77.

15 Int. Advisory Board Workshop, EECS Dept., KAIST, Taejon, Korea, June 14, 2000, 16:20-17:20 <1 <] — 79 — | ll — > [& P (© P. CousoT



Example: interval analysis (1975) °

Convergence speed-up by extrapolation:
X = |1,1]

x = 1;
1: | X, =
while x < 10000 do
2:
x :=x + 1 Xy =
3 X9 =
od; X3 =
4 : Xy =

5 P. Cousot & R. Cousot, ISOP'1976, POPL'77.

Xo = (X7 U X3) N |[—00,9999
X3 = Xo & [1,1]

(X7 U X3) N [10000, +oc]

)

)

)

—_

|
|

_I_

00| <= widening

@)

15 Int. Advisory Board Workshop, EECS Dept., KAIST, Taejon, Korea, June 14, 2000, 16:20-17:20€ <1 <] — 80 — | Il — > [& P> (© P. CousoT



Example: interval analysis (1975) °
Decreasing chaotic iteration:
X1 =[1,1]
Xo = (X7 U X3) N |—00,9999]

1.X°_1’ X3 =Xo® |[1,1]
while x < 10000 do (A4 = (X1UX3)M {10000, +o00]
2:
x :=x + 1 Xlz:lal]
3: X2 — :17—|_OO]
od; X3 = :27—|_OO]
4. Xy = )

5 P. Cousot & R. Cousot, ISOP'1976, POPL'77.

15 Int. Advisory Board Workshop, EECS Dept., KAIST, Taejon, Korea, June 14, 2000, 16:20-17:20€ <1 <] — 81 — | ll — > [& P (© P. CousoT



Example: interval analysis (1975) °
Decreasing chaotic iteration:
X1 =[1,1]
Xo = (X7 U X3) N |[—00,9999

1.X b X3 =Xo&[L,1]
while x < 10000 do (X4 = (X1UX5) M [10000, Foo)
2:
X :=x + 1 X = :171]
3. X5 = [1,9999]
od; X3 = :27+OO]
2 Xy=10

5 P. Cousot & R. Cousot, ISOP'1976, POPL'77.

15 Int. Advisory Board Workshop, EECS Dept., KAIST, Taejon, Korea, June 14, 2000, 16:20-17:20€ <1 <] — 82 — | ll — > [& P (© P. CousoT



Example: interval analysis (1975) °

Decreasing chaotic iteration:

X1 =[1,1]
x := 1 Xo = (XU X3) N |—00,9999
1: - X3 =Xo®[1,1]
while x < 10000 do Xy = (X1 U X3) N {10000, 400
2 |
x :=x + 1 X1::1,1]
3: X5 = [1,9999]
od; X5 = [2,410000]
4. Xy =10

5 P. Cousot & R. Cousot, ISOP'1976, POPL'77.

15 Int. Advisory Board Workshop, EECS Dept., KAIST, Taejon, Korea, June 14, 2000, 16:20-17:20€ <1 <] — 83 — | ll — > [& P> (© P. CousoT



Example: interval analysis (1975) °

Final solution:

X = |1,1]
x =1 Xo = (XU X3) N |—00,9999
1 - X3 =Xo®[1,1]
while x < 10000 do (4 = (X1 U X3) 110000, +00
2: |
X :=x + 1 X1::1,1]
3: X5 = [1,9999
od: X3 = [2,+10000]
4 X, = [+10000, +10000]

5 P. Cousot & R. Cousot, ISOP'1976, POPL'77.

15 Int. Advisory Board Workshop, EECS Dept., KAIST, Taejon, Korea, June 14, 2000, 16:20-17:20d <1 <] — 84 — | ll — > [& P (© P. CousoT



Example: interval analysis (1975) °
Result of the interval analysis:
X = |1,1]
Xo = (X7 U X3) N |—00,9999]
X3 =Xy |[1,1]
X, = (X1 U X3) N [10000, 00|

x = 1;
1: {x=1}%

while x < 10000 do
2: {x € [1,9999]}

X :=x + 1 Xlz;l,l]
3: {x € [2,+10000]} Xy = [1,9999]
od: X5 = [2,+10000]
4. {x = 10000} X, = [+10000, +10000]

5 P. Cousot & R. Cousot, ISOP'1976, POPL'77.

15 Int. Advisory Board Workshop, EECS Dept., KAIST, Taejon, Korea, June 14, 2000, 16:20-17:20€ <1 <] — 85 — | Il — > [& P> (© P. CousoT



Example: interval analysis (1975) °
Exploitation of the result of the interval analysis:

x = 1;
1: {x=1}

while x < 10000 do
2: {x € [1,9999}

x = % + 1 «—— no overflow

3: {x € |2,+10000]}

od;
4. {x = 10000}

5 P. Cousot & R. Cousot, ISOP'1976, POPL'77.

15 Int. Advisory Board Workshop, EECS Dept., KAIST, Taejon, Korea, June 14, 2000, 16:20-17:20€ <1 <] — 86 — | Il — > [& P> (© P. CousoT
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4y Concrete Semanticsaml &8 {48y

The concrete (collecting) semantics

collects the set of traces(or states) that can reach a given
program point
may be uncomputable.

Concrete semantic domain
CPO (D, E, v)
Concrete semantic function
FelD—D
Concrete semantics
Least fixpoint of a continuous function F D — D
IfoF = | | F'(Lp)

icH
2008-01-30 eSg e 21



& Concrete Semanticsar &g {8y

Initial states Transitions Final states
(o (2 \ [
. —8 —8 —8 —8---0—8; »
[ e _If' f
1 'g} ‘: gH —s —u --- l—lh Iv 4 ih
le. ~—2 —§ +—8 I—H - Hj‘ .j
2
-.iL' ILI—I —s —8 —& &—=8 -- —a--- l'\
lll‘-.{") \{_II—I —a —& —bh »—> I—I---I—l---}

Operational semantics

2008-01-30
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Al N &g A O2l(Concrete semantics)

|(Abstract semantics)
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i§» Abstract Semanticseo st gy

< Abstract semantic domain CPO (D, C, 1)
4+ Galois connection D—Hl—f}

<+ Abstract semantic function
+~ Monotone function Fe D — D

vijeD:rCy= F(z)C Fy)

<+ Approximation
EEDFEI‘?ID&, or FD’ygjgﬁ'

2008-01-30

(]
0%
0

24



$§» Galois connectionzzor ¢z By

<+ A Galois connection between two sets is a pair of (a,v) of functions
between the sets satisfying

XCrv(Yy) & oX)CY

o: abstraction function
~: concretisation function

Concrete domainDp  Abstract domain D-

% Abstract values respects the order in the concrete domain

2008-01-30
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&y Abstract semanticsao s &8s

“» Abstract semantics
Ifp F'= |, F4(L)

<

L)

+ [Theorem]

The abstract semantics is an approximation of the
concrete semantics.

L)

aflfpF) C | | F'(L).

icH

)

¢ Abstract semantics may be computable in finite time
or uncomputable.

L)
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‘ey Program Analysis oy

Program analysis by
<« computing the abstract semantics
Ifp = | |,y F(L) if it is computable in reasonable time

« or, computing an upper bound .4 of the abstract
semantics in finite time

<« then it approximates the concrete execution

aflfpF) C A,

0zt
0%
0
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vy Widening/Narrowing oy

<+ Compute the upperbound by widening and
Xo = L o A
ﬁ X, if F(X:)CX,
Xipn = . - :
X, 7 F(X,;) otherwise

<+ Narrowing
If the upperbound is A = lim;cn(X;),
refine the upperbound .4 by narrowing
Yo = A
Yisi = Y AF(Y)

2008-01-30
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Applications




oy =& Al gy

e A. Deutsch uses abstract interpretation (including interval
analysis) for the static analysis of the embedded ADA soft-

0.
]

ware of the Ariane 5 launcher

e Automatic detection of the definiteness, potentiality, impos-

sibility or inaccessibility of run-time errors *;
e Success for the 502 & 503 flights and the ARD °“.

6 Flight software (60,000 lines of Ada code) and Inertial Measurement Unit (30,000 lines of Ada code).

T such as scalar and floating-point overflows, array index errors, divisions by zero and related arithmetic exceptions,
uninitialized variables, data races on shared data structures, etc.

8 Atmospheric Reentry Demonstrator: module coming back to earth.

2008-01-30
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N S8 20} i

program transformation & optimization;
abstract model-checking of infinite systems;

abstract testing;
type inference (for undecidable systems);

mobile code communication topology;

32
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e First research results: 1975:;

e First industrializations:

- @ Connected Components Corporation (U.S.A.),
L. Harrison, 1993:

—- AbsInt Angewandte Informatik GmbH (Germany),
R. Wilhelm, 1998;

- Piyspae  Polyspace Technologies (France),

A. Deutsch & D. Pilaud, 1999.

® Domestic industrializations:
- Sparrow
K. Yi, 2007
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Cousot&Cousot
[Cousot&Cousot 77, 79]
[Cousot&Cousot 92]
[Cousot&Cousot 00]

O

0%

]
—

S 1cHZ AN O0[0FI] 1, 2004-2005

2 =2 2|lAE

— (WL

http://ropas.snu.ac.kr/~kwang/4541.664A/07 /papers.html
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X

Nielson, Nielson and Hankin
Principles of Program Analysis, Springer-Verlag.
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