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A Short Tutorial on Logical Foundation of Access Control
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(��ÉÓ'� �Ðîß� Bj
�m�7£§_� 
������ ]X���H]j#Qr�Û¼%7��̀¦ ·ú��¦o�7£§ l�ìøÍ ~½Ód��s� ����� �7Ho�

l�ìøÍ ~½Ód��Ü¼�Ð ��ÀÒ��H ~½ÓZO�\� @/
�#� [O�"î
ô�Ç��. ì�ríß�r�Û¼%7��̀¦ 0Aô�Ç {9�ìøÍ�o�)a ]X���H]j
#Qr�Û¼%7��ÉrB�Äº4�¤ú̧�ô�Ç|9�_�\�¦%�o�K���
�l�M:ë�H\�·ú��¦o�7£§l�ìøÍr�Û¼%7�Ü¼�Ð ½̈

$í

�l�\���H �̀¦��2£§õ� ¢-a����<Ê�̀¦ �Ð�©�
�l� #Q§>���. �7Ho� l�ìøÍ r�Û¼%7��Ér @/Ãº r�Û¼%7�õ�
�ª��©��7Ho�\�¦ s�6 x
�#� �̀¦��ØÔ�¦ ¢-a���ô�Ç ]X���H]j#Qr�Û¼%7��̀¦ ½̈�&³
���H X<\� Ä»6 x
���.

1 "k &è<

�Ðîß��Ér ü@ÂÒ_� /BN���Ü¼�ÐÂÒ'� >h���s��� F�íß� x9� éß��̂\�¦ �Ð ñ
���H {9�ìøÍ&h���� 6 x#Qs�t�ëß� (��

ÉÓ'� �Ðîß��Ér ü@ÂÒ_� /BN���Ü¼�ÐÂÒ'� r�Û¼%7�s��� &ñ
�Ð ¢̧��H "fq�Û¼ ���̂\�¦ �Ð ñ
���H �.���s	כ
ü@ÂÒ_� /BN���Ü¼�ÐÂÒ'� {9�#Q±ú� Ãº e����H x�K���H q�x9�&ñ
�Ð_� Ä»Ø�¦, ×�æ¹כ &ñ
�Ð_� �<H�©�, ×�æ@/ô�Ç
"fq�Û¼_� ×�æéß�, Óüto�&h���� ��"é¶_� ÂÒ{©�ô�Ç ]X���H, �FK���_� �̧èß�, r�Û¼%7�_� 0AZO�&h���� ��6 x 1pxs�
e��Ü¼ 9 s�\�¦ }������ &h�#Q�̧ þj�è�oK��� ô�Ç��.
�Ðîß� ë�H]j\�¦ �����Ð��H r�y���Ér ¿º ��t��Ð ��¾º#Q Òqty��½+É Ãº e����. 
�����H Áº%Á	�̀¦ #Q�"�
��'Ü¼�ÐÂÒ	כ �Ð ñ½+É �¦�������s	כ ¢̧ 
�����H #Qb�G>� �Ð ñ½+É �.��������s	כ �����\�¦ �Ðîß� &ñ
Õþ�
s����¦ 
��¦ Êê��\�¦ �Ðîß� Bj
�m�7£§s����¦ ô�Ç��. �Ðîß� &ñ
Õþ��Ér l�x9�$í
(confidentiality), Áº���
$í
(integrity), ��6 x$í
(availability), ��&h� ��Ä»(privacy), e��"î
$í
(anonymity), ÂÒ��� ~½Ót�(no
repudiation) 1px_� �Ðîß� $í
|9��̀¦ ³ð�&³ô�Ç �.���s	כ :£¤y� l�x9�$í
õ� Áº���$í
, ��6 x$í
�Ér �Ðîß� &ñ
Õþ�
_� l��:rs� ÷&��H $í
|9�s���. l�x9�$í
�Ér q�x9� &ñ
�Ð\� @/ô�Ç "é¶
�t� ·ú§��H Ä»Ø�¦s� �FKt�÷&��H $í
|9�
s��¦ Áº���$í
�Ér ×�æ¹כô�Ç &ñ
�Ð�� ü@ÂÒ�ÐÂÒ'�_� çß�[O�Ü¼�Ð �<H�©�÷&t� ·ú§��H �.���s	כ ��6 x$í
�Ér &ñ

�Ð\� @/ô�Ç "fq�Û¼�� :�x]j�)a ~½ÓZO�Ü¼�Ð �½Ó�©� ]j/BN÷&��H �¦̀�	כ _�p�ô�Ç��.
�Ðîß� $í
|9�[þts� �̧½+Ë�)a �Ðîß� &ñ
Õþ�s� &ñ
K�t���� s�\�¦ �Ð�©�
���H ~½ÓZO�s� 
¹כ��9���. (��ÉÓ'�
r�Û¼%7��Ér /BN���~ÃÎl� /'î�r 2[���&h��̀¦ ��|9� Ãº e��l� M:ë�H\� �Ðîß�&ñ
Õþ��̀¦ �Ð�©�
�l� 0Aô�Ç ���

7£x(authentication), �����(authorization), y����(auditing)ü< °ú �Ér �Ðîß� Bj
�m�7£§�̀¦ 1lx"é¶K���
ô�Ç��. �èáÔàÔJ?#Q �Ðîß��Ér (��ÉÓ'� r�Û¼%7��̀¦ �Ð ñ
�l� 0AK� #Qb�G>� �Ðîß� Bj
�m�7£§�̀¦ �èáÔàÔ
J?#Q�Ð ½̈�&³K��� 
���H�� Õªo��¦ #Q�"� �èáÔàÔJ?#Q�� :£¤&ñ
 �Ðîß� &ñ
Õþ��̀¦ 0AC�
���Ht�\�¦ #Qb�G

>� ·ú� Ãº e����H��ü< °ú �Ér ë�H]j\�¦ ��ê�r��. ���7£x�Ér q�x9���� ñ, Òqt�̂���d��, ���7£x"f 1px�̀¦ s�6 x
�#�
K�{©� �_̈½¹כ ÅÒ�̂�� ¾º½̈�����\�¦ SX����
��¦ �����(¢̧��H ]X���H]j#Q)��H ��6 x���� Ãº'��
��¦�� 
�
��H ��̈½¹כ Õª ��6 x��\�>� )���÷&%3���Ht�\�¦ SX����ô�Ç��. y������H ��Êê éß�5Åq�̀¦ 0AK�"f ¾º�� ���]j
Áº%Á	�̀¦ Ùþ¡��Ht�\� @/ô�Ç &ñ
�Ð\�¦ �̧Ü¼�¦ ì�r$3�ô�Ç��.
#�l�"f��H �Ðîß� Bj
�m�7£§ ×�æ\�"f ]X���H]j#Q_� l��:r >h¥Æ��̀¦ ���½ÓÜ¼�Ð �ª��©� �7Ho��� #Qb�G>�

&h�6 x|̈c Ãº e����H��\�¦ [O�"î
ô�Ç��. �7Ho�\�¦ l�ìøÍÜ¼�Ð 
���H ]X���H]j#Qr�Û¼%7��Ér �ª��©��7Ho�ü< ÅÒ�̂
���#Q\�¦ s�6 x�<ÊÜ¼�Ð+� �̀¦��ØÔ�¦(sound) ¢-a���ô�Ç(complete) r�Û¼%7��̀¦ ½̈�&³½+É Ãº e����.
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]X���H]j#Qr�Û¼%7���H ��6 x�� P�� '��0A A\�¦ Ãº'��
��̧2�¤ �����÷&%3���H��\�¦ SX����ô�Ç��. \V\�¦ [þt���
ÕªaË> 1\�"fü< °ú s� î�r%ò
�̂]j��H ACL(Access Control List)\�¦ :�xK� �o{9� ]X���H )���\�¦ ×�æF�
�
��H r�Û¼%7��̀¦ ��t��¦ e����.

[½��Ð� 1] Windows ACL

{9�ìøÍ&h���� ]X���H]j#Q �̧4Sq�Ér W1 ��t� ½̈$í
¹�è�Ðכ s�ÀÒ#Qt���HX<, ]X���H_� 3lq³ð�� ÷&��H ��
"é¶s��� @/�©�(object), ]X���H ?/6 x��� '��0A_� ,(request)̈½¹כ '��0A_� ¦�\̈½¹כ ?/��H ��6 x�� ÅÒ
�̂(principal), �\̈½¹כ @/ô�Ç )�6 x #�ÂÒ\�¦ ���&ñ

���H �ÃÐ�̧ �̧m�'�(reference monitor)s���.

[½��Ð� 2] Access control model

]X���H]j#Qr�Û¼%7��Ér ���7£xr�Û¼%7�õ� ½̈Z>�÷&��H X<, ]X���H]j#Q��H ÅÒ�̂ P�� ̈½¹כ R\� @/
�#� l�
@/½+É Ãº e����H�� ��r� ú́�K�"f, ��6 x�� P�� R�̀¦ 
̈½¹כ���� Rs� ÅÒ#Q4R�� 
���H��\� @/ô�Ç @/²ú�
�̀¦ ]j/BN
��¦ ���7£x�Ér ¾º�� R�̀¦ ��Ùþ¡��Ḧ½¹כ ¢̧��H ��6 x�� P��H ¾º½̈_� 0Ae���̀¦ ~ÃÎ��¤��H��\� @/
ô�Ç @/²ú��̀¦ ]j/BNô�Ç��.
s�\�¦ 0AK�"f ]X���H]j#Q l�ï�rs� ÷&��H ÕªaË> 3õ� °ú �Ér ]X���H]j#Q '��§>=�̀¦ s�6 xô�Ç��. ]X���H]j#Q
'��§>=�̀¦ ½̈�&³
�l� 0AK� �&³F���t� ú́§s� ��6 x÷&#Q �:r ¿º ��t� ~½ÓZO��Ér ACLõ� Capabilitys���.
ACL�Ér ]X���H]j#Q '��§>=_� \P�[þt�Ð s�ÀÒ#Qt� 9 ÅÒ#Q��� ]X���H @/�©�\� @/
�#� y�� ÅÒ�̂[þt\� )�6 x
÷&��H¹כ½̈[þt�̀¦ �����·p��. Capability��H ]X���H]j#Q'��§>=_� '��[þt�Ð ½̈$í
÷& 9 :£¤&ñ
 ÅÒ�̂\�>� )�
6 x÷&��H y�� @/�©�\� @/ô�Ç ¦þt�̀]̈½¹כ �����·p��.
]X���H]j#Qr�Û¼%7���H ¢-a���ô�Ç ×�æF� "é¶gË:(principle of complete mediation)�̀¦ ½̈�&³K��� ô�Ç��.
7£¤, �̧��H @/�©�\� @/ô�Ç �̧��H ]X���Hs� �����÷&#Q�� ô�Ç��. s� "é¶gË:�Ér #��Q��t� ~½ÓZO�Ü¼�Ð ½̈�&³|̈c
Ãº e����HX<, ��6 x��_� ̈½¹כ ×�æ\�"f {9�ÂÒ��H Unix °ú �Ér î�r%ò
�̂]j�� %�o�
��¦ �� Qt���H 
�×¼J?
#Q�� %�o�
���H d��Ü¼�Ð s�ÀÒ#Qt����� JVMõ� °ú �Ér �èáÔàÔJ?#Q ���©�l�>��� ��6 x�� �_̈½¹כ
{9�ÂÒ\�¦ %�o�ô�Ç��.
]X���H]j#Q��H ÅÒ�̂_� ���½+Ë(conjunction), ÕªÒ�̈, %i�½+É(role), 0Ae��(delegation) 1px\� _�K�"f 4�¤
ú̧�K�|9� Ãº e����. M:�Ð��H #��Q ÅÒ�̂�� �<Êa� 
���_� ]X���H ¦�\̈½¹כ ?/��ëß� Õª ��̈½¹כ )�6 x÷&��H
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[½��Ð� 3] Access control matrix

�â
Äº�� e����HX< s���� �â
Äº\� ÅÒ�̂ ���½+Ës����¦ ô�Ç��. ÅÒ�̂ ���½+Ë�Ér ]X���H]j#Q &ñ
Õþ� ?/\� "î
r�
&h�Ü¼�Ð ¢̧��H ���r�&h�Ü¼�Ð ����±ú� Ãº e����. ÅÒ�̂��H ÕªÒ�̈�̀¦ ½̈$í
½+É Ãº�̧ e���¦ :£¤&ñ
 %i�½+É�̀¦ @/
���½+É Ãº�̧ e����. ÕªÒ�̈õ� %i�½+É�Ér çß�]X�&h���� ]X���H�̀¦ ����?/��H Ãºéß�s���.
¢̧ô�Ç]X���H@/�©�s���'��0A¹כ½̈�̧ ÕªÒ�̈�̀¦ ½̈$í
½+ÉÃº�̧e����.�r��?/_� �̧��H�o{9��̀¦����?/
��H @/�©� ÕªÒ�̈s��� 
���_� @/�©�\� @/ô�Ç �̧��H read '��0A[þt�̀¦ ����?/��H ̈½¹כ ÕªÒ�̈�̧ Òqty��½+É Ãº
e����. >����� M:�Ð��H þt�Ér]̈½¹כ @/�©�õ� ���½+Ë�)a +þAI��Ð ����èß���. \V[þt [þt��� ’8̈���_� l�2�¤ {9�
l�’�� ’�ÐÕª l�2�¤�̀¦ æ¼l�’ü< °ú �Ér þt�Ér]̈½¹כ ]X���H@/�©�õ� E��í\� ���½+Ë÷&#Q ������l��̧ ô�Ç��.
áÔ�ÐÕªÏþ� ���̂�̧ ÅÒ�̂�� |̈c Ãº e����. s���� �â
Äº\� áÔ�ÐÕªÏþ�  ñØ�¦ r�$ã¶Û¼\�¦ �'ao�½+É ¹כ��9
�� e����. \V\�¦ [þt��� î�r%ò
�̂]j�� R/ÛÚÔ��Äº$�\�¦  ñØ�¦
��¦ R/ÛÚÔ��Äº$���H E�e�¦aÅ@�̀¦  ñØ�¦
���H
�â
Äº\� E�e�¦aÅ@s� #Q�"� @/�©�\� ]X���H½+É M: ]X���H ÅÒ�̂��H E�e�¦aÅ@s� ��m���  ñØ�¦r�$ã¶Û¼_� �̧��H

áÔ�ÐÕªÏþ�s� ÅÒ�̂�� ÷&#Q�� ô�Ç��. >����� áÔ�ÐÕªÏþ�[þtõ� ���Ér ÅÒ�̂ü<_� �'a>�\�¦ ��Ò�¦ Ãº e��#Q
�� ô�Ç��. áÔ�ÐÕªÏþ��̀¦ ���$í
ô�Ç ÅÒ�̂, s�\�¦ ]j/BNô�Ç ÅÒ�̂, [O�u�ô�Ç ÅÒ�̂, z�́'��r���� ÅÒ�̂�� �̧¿º
s� áÔ�ÐÕªÏþ�\� _�ô�Ç ]X���H >ü̈½¹כ ����'a�)a��.
]X���H]j#Q��H �©�{©�y� V,��Ér ì�r��\� �>rF�ô�Ç��. 6£x6 x áÔ�ÐÕªÏþ��Ér Óüt�:rs��¦ ���©�l�>�, î�r%ò
�̂
]j, ~½Ó�o#4�, >�s�àÔJ?s� 1pxõ� ���½+Ë÷&��H ]X���H]j#Q\�¦ Òqty��½+É Ãº e����. ]X���H]j#Q\�¦ �̀¦��ØÔ>�
½̈�&³
���H ��Ér	כ ����ï ~1�t� ·ú§Ü¼ 9 ì�ríß�r�Û¼%7� 1px�̀¦ �¦�9
���� �©�S!��Ér �s̀��� �8 4�¤ú̧�
��¦ K����


�l� #Q�90>�����.
�̧Ï?@1lxîß� ]X���H]j#Q\�¦ 0Aô�Ç ú́§�Ér s��:rõ�r�Û¼%7�s�]jîß�÷&#QM®o��.Õª����,þt�Ér�7Ho�,���#Q]	כ
áÔ��Û¼àÔ!3�%�, ��v�%7�%� 1px�̀¦ l�ìøÍ
���H +þAI��Ð 1px�©�
�%i�Ü¼ 9 @/ÂÒì�r ]X���H]j#Q\�¦ [O�"î

��¦
½̈$í

�#�:�x½+Ër�~�́3lq&h�Ü¼�Ð]jîß�÷&%3���.s�[þt�Érs��:r&h�Ü¼�ÐB�Äºëß�7á¤Û¼�QÖ�¦÷�r��m���z�́
]j�Ð�̧ Ä»6 xô�Ç ���õ�\�¦ ��4RM®o��.

Harrison 1px[1]Ü¼�ÐÂÒ'� r�����)a ·ú��¦o�7£§ l�ìøÍ ~½Ód��_� ]X���H]j#Qr�Û¼%7��Ér "î
§î
õ� �Ý¶ô�Ç\�
@/ô�Ç Ä»ô�Ç|9�½+Ë�̀¦ s�6 x
�#� ]X���H]j#Q '��§>=�̀¦ ½̈$í
ô�Ç��. "î
§î
�Ér ’�̧|	�s� ëß�7á¤÷&��� ���íß��̀¦ Ãº
'��
���’ü<°ú �Ér+þAI�s���.#�l�"f �̧|	��Ér'��§>=\�@/ô�ÇÕüt#Qs��¦���íß��Ér�Ý¶ô�Çs���@/�©� ¢̧��H
ÅÒ�̂\�¦ ÆÒ��
����� ���]jô�Ç��. ��6£§�Ér �o{9�_� �èÄ»���� ���Ér ��6 x��\�>� {9�l� �Ý¶ô�Ç�̀¦ ÂÒ#�

���H ���íß��̀¦ �Ð#�ï�r��:

COMMAND CONFER_r (owner, friend, file)
if own in (owner, file)
then enter r in (friend, file)

END

]X���H]j#Qr�Û¼%7�_� îß����$í
(safety) �Ð�©��Ér ���ø@½+É Ãº \O���H ÅÒ�̂�� �̧��H ��0pxô�Ç �©�I�\�"f
)�6 x÷&t� ·ú§��H @/�©��̀¦ ]X���H½+É Ãº \O�����H �¦̀�	כ _�p�
���HX< s�\�¦ SX����
���H {9��Ér {9�ìøÍ&h�Ü¼�Ð

���&ñ
Ô�¦��0px
���. Õª�Q�� �̧��H ]X���H]j#Q ë�H]j�� ���&ñ
Ô�¦��0pxô�Ç ��Ér	כ ��m���. Li 1pxs� ]jîß�ô�Ç
ë�H]j[3]��H ’�̧��H ��0pxô�Ç �©�I�\�"f �̧��H ÅÒ�̂�� 
���_� $í
|9��̀¦ ëß�7á¤
���� ���Ér $í
|9��̀¦ ìøÍ×¼r�
ëß�7á¤
���H��’ü< °ú s� �í�<Ê�'a>�\�¦ ��ê�r��. s�\�¦ s�6 x
�#� :£¤&ñ
 @/�©�\� ]X���H
���H ÅÒ�̂�� #Q�"�
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$í
|9��̀¦ �½Ó�©� ëß�7á¤
���Ht�\�¦ SX����½+É Ãº e��Ü¼ 9 ���ª�ô�Ç +þAI�_� r�Û¼%7�\�"f s� ë�H]j��H ���&ñ
��

0px
���.
&ñ
+þA&h�Ü¼�Ð ���7£x�)a &�V,� r�Û¼%7�s���ú́��Ð &h�#Q�̧ ���Ér r�çß�?/\� �Ðîß� r�Û¼%7��̀¦ ½̈$í

���H

���©� Ä»}©�ô�Ç l�ìøÍs� |̈c �¦����s	כ Òqty��÷&%3���. Õª�Q�� &ñ
+þA�o\�¦ :�xK� ]jîß��)a #��Q��t� r�Û¼
%7�õ� �̧4Sqs� #����y� z�́6 x&h���� 8£¤���\�"f��H #Q�9¹¡§õ� ë�H]j&h��̀¦ ×¼�Q?/�¦ e��l��̧ 
���. \V\�¦
[þt#Q ]X���H]j#Q '��§>=�̀¦ �7Ho�\�¦ s�6 xK�"f ³ð�&³
���H ~½Ód���̀¦ Òqty��K� �Ð��. ]X���H]j#Q '��§>=�Ér ���
�½Ó Õüt#Q l� ñ may-access�Ð ³ð�&³|̈c Ãº e����. 7£¤, Alice�� Foo.txt\�¦ {9��̀¦ �Ý¶ô�Çs� e��6£§�̀¦ ��
��?/��H may-access(Alice, Foo.txt, Read) ü< °ú �Ér /BNo�ü< æ¼l� �Ý¶ô�Ç�Ér {9�l� �Ý¶ô�Ç�̀¦ �í�<Ê
�
�¦ e��6£§�̀¦ ³ð�&³
���H may-access(p, o, Write) ⇒ may-access(p, o, Read) +þAI�_� ÆÒ�:r½©gË:�̀¦
����è­q Ãº e����. s� ~½Ód���Ér �¦����7Ho�_� Õüt#Q�7Ho�\�¦ ¢-a���
�>� F��&³ô�Ç���¦ ½+É Ãº e����. #�l�
"f s��Qô�Ç ~½Ód��s� �Ðîß� &ñ
Õþ��̀¦ ³ð�&³
��¦ Õª �Ð�©��̀¦ SX����
���H X<\� Ä»6 xô�Ç��\�¦ Òqty��K��Ð��.
���ª�ô�Ç �Ðîß�&ñ
Õþ��̀¦ ³ð�&³
�l� 0AK�"f��H �8 ú́§�Ér Õüt#Qü< /BNo��� É+½¹כ��9 Ãº e����. \V\�¦ [þt���,
may-jointly-access(p1, p2, o, r), owns(p, o), ... Ä»ô�Çô�Ç Õüt#Qü< /BNo��Ð��H Áºô�Çy� ú́§�Ér �Ðîß�
&ñ
Õþ��̀¦ ³ð�&³
���H ��s	כ Ô�¦��0px
���.
>�����ì�ríß�r�Û¼%7�\�"f_�]X���H]j#Q��Hë�H]j\�¦�8¹¡¤#Q§>�>�ëß�×¼��H¹כ�è[þts�íß�F�
���.\V
\�¦ [þt���, r�Û¼%7�_� ß¼l�, r�Û¼%7� 1lx���_� �¦�©�, s�|9�&h���� :�x��� G�V,�, ��Ö�¦$í
Ü¼�Ð���ô�Ç ×�æ�©��'a
o�_� ÂÒF� 1pxs���.

3 M�(è<�è¡�ç¡$ã<P�

Abadi 1px[5]�Ér ]X���H]j#Q\�¦ 0Aô�Ç Dh�Ðî�r �7Ho�l�ìøÍ ~½Ód���̀¦ ]jîß�
�%i���HX< (#�l�"f��H s�\�¦ ]X�
��H]j#Q �7Ho�’���¦ ÂÒØÔ��)l��>r_� Õüt#Q�7Ho�ü<��H ²ú�o� ÅÒ�̂ ���#Q(calculus of principals)\�¦ l�
ìøÍÜ¼�Ð Õª 0A\� ]X���H ]j#Q\�¦ 0Aô�Ç ��×�æ �ª��©��7Ho�(multi-modal logic)\�¦ &ñ
_��<ÊÜ¼�Ð+� �Ð��
{9�ìøÍ&h����]X���H]j#Q\�¦³ð�&³
��¦���7£x
���Hr�Û¼%7��̀¦ ½̈$í

�%i���.]X���H]j#Q�7Ho�_����#Q��H¿º
>�8£x�̀¦°ú���H��.
�����HÅÒ�̂\�¦³ð�&³
���HÅÒ�̂d��(principal expression)Ü¼�Ðs�ÀÒ#Q���ÅÒ�̂���
#Qs��¦ ¢̧ 
�����H ÅÒ�̂d���̀¦ l�ìøÍ
���H ��×�æ�ª��©��7Ho�d��Ü¼�Ð ½̈$í
÷&��H �ª��©��7Ho�s���.
ÅÒ�̂ ���#Q��H ÅÒ�̂ü< ÅÒ�̂_� ¦�\̈½¹כ ����?/l� 0Aô�Ç ³ðl��Ð"f ]X���H@/�©�s��� ���íß�, ���ø@$í
,
G�V,� 1px�̀¦ ³ð�&³½+É Ãº e����. �ª��©��7Ho���H ]X���H]j#Q\� @/ô�Ç ÆÒo�\�¦ {��{©�
���H �7Ho�s���. ���$�
�ª��©��7Ho�\�¦+þAd��&h�Ü¼�Ð[O�"î

��¦èß�Êê\�ÅÒ�̂���#Q\�¦�í�<Ê
��̧2�¤SX��©�
�l��Ð
���.l��:r�ª�
�©� �7Ho�d���̀¦ Òqt$í

���H l� ñ[þt_� |9�½+Ë�Ér ��6£§ |9�½+Ë[þt_� ½+Ë|9�½+Ës���:

– "î
]j l� ñ_� |9�½+Ë = {p, q, ...}
– "î
]j �7Ho� ��������_� |9�½+Ë = {¬,∧,>}
– �ª��©� ���íß���_� |9�½+Ë = {2}

"î
]j �7Ho�\�"fü< °ú s� ∨ ¢̧��H →, ↔, ⊥ 1px�Ér 0A_� "î
]j �7Ho� ��������[þt�ÐÂÒ'� &ñ
_�|̈c Ãº
e����. ¢̧ô�Ç �ª��©� ���íß��� 3�̧ 2�ÐÂÒ'� &ñ
_�½+É Ãº e��Ü¼Ù¼�Ð "î
r�&h�Ü¼�Ð �í�<Êr�v�t� ·ú§��¤��.
l� ñ[þt_� |9�½+ËÜ¼�ÐÂÒ'� %3�#Qt���H �̧��H ë�H��\P� ×�æ\�"f ��6£§_� ½©gË:�̀¦ ��ØÔ��H ��þts]	כ l��:r

�ª��©� �7Ho�_� ���#Q\�¦ ½̈$í

���H ú̧�-&ñ
_��)a(well-formed) �7Ho�d��[þts���:

φ ::= p | > | ¬φ | φ ∧ ψ | 2φ

#�l�"f φü< ψ��H l��:r �ª��©� �7Ho�d���̀¦ ����?/�¦, �ª��©� ���íß�����H éß��½Ó ���íß����Ð"f ¬õ� °ú �Ér
���íß� í�H0A\�¦ �������.
�ª��©� �7Ho�d��_� _�p�½̈�̧��H S. Kripke�� ]jîß�ô�Ç ��0px [j>�(possible worlds) �'a>� ½̈

�̧(relational structure)�� ���©� V,�o� ~ÃÎ��[þt#�t��¦ e����. �ª��©� �7Ho�_� ��0px [j>� _�p�½̈
�̧��H ß¼>� Y�J�̧(frame)ü< �̧4Sq(model)�Ð ��¾º#Q [O�"î
½+É Ãº e����.
l��:r �ª��©� �7Ho�\�¦ 0Aô�Ç Y�J�̧��H F = (W,R) �Ð ����?/#Qt��¦ #�l�"f W��H �̧��H ��0px [j
>�[þt_� |9�½+ËÜ¼�Ð /BN|9�½+Ës� ��m��¦, R�Ér W ×W_� ÂÒì�r|9�½+Ë��� s��½Ó �'a>�s���. ¢̧ô�Ç l��:r
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�ª��©� �7Ho�\� @/ô�Ç �̧4Sq�Ér Y�J�̧ F\�¦ s�6 x
�#� M = (F, V ) ü< °ú s� ����?/#Qt��¦, #�l�"f
V : Φ → P(W )��H î̈
�� �<ÊÃº�Ð"f l��:r �ª��©� �7Ho�d��s� ÅÒ#Qt���� ÅÒ#Q��� �7Ho�d��s� �ÃÐ��� ��0px
[j>�[þt_� |9�½+Ë�̀¦ |	�W1ï�r��.
s�XO�>� l��:r �ª��©� �7Ho�_� _�p�½̈�̧�� ���&ñ
÷&��� ëß�7á¤ �'a>�(satisfaction relation) �\�¦ &ñ
_�
½+É Ãº e����HX<, M, w � φ ��H ÅÒ#Q��� �̧4Sq M_� ��0px [j>� w\�"f l��:r �ª��©� �7Ho�d�� φ�� �ÃÐe��
�̀¦ _�p�ô�Ç��. ÅÒ#Q��� �̧4Sqõ� ��0px [j>�\�"f ÅÒ#Q��� l��:r �ª��©� �7Ho�d��s� �ÃÐs� ÷&��H �̧|	��Ér
��6£§õ� °ú ��.

M, w � p if w ∈ V (p), where p ∈ Φ
M, w � > if always

M, w � ¬φ if M, w 2 φ

M, w � φ ∧ ψ if M, w � φ and M, w � ψ

M, w � 2φ if for every v ∈W such that Rwv, we have M, v � φ

[UdV� 1] ÕªaË> 4��H ��6£§_� Y�J�̧ F\�¦ Hasse ��s�#QÕªÏþ�Ü¼�Ð �����·p �.���s	כ

F = ({1, 2, 3, 4, 6, 8, 12, 24}, R) where Rxy iff x 6= y and x divides y

#�l�\� î̈
�� �<ÊÃº V (p) = {4, 8, 12, 24}, V (q) = {6}\�¦ ]j/BN
���. Õª�Q��� ��6£§s� �ÃÐe���̀¦ ·ú�

[½��Ð� 4] lattice

Ãº e����.

(1) M, 2 2 2p

(2) M, 2 � 3(q ∧2p) ∧3(¬q ∧2p)

l��:r �ª��©� �7Ho�\�¦ @/�©�Ü¼�Ð 
���H 7£x"î
 �̂>� K_� /BNo�[þt�Ér ��6£§Ü¼�Ð ½̈$í
�)a��:
– "î
]j �7Ho�_� �̧��H �½Ó��� �7Ho�d��
– 2(p→ q) → (2p→ 2q)

¢̧ô�Ç K_� 7£x"î
 ½©gË:�Ér ��6£§õ� °ú ��:
– �FN&ñ
 ÆÒ�:r(modus ponens): φü< φ→ ψs� ÅÒ#Qt���� ψ��H 7£x"î
�)a��.
– {9�Ò�¦&h���� u�8̈�(uniform substitution): φ�� ÅÒ#Qt����, φ îß�_� "î
]j l� ñ[þt�̀¦ e��_�_�
�7Ho�d��Ü¼�Ð u�8̈�
�#� %3�#Q��� θ��H 7£x"î
�)a��.

– �9���� ÆÒ�:r(necessitation): φ�� ÅÒ#Qt���� 2φ��H 7£x"î
�)a��.
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K-7£x"î
�Ér�7Ho�d��[þt_�Ä»ô�Çô�Çr�$ã¶Û¼�Ð ½̈$í
÷&�¦y���7Ho�d��[þt�Ér/BNo�s�����r�$ã¶Û¼_�·ú¡
Aá¤\� 1px�©�ô�Ç 
��� s��©�_� �7Ho�d��Ü¼�ÐÂÒ'� 7£x"î
 ½©gË:�̀¦ &h�6 x
�#� %3�#Q�·p �7Ho�d��s���. s��	כ
�Ér �n=!QàÔ ~½Ód��_� 7£x"î
���X<, �7Ho�d�� φ�� #Q�"� K-7£x"î
_� �±p ��t�}�� �½Ó3lqÜ¼�Ð ��������� �7Ho�
d�� φ��H K-7£x"î
 ��0px
����¦ 
��¦ `K φü< °ú s� ³ðr�ô�Ç��.
�̧��H K-7£x"î
��0pxô�Ç �7Ho�d��[þts� �̧��H Y�J�̧_� |9�½+Ë\� @/
�#� ��{©�
���� K��H �̀¦��ØÔ

��(sound)�¦ô�Ç��. ¢̧ô�Ç �̧��HY�J�̧[þt_�|9�½+Ë\�@/
�#���{©�ô�Ç�7Ho�d��[þts� �̧¿º K-7£x"î
��0px

���� K��H ¢-a���
���(complete)�¦ ô�Ç��.

4 +«
£Ó	<K#e$ã<P�

s�]j ]X���H]j#Qr�Û¼%7�\� &h�6 x½+É ��×�æ�ª��©��7Ho�\�¦ &ñ
_�K� �Ð��. �7Ho�d���̀¦ Òqt$í

���H l� ñ[þt_�
|9�½+Ë�Ér �ª��©����íß��� 2�� ��×�æ�ª��©� 2A�Ð ���÷¶ �¦̀�	כ ]jü@
��¦��H l��:r �ª��©��7Ho�ü< °ú ��. ����
"f ú̧� &ñ
_��)a �7Ho�d���Ér ��6£§_� ë�HZO��̀¦ ���Ér��. ψ :

p | > | ¬φ | φ ∧ ψ | 2Aφ

��×�æ�ª��©� 2Aφ ��H M:�:r [A]φü< °ú s� ³ðr�÷&l��̧ 
���HX< ’A believes φ’ ¢̧��H ’A says φ’(A��
φ\�¦ 
̈½¹כ���)\�¦ _�p�ô�Ç��. #�l�"f A��H #Q�"� �����oÛ¼|9�½+Ë_� "é¶�ès���. ·ú¡Ü¼�Ð ]X���H]j#Q\�¦
½̈�̂&h�Ü¼�Ð ����?/��H ��×�æ�ª��©����íß��Ér 2Aφ @/���\� ’A says φ’\�¦ æ¼�̧2�¤ ô�Ç��.
��×�æ�ª��©��7Ho�\�¦ 0Aô�Ç Y�J�̧��H ��×�æ�'a>�½̈�̧�Ð ��������HX<, F = (W, {RA}) ü< °ú ��. ��
ðøÍ��t��Ð W��H ��0px[j>� |9�½+Ës��¦ RA ��H W\�"f &ñ
_��)a s��½Ó �'a>��Ð"f �����oÛ¼|9�½+Ë P_�
"é¶�è Aü< ���½+Ë÷&#Q e����. ��×�æ�ª��©��7Ho�_� �̧4Sq M = (F, V ) _� +þAI�s��¦ V��H î̈
�� �<ÊÃº
Φ → P(W ) s���. ��×�æ�ª��©��7Ho�_� ëß�7á¤�'a>���H ��r� ��6£§õ� °ú s� &ñ
_��)a��.

M, w � p if w ∈ V (p), where p ∈ Φ
M, w � > if always

M, w � ¬φ if M, w 2 φ

M, w � φ ∧ ψ if M, w � φ and M, w � ψ

M, w � 2Aφ if for every v ∈W such that RAwv, we have M, v � φ

[UdV� 2] ÕªaË> 5��H 8>h_� ��0px[j>�\�¦ ����� �̧4Sq�̀¦ �����·p��. y�� "î
]j l� ñ\� @/ô�Ç ë�H�©��Ér ��
A�\� ������e����. #�l�\���H éß� 
���_� s��½Ó�'a>�ëß� �>rF�
���HX< RAs���.

[½��Ð� 5] 84�q� ���ûB:c4� ~¡Ö{º

S: Alice is in summer school
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¬S: Alice is in Hae-un-dae
T: Talk of summer school is funny
¬T: Talk of summer school is boring
R: It is raining in Hae-un-dae
¬R: It is sunny in Hae-un-dae

s� �̧4Sq\�"f ��6£§_� ëß�7á¤�'a>��� $í
wn�ô�Ç��.

M, w0 � A says T
M, w0 2 A says R
M, w0 2 A says ¬R

#�l�"f RA��H Alice�� ·ú� Ãº e����H {9��̀¦ ����?/�¦ e�����¦ f���'a&h�Ü¼�Ð Òqty��½+É Ãº e����. ����
"f Alice�� w0_� [j>�\� e������� RA\� _�K�"f Alice�� #�2£§�<Æ�§\� e���¦ y©�_��� F�p�e����H �©�
S!�s���. 
�t�ëß� K�î�r@/\� q��� �̧��H t� �����t���H ·ú� Ãº \O���H �©�S!�s�l� M:ë�H\� ú́�½+É Ãº \O���H
�.���s	כ

t��FK��t��Ð#�ï�r��×�æ�ª��©��7Ho�\�"f��×�æ�ª��©����íß���\����½+Ë÷&��H�����oÛ¼��]X���H]j#Q_�ÅÒ

�̂\� @/6£x�)a����H �¦̀�	כ ~1�>� f�����½+É Ãº e����. s�]j ]X���H]j#Q_� ÅÒ�̂�� ½+Ë$í
�)a +þAI�_� ÅÒ�̂
�� |̈c Ãº e����H �â
Äº�Ð SX��©�K� �Ð��. Õª�Q��� ÅÒ�̂��H 
���_� ��6 x��ëß��̀¦ t�g�A
���H ��s	כ ��m�
�� #��Q ��6 x��[þts� �D¥½+Ë÷&#Q ���©�_� ��6 x�� ÅÒ�̂\�¦ +þA$í

���H �â
Äº\�¦ �í�<Ê½+É Ãº e��>� ÷&�¦

s�M: ÅÒ�̂��H ÅÒ�̂d��s� �)a��. �����oÛ¼ |9�½+Ë_� "é¶�è A ∈ Pü< ÅÒ�̂d�� A,B\� @/
�#� ÅÒ�̂d���Ér
)
±ú�&h�Ü¼�Ð ��6£§õ� °ú s� &ñ
_��)a��:

– primitive principals A ∈ P
– A + B

– A|B

ÅÒ�̂d��\� @/ô�Ç _�p�½̈�̧��H _�p� �<ÊÃº R : P → P(W ×W )\� _�K� &ñ
_�÷&��HX< ��6£§õ� °ú ��:
– R(A) = RA

– R(A + B) = R(A) ∪ R(B)
– R(A|B) = R(B) ◦ R(A)

ÅÒ�̂d���̀¦ �í�<Ê
���H ��×�æ�ª��©��7Ho�d��_� ëß�7á¤�'a>���H ~1�>� Ä»ÆÒ½+É Ãº e����. B|A�̀¦ �í�<Ê
���H
�â
Äºëß��̀¦ Òqty��K� �Ð��. ëß�7á¤�'a>� M, w0 � B|A says φ ��H ��6£§õ� °ú s� &ñ
_��)a��:

M, w � φ for all w such that w ∈
⋃

w′∈R(B)(w0)

R(A)(w′)

0Aü<°ú s�&ñ
_��)aÅÒ�̂d��Ü¼�Ðs�ÀÒ#Q���ÅÒ�̂���#Q��H@/Ãº ½̈�̧�©�Ü¼�ÐY�L!lr_�[jp�A�w�Û¼

[jp�ÕªÒ�̈(multiplicative semilattice semigroup)s���. ¢̧ô�Ç s���Ér	כ ½+Ë|9�½+Ëõ� ½+Ë$í
�'a>�\�¦ ��
��� s��½Ó�'a>�_� @/Ãº�Ð ³ð�&³s� ��0px
��¦ s�\�¦ s�6 xô�Ç _�p�½̈�̧ [O�"î
s� ��0px
���. 
�t�ëß� ��
{©�ô�Ç �7Ho�d��_� |9�½+Ës� F�)
&h�s�t� ·ú§l� M:ë�H\� �7Ho�d��_� ��{©�$í
 ���7£x�Ér ���&ñ
Ô�¦��0px½+É Ãº

e��Ü¼Ù¼�Ð �7Ho�d��_� +þAI�\�¦ ]jô�Ç�<ÊÜ¼�Ð"f ���&ñ
��0px
��¦ ��ÀÒl� /'î�r &ñ
�̧_� ]X���H]j#Q �7Ho�

\�¦ ½̈$í
½+É Ãº e����. #�l�"f��H s�\� @/ô�Ç �7H_�\�¦ Òqt|ÄÌ
�l��Ð ô�Ç��. �'ad��e����H 1lq����H [5]\�¦ �ÃÐ
�̧
�l� ��êøÍ��.
��×�æ�ª��©��7Ho�\�¦ 0Aô�Ç 7£x"î
�̂>� Kn\�¦ Òqty��K� �Ð��. Kn_� /BNo�[þt�Ér ��6£§õ� °ú ��:

– propositional tautologies
– A says (φ→ ψ) → (A says φ→ A says ψ)

Kn��H ��6£§_� 7£x"î
 ½©gË:�̀¦ �������:
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– �FN&ñ
 ÆÒ�:r(modus ponens): φü< φ→ ψs� ÅÒ#Qt���� ψ��H 7£x"î
�)a��.
– {9�Ò�¦&h���� u�8̈�(uniform substitution): φ�� ÅÒ#Qt����, φ îß�_� "î
]j l� ñ[þt�̀¦ e��_�_�
�7Ho�d��Ü¼�Ð u�8̈�
�#� %3�#Q��� θ��H 7£x"î
�)a��.

– �9���� ÆÒ�:r(necessitation): φ�� ÅÒ#Qt���� 2φ��H 7£x"î
�)a��.

#�l�\� ÅÒ�̂ ���#Q�� �í�<Ê�)a��. ��6£§_� /BNo�\�¦ �í�<Ê
��¦
– (A+B) + C = A+ (B + C)
– A+B = B +A
– A+A = A

��A�_� @/Ãº½©gË:�̀¦ �í�<Êr�v����

– (A|B)|C = A|(B|C)
– A|(B + C) = (A|B) + (A|C)
– (A+B)|C = (A|C) + (B|C)

ÅÒ�̂ ���#Q�� ��t���H ��{©�ô�Ç ÅÒ�̂d��[þt�̀¦ ]X���H]j#Q �7Ho�\� �í�<Êr�~�́ Ãº e����. ¢̧ô�Ç ÅÒ�̂d���̀¦
�í�<Ê
���H ��6£§_� ��×�æ�ª��©� �7Ho�d���̀¦ /BNo��Ð"f �í�<Êr�v���� ÅÒ�̂���#Qü< ��×�æ�ª��©��7Ho��� ���

���÷&#Q ]X���H]j#Q\�¦ 0Aô�Ç �7Ho��� ëß�[þt#Q�����.
– (A+B) says φ ≡ (A says φ) ∧ (B says φ)
– (B|A) says φ ≡ B says (A says φ)

5 +«
£Ó	<K#e$ã<P�q� %u��ç¡

ÅÒ�̂d��_� ’speaks for’ �'a>�\�¦ �í�<Ê
��̧2�¤ ]X���H]j#Q �7Ho�\�¦ SX��©�
�#� �Ð��. ’B speaks for A’
��H B�� A\�¦ @/���ô�Ç����H _�p��Ð"f B ⇒ A ü< °ú s� ³ðl�
��¦ (B ⇒ A) ≡ (B = B+A) ü< °ú 
s� &ñ
_��)a��. ÆÒ��&h�Ü¼�Ð ��6£§_� /BNo�[þt�̀¦ �í�<Êô�Ç��:

– (A⇒ B) → ((A+ C) ⇒ (B + C))
– (A⇒ B) → ((A|C) ⇒ (B|C))
– (A⇒ B) → ((C|A) ⇒ (C|B))

Õª�Q��� ��6£§_� &ñ
o�\�¦ %3��̀¦ Ãº e����:
– (B ⇒ A) → ((B says φ) → (A says φ))
– (B ⇒ A) ∧ (C ⇒ B) → C ⇒ A

_�p�½̈�̧ �©�\�"f ’speaks for’_� _�p�\�¦ ëß�7á¤�'a>�\�¦ s�6 x
�#� ����?/��� ��6£§õ� °ú ��.

M, w � B ⇒ A

iff R(B) = R(B +A) = R(B) ∪ R(A)
iff R(A) ⊆ R(B)

#�l�"f ’speaks for’��H ��0px[j>� wü< Áº�'a
�>� Õª _�p�\�¦ ���&ñ
�<Ê�̀¦ ·ú� Ãº e����. ����"f ��6£§
s� $í
wn�ô�Ç��.

M � B ⇒ A iff R(A) ⊆ R(B)

��6£§Ü¼�Ð��H &ñ
_��)a ]X���H]j#Q �7Ho�\�¦ s�6 x
�#� ACL�̀¦ ½̈�&³
���H ~½ÓZO�\� @/
�#� \V]j\�¦ :�x
K� [O�"î
ô�Ç��. s�\�¦ 0AK� Dh�Ðî�r Ä»�̧+þA �������� ’controls’�̀¦ ��6£§õ� °ú s� &ñ
_�ô�Ç��:

A controls s ≡ (A says s) → s

s���H A\�>���H s\� @/ô�Ç �Ý¶ô�Çs� e������H �¦̀�	כ _�p�ô�Ç��. s�\�¦ s�6 x
�#� ACL�̀¦ ]X���H]j#Q �7H
o�d��Ü¼�Ð ½̈$í

���H ��s	כ ��0px
���.
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[UdV� 3] ��6£§ ���½Ó�̀¦ ��&ñ

���:
– "î
]j swrite: �o{9� O1�̀¦ æ¼��H ��s	כ )�6 x�)a��.
– B ⇒ A
– A controls swrite

Õª�Q���Äºo�\�>� B says swrites�ÅÒ#Qt����]X���H]j#Q�7Ho�_�ÆÒ�:rÜ¼�ÐÂÒ'� ’�o{9� O1�̀¦æ¼��H

��s	כ )�6 x�)a��’��H ����:r�̀¦ %3��̀¦ Ãº e����. �o{9� O1\� @/ô�Ç ACL�Ér �Ð:�x ��6£§õ� °ú s� ]X���H]j#Q
�7Ho�d��_� |9�½+Ë +þAI�\�¦ ��|9� Ãº e����.

ACL(O1) = {A controls sread, A controls swrite, B controls sread}

�������� ∧ü< |s� e��_�_� �̧½+ËÜ¼�Ð ½̈$í
�)a ’speaks for’ �7Ho�d��s� ��&ñ
\� �>rF�
���� ÅÒ�̂_�
]X���H �Ý¶ô�Ç\� @/ô�Ç 7£x"î
�̀¦ ½̈$í

���H r�çß�s� t�Ãº r�çß�s� |̈c Ãº e����. ����"f ]X���H]j#Q �7Ho�
d��_� 7£x"î
s� ��ÀÒl� /'î�r &ñ
�̧_� 4�¤ú̧��̧\�¦ ��t��9��� �7Ho�d��_� +þAI�\�¦ ]jô�Ç½+É ��¹כ��9 e����.
{9�ìøÍ&h�Ü¼�Ð ��ÅÒ 1px�©�
���H �¦Ãºï�r ���íß�����H ’as’, ’for’ 1pxs� e��Ü¼ 9 #�l�"f��H ’as’\�¦ �è>hô�Ç
��. s��þt�Ér]	כ ÅÒ�̂ ���#Q_� �'a6 x#Q½̈&h���� ��6 x J�����̀¦ ìøÍ%ò

��̧2�¤ �¦îß�÷&%3�l� M:ë�H\� $�Ãº
ï�r_� ���íß���[þts� �̧½+Ë÷&��H ~½ÓZO�s��� ���½+ËZO�gË:õ� "î
1pxd�� 1px_� $í
|9��̀¦ ]jô�Ç½+É Ãº e����.

’as’ ���íß��Ér %i�½+É�̀¦ ����?/��H ~½ÓZO�Ü¼�Ð �'ao��� �̧×¼ Radmin�Ð ���\O�
���H ÅÒ�̂ A�� �Ý¶ô�Ç
s1�̀¦ ��t�����(A|Radmin controls s1) {9�ìøÍ ��6 x�� �̧×¼ Ruser�Ð ���\O�
���H ÅÒ�̂ A�� �Ý¶ô�Ç
s2\�¦ ��|9� Ãº e����(A|Ruser controls s2). s���Ér	כ ���\O�
���H ÅÒ�̂�� �:rA�_� �Ý¶ô�Ç�Ð�� ����Ér �Ý¶
ô�Ç�̀¦ ��t��¦ ���\O�
��¦�� ½+ÉM: ��ÅÒ s�6 x�)a��. ¢̧ô�Ç {9�ìøÍ ��6 x�� �̧×¼��� ÅÒ�̂ A\�¦ @/���
���H
ÅÒ�̂ B\�¦ ����?/l��̧ 
��¦(B ⇒ A|Ruser) ÅÒ�̂ A�� ���©� ±ú��Ér �Ý¶ô�Ç�̀¦ ��t��¦ ���\O�½+É Ãº�̧
e��>� ô�Ç��(A|Runtrusted). s�\�¦ 0AK�"f R,R′ ∈ Roles\� @/
�#� ��6£§_� /BNo�\�¦ �í�<Êr������:

– R|R = R
– R′|R = R|R′

– A⇒ A as R

6 �lB&è<

(��ÉÓ'� �Ðîß��Ér �Ðîß� &ñ
Õþ�õ� �Ðîß� Bj
�m�7£§�̀¦ ��ÀÒ 9 �èáÔàÔJ?#Q �Ðîß��Ér �Ðîß� Bj
�m�7£§�̀¦

�èáÔàÔJ?#Q�Ð ½̈�&³
����� �èáÔàÔJ?#Q r�Û¼%7�s� �Ðîß� &ñ
Õþ��̀¦ ï�rÃº
���H t�\�¦ SX����
���H ~½ÓZO�

�̀¦ ���½̈
���H ì�r��s���. ]X���H]j#Qr�Û¼%7��Ér ì�ríß�r�Û¼%7�õ� °ú s� �Ð�� {9�ìøÍ�o�)a 8̈��â
\�"f B�
Äº 4�¤ú̧�K�|9� Ãº e����. �7Ho�\�¦ l�ìøÍ
���H ~½Ód��s� þj���s� ��u�́ Ãº�̧ e��t�ëß� &h�#Q�̧ 4�¤ú̧�ô�Ç ]X�
��H]j#Qr�Û¼%7��̀¦ ��ÀÒ��H X<\� Ä»6 x
���. �:r �7Hë�H\�"f��H �ª��©� �7Ho�ü< ÅÒ�̂ ���#Q�Ð s�ÀÒ#Q���
�7Ho�l�ìøÍ]X���H]j#Qr�Û¼%7��̀¦[O�"î

�%i���.�7Ho�l�ìøÍ]X���H]j#Qr�Û¼%7��Ér �̀¦��ØÔ�¦¢-a���ô�Çr�
Û¼%7��̀¦ ½̈�&³
���H X<\� Ä»6 x
���. ¢̧ô�Ç s� r�Û¼%7�s� ��ÀÒl� /'î�r &ñ
�̧_� 4�¤ú̧��̧\�¦ ��t��̧
2�¤ 
�l� 0AK�"f��H ]X���H]j#Q �7Ho�d��_� +þAI�\�¦ ]jô�Ç½+É Ãº�̧ e����. ]X���H]j#Q�7Ho�\�¦ l�ìøÍÜ¼�Ð

����� Ä»��ô�Ç ~½Ód���̀¦ s�6 x
���H ú́§�Ér s��:rõ� r�Û¼%7�s� �>rF�ô�Ç��. î�r%ò
�̂]j �Ðîß�[6], JVM
�Ðîß�[7], R/Û ]X���H]j#Qr�Û¼%7�[9], PolicyMaker/KeyNote, SDSI, SPKI[8], D1LP/RT, SD3[11],
Binder[10] 1pxs� e����.
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