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A Short Tutorial on Logical Foundation of Access Control
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objects | file1 file2 file3d file4

principals
user1 rwx rw r X

user2 r r X

user3 r r X

[3 & 3] Access control matrix
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A3 mdo] of 73] ALAQ SHAAE o EAES =i 7= gttt A&
=0 F2Ao] FEE =& o] Sl B PSS A BA F2A o FE2 A
& £0] 71% may-accessZ BAF 4= 9tk F, Alice7} Foo.txtE 218 Adho] IS U
E}FY] &= may-access(Alice, Foo.txt, Read) 9F 22 F 2|2} 7] A2 ¢l7] A4S xg3}
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Fd =gl s Bd2 X FE o]8ste M = (F,V) & Zo] YERHIA AL, o714
V:id—-PW)e 371 524 718 Fd =84 o] FoAH FoZ =g 4o HQl 75
MAES AEES AvE

olgA 71E FF =89 94“]—_%17]- AAEE 9= &7 (satisfaction relation) FE %
T ed, MwkEo = F 2d Mo 7 AlA wellA 718 3 =84 ¢7} u%]
= 9ujgtt. Fo 2 E 7}‘" "ﬂﬁ]oﬂfﬂ FoAR 71E FE =24 o] o] H&= 21
o3 2T

MwEp if weV(p), where p e &
M,wkE T if always
MwE ¢ if MwkP
MwEPAY if MwEG and MwkE Y
M, wkE O¢ if for every v € W such that Rwv, we have 9, v F ¢

[¢lA] 1] 28 4= tF22] X F& Hasse tholo]ja: o2 e Z o)
=({1,2,3,4,6,8,12,24}, R) where Rzy iff x # y and x divides y
o716 A7k B V(p) = 4,8,12,24}, V(g) = {6} AF5HA. Te¥ th3o] AL &

24

[O& 4] lattice

% 9ok,

1) M, 2K Op

(
(2) M, 2E O(gAOp) AO(—g A Op)

TR Ko %9 748 e gk
~ 374 %2 (modus ponens): ¢Sk ¢ — o] FoAAW = FHHLH

£ 29l X & (uniform substitution): ¢7} FJ X4, ¢ |

glA o g X&ste] dojRl = S HAT

& ZZ(necessitation): ¢7F FoIA A Dp= SHA T
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K-592 =45 3 Aldaz FAF L ZF =452 Tl A AA2e] &
Zol 5% st oo A erRE 9 FAS AE5te] dojdl = Aot 0]74
= IR E B Y FHAH, =24 ¢7}°1‘q K-f“é-‘ﬂ W owpR e o g Ve
A o= K-5% 7Fsstthal shal bi ¢9F o] Ao

EE K-397Fs8 =gase] B 2x9 Al EH'é‘}Oﬂ ggsld Ke 2=
Ch(sound) ! gt} 8 RE 259 o] thsto] 83 =24 E0] EF K-5%87Fs
5tH K+ 2H74 3t} (complete) il ko

4 HHIZMoi=zg|

o] ;q] g:xﬂo]/\]/\zﬂ oﬂ 24%621 q.%ow@_l.;
Aee PALA D7} o3 P
AEAYE relae thee BYE heTh v
| T | ¢ | ¢AY | Oad
E [A]o} Zro] BAF 7]= 3=t A believes ¢ = A says ¢’(A7}
L AA71A As ol| Qelazige) Asolth dow HaAlolE
OFFAALL 049 Ao A says ¢’ 5 25 = Shoh
GEBATRE G, § = (W, {R4)) & 2t} v}
AR R W B5AA AgelT Ry £ Wol A Ael® olg BARA g2 H3 P
B st @slol S HEdeds 2 - G0) o FHeln Ve 4 34
& — P(W) olt}. thE oAb =gl o] MEBAL ThA] kg3 2o Hel Tt
MwEp if weV(p), where p € &
MwkE T if always
MwE ¢ if Mwkod
MwEIAY if MwkEe and MwEY
M, wkEOy¢ if for every v € W such that Raqwv, we have 9, v F ¢
[¢lA] 2] 2% 5+ 8709 7hsAAE 7H RS yebdth 7t HA] 7|5 o of gk 32 o}
ol e of 7)ol & o shute] o] @A T Zxﬁﬁ}—tﬂ Racolth

(22 5] 8712 THsAIA 2

S: Alice is in summer school
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—=S: Alice is in Hae-un-dae

T: Talk of summer school is funny

—T: Talk of summer school is boring

R: It is raining in Hae-un-dae

—R: It is sunny in Hae-un-dae

o) melol A Thee] wEBA T A7 Bk

M,wyg F Asays T
M, wy ¥ A says R
M, wy ¥ A says -R

o714 Rats Alice’} & 4 9 9 Uehia grka A@moz 428 5 Atk we
A Alice7} we] AAS] ATFA Raol &34 Alicert o &3t wel 911 2ol 7 A e 4
golt}. spA w a2 rfol 7 2 A ohdA L & 4 gl Aol 7] wlEo] a5 gl

Zoleh.

2GR BolF Pt ol A thE Al ababel A3kE & g ast B2 A ole) F
2 2 gk oA A2Ale1Y FAZ A4H Fee] FA

em FAE Shel AEARE A5k Ao ohy

5l of JHdel AR 2AE WS A9 2R S QA H2
ST QA A A A € Poh 2A 4 A, Bol thael 24142
zé .

— primitive principals A € P

-A+B
— A|B

FA| Aol thst Jul R Y T R: P — P(W x W)ell g3 A= =d thx3} 2
— R(A) = Ra

— R(A + B) = R(A) UR(B)
— R(A|B) = R(B) o R(A)
1

2AAL TP GE PN BEDAL 47 $5Y & ATk BAS TRHE
Ao uLo =
o] = Z4s

FRhs A Zs) HAp S 3A m, wo)=8|A says ¢ = t}23} o] FojHc}
M, wk ¢ for all wsuch that we (] R(A)(w)
w €R(B)(wo)

919} 2ol AW FAH 0 R o Lol A ot Y T4
M| v 25 (multiplicative semilattice semigroup) ]t} E3F o] A2 &
7 o]FgAA ] YR FHo| 7H5dtal o] E o] &8t Yu|x A

2 4ol Ao eel s

A3 FABAE 7

o] 7hs3het. sHA v B

Sa w2l Ao Aol AR Aol A @] Wro] melAe] B A%E AABNET 5

Ronz weldel PuE AdsozA A3 s sn thel 48 Ao goAlol e

£ 74T 5 Ak oM e ool B g =0l E Aeerlw Atk BAUdE SAL 58 2
=5

l-N

%3}7] viEkch
s ¥t A SHAA K, & A=) 24 K, 9 3
— propositional tautologies
— A says (¢ — ) — (A says ¢ — A says ¢)

K.t v8e 39 34€ 7hdck

e oheR 2
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4

2 (modus ponens): ¢} ¢ — 0] F A H
2 Q1 X Z(uniform substltutlon) d7F FoA A, ¢
Ao Agete] ol o= SHATh

—%—E(necesmta‘clon) ¢7} —,—01 AW O qﬁ% Zw g}

v

e ol e ofd
e ﬂﬂﬂl oX,

~(A+B)+C= A+w+0)
~A+B=B+A
—A+A=A

obehe) B4t A e =AY
~ (A|B)|C = A|(B|C)
~ A|(B+C) = (A|B) + (4[C)
— (A+ B)IC = (AlC) + (BIC)

FA| Aol7t 7HA = B et FAANES H2A o] =Eo ZFAE F ok mo FA AL
2T g9 tE A =S 2 A T )W FA A9} R FAFE=E T A
A= o] A IS A% =7t e AT

— (A + B) says ¢ = (A says ¢) A (B says ¢)
— (B|A) says ¢ = B says (A says ¢)

5 HIZMOo=zclof &

F 2|21 9] “speaks for’ BAE ZFIEE FIA] =& &)
£ B7FAE UAldthE Q2 A B = A 9} 2]
o] FYHth F7MH o2 thg9 FEES 23k
- (A=B)— ((A+C)=(B+(0))
- (A= B) — ((4]C) = (B|C))
- (A= B)— ((C|A) = (C|B))
289 g FEE 48+ Uk

— (B = A) — ((B says ¢) — (A says ¢))
-B=AANC=B)—-C=A

ofu|F 2 Foll A speaks for’e] W& WFHAAE o]&st] YERW th3 3} 2T
MwkEB=A
iff R(B)=R(B+ A)=R(B)UR(A)
iff R(A) C R(B)

0174 'speaks for't: 7H5 A wet TRIA 1 nlE AR & 5 Arh webA ohe
o J7ach

o] H z}. "B speaks for A’
A)=(B=B+A) &7

MEB=A if RA) CR(B)
Ggomt 408 42A0 21 ol83o] ACLE T
o Attt o] As MER FEF AZA} controls’s T3} 29 @91 I}D}-
A controls s = (A sayss) — s

ol Adl7lE sof The Aol ekt A o uFeh. o] B ol §e] ACLE F2AS] +
40 TS Rl s
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[ 3] T ARS 7R 8k
- D:]Zﬂ Swrite- Q_o] Ol% —)i\-“f 7/4\0] ‘Eﬂ%%q—
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— A controls Sy rite
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Aol slgHAP= 2E8S 42 5 Atk 38 00 o
w249 Q5 eg A4 4 Uk

ACL(O;) = {A controls Syeqq, A controls Syrite, B controls Sreqd}

J-T]_ .1 7§1—O] OlE ——L
5t ACLS RE t}&3 Zro] Ao

AAA} NS} |

oz FAdH 'speaks for’ =] A o] 7FA o EA15HH FAY
42 Al 19

o] ¢ z
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2je] S ol 77 SRS 7HAHYE =24 FHE ATE 227 o
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ol AS 2 Al QAoje] AEAFHA AE JHE*E Rl ha At °F51°*7l o & ol A4
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