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[4].

[5].

[6].

[7]

1.2.

ESM(Enterprise
Security Management)[8]
CSPM (Cisco Security Policy Management)[9]
PDL(Policy Description Language)[10]

1.2.1. STRONGMAN

DARPA(Defense Advanced Research Project

Agency) DC(Dynamic Coalition)[11]
(Multi-Dimensional

Security Policy Management)

University of Pennsylvania ~ AT&T Labs -

Research

1 [12]'
1.2.2. NetSPoC
NetSPoC Fraunhofer

Berlios

PIX ,
iptable
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1.2.3. Cisco Security Policy Management

CSPM

VPN(Virtual Private Network)
IDS

PIX 10S

[9].

1.2.4. Enterprise Security Management

ESM , IDS(Intrusion

Detection System), VPN

(Enterprise System Management)

ESM  Firewall, VPN,
, , URL /

[8].

1.2.5. Policy Description Language
PDL  Bell-Labs

"event

cause

action if condition"

. PDL

[10].

1.3.

2.1

=13
=

3
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1 KeyNote [14]. KeyNote

LI ; i
. -
—— [ ‘__..;'-...
[l 5 L o
: E . - *
|
| " |
T b Venes 2 2
[—
b V|
'\
., E_,- P
. -
. -



il ke iyt vIEH Bt de AxE A

I,-l"'—l [romme Maragmad Sy |

i E M5

Eﬂ'-.l-llt'lm Sy ip sy wy g 1433 |

(i e ey AL @

wl deay_panspen WIT LLSE e
kitp _coor oy dmy_pary

= G ey asrve ACT -

masn pirrm-hnt dop_pet 1 doeor
00 00 deey porta 43 precedmmen T

* Esmumn Lapm 4 HAT rwvich =

policy FerdBlle_Fer_Blarsr
AE | el _prortmes T33 3 [
dewpi 9, semennal
i
|}

".,\‘_ & Poliry wmBsn by Triizs Lagraags » _,.FH
—En._-'ll-ldl Hrereree Mmagemem Somen !

|1 wmond |

o LF syt wyth o pedt syl = ‘/

«( 2

3.1.

CAMF(Common  Access
Management Form)

ACL

- (HOW)
(WHAT)

CAMF . CAMF

5
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| <deny_statement> "'
| <report_statement>

<assign_statement> = <id> '=' <expression>

<domain_list> ::= <domain>
| <domain_list> <domain>
== <condition> 'or' <condition>
| <sub_condition>
<sub_condition> ;= <sub_condition> 'and'
<sub_condition>

<condition>

| ‘(" <condition> ")’
N | <expression>
<condition_operation> <expression>

<accept_statement> ::= ‘accept’
<deny_statement> ::= 'deny'
<report_statement> ::= 'report'

<expression> = <expression>
<arithmetic_operation> <expression>

| <number>
| <domain>
| <id>
<domain> = "" <string> ""
<number> := <digit>
| <number> <digit>
<id> := <string>

<string> ;= <letter>
| <string> <letter>

<program> := <policy_list>
<policy_list> ::= <policy>
| <policy_list> <policy>
<policy> ::= 'policy’ <id> <statement_block>
<statement_block> ::= " <statement_list> "
<statement_list> = <statement>
| <statement_list>

<statement>
<statement> ::= <direction_statement>

| <for_statement>

| <if_statement>

| <action_statement>

| <assign_statement>
<direction_statement> ::= 'incoming’'
<statement_block>

| 'outgoing'

<statement_block>
<for_statement> ::= 'for' (" <domain_list> ")’
<statement_block>
<if_statement> = 'if" ‘(" <condition> ")’
<statement_block>

<action_statement> ::= <accept_statement> ;'

<digit>:=0] 1121314151671
819
<letter> .= A .Z]a.z
( 3)
3.2. CAMF
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. CAMF
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3.3. CAMF
BNF (nonterminal)
BNF
5
( 95
BNF
LEX
YACC
CAMF
(terminal)
CAMF
CAMF CAMF
(Depth First Search)
CAMF
6
CAMF

CAMF
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6)

CAMF

PolicyList

{ “Sample” ]‘ StmtBlock ‘
StmtList
‘ DomainList ‘ l StmtBlock ‘
+—|—+ [ StmtList ‘
‘ Domain ‘ ‘ Domam ‘ ’—*—‘
¥ D
(“domainA [ domamB ‘
{“incoming" || StmtBlock ‘
StmtList
‘ Condition ‘l StmtBlock ‘
’—*—‘ StmtList
Denystmt
C
Condition

ﬂ DomainList h

DirectionStmt

{“domain A"} {“domain B7] [ incoming’ ]

[(protocol ]

\fj [“155.230.159 217}

ﬂ Condlﬂon FFL‘
ywaGQQQMﬁlﬂijo%

8)

CAMF

CAMF

CAMF

POLICY

CAMF

domain
“domain A"

domain
“domain B"

(

DIRECTION
direction
“incoming”

priority
5

9) CAMF
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CAMF
CAMF
CAMF 4.2.
CAMF
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CAMF
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4.
CAMF 4.3.
CAMF
CAMF . CAMF
4.1. CAMF
Rule-Set

CAMF
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b.
CAMF Rule-Set 5_.1.
: 11
Rule-set CAMF
1 1 i) 1 3COM
CAMF CISCO
Rule-set 2,
Rule-Set 2 . 2
Rule-Set 2
1 (CISCO, 3COM) 2
DB : POSEIDON
: , SSH, VPN
HTTP
4.4. KeyNote

PolicyMaker[15]

. KeyNote

KeyNote . KeyNote
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2000 MFC . ,
MKS Lex
& Yacc Visual C++
Fedora (1
g++ 3.2 API i
Policy Triton
ACE T PFDL |RPSL|SRL |NetSPoC|(
MySQL 4.0 . o )
5.2.
X o | x| x X o
X X | o] X o) o
X o | x| x X o
X X | X | X o) X
5.2.1.
5-1
[16].
Triton . Triton
' 5.2.2.
[17]. :
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6.2.
POSEIDON
Cisco 1721

, 3Com 5009 , IPTables ,
Orinoco AP-2000 .

Rule-set

KeyNote

CAMF
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