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Java
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(sandbox)
Java (JVM)
JVM  Java
JVM
[9] . ) (integrity):
JVM
) (confidentiality):
JVM .
(applet) ® : ,
Java
(Bytecode)
N 2003 (bytecode
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1
2.
°
Java .
(stack machine) i : JVM
(stack d
frame) (operand stack)
(register) d 1 JVM
(local variables) (fetch), (decode),
(execute)
Java API
/
Java
« . )
( )
1.
(class loader
32— _ subsystem)

(symbolic reference) (dynamic, on-demand

class loading)
3



) (loading):
® 3 ( ) -
) (linking):
/
° (initialization):
e 4
(reference)
3.
) (verification): Java
: Java
° (preparation): [91.
° (resolution): - (primitive type) (reference
(direct type)
reference)
° . byte(8 ),
short(16 ), int(32 ), long(64
), char(16 , UNICODE)
° : float(32 ),
double(64 )
(1) ® boolean : true false
JVM ® returnAddress :
(2
. JVM (reference type)
JVM 4
° (class)
o (array)
e 1 ° (interface)
o 2 : 8- 202

(final class)
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® invokespecial: ,

iadd .
. ® invokestatic:
isub, iload, istore (static method)
(target
object) O-
/ , x.m(...); = m(x, ... );
this O-
static int factorial(int n) { m(...) {...} @ m(this,... ) {..}
int res
for (res = 1; n > 0; n--) m
res = res * n; (target object)
return res
}
0: iconst 1 // 1
1: istore 1 // 1( res)
2: iload 0 // 0( n)
2: '_‘:'edl“l Z 10( Pe 14) int add12and13() {
: iload_ res i
7+ iload 0 /7 0 ( n) return addTwo(12, 13);
8: imul // }
9: istore_1 // 1
/7 ( res) 0: aload 0 // 0(this)
10: iinc 0, 01 // 0( n 1 1: bipush 12 // 12
11: goto 2 // PC 2 3: bipush 13 // 13
14: iload_1 // 1¢( res) 5: invokevirtual #4 // addtwo()
15z ireturn // 8: ireturn // addTwo()
//
4
® invokevirtual : (context)
(virtual method) . catch

® invokeinterface:



catch
catch . catch
( )
catch
void mQ) {
try {
doSomething();
} catch (E e) {
handleExc(e);
}

Method void m()
0 aload 0 // try
1 invokevirtual #6

// doSomething()
4 return // try ;
5 astore_1

// 1
6 aload 0 // this
7 aload 1 //
8 invokevirtual #5
// handleExc()

11 return // E
Exception table:
From To Target Type

0 4 5 Class E

VM
[8,9].

(sandbox)

API

(defensive virtual machine)

JVM

(static dataflow analysis)

2.
(1)
(2
getfield C.f
3) /

Fored efermbes
siriual Facters

_ 1
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(4) ( ) : i s ¥
AL )
CETFIRE €1 ¢ i 3
b
(5) :new C() C . it ks 8
TETHE 1
TLORE ¢
©) : TDe
LD
HETFIEE €1 § dm
- L 1 '
(abstract interpretation) [8]. | B,
(abstract domain) b H
( ) CETFIOE €.x ¢ im
(abstract TIVDRESIATIC 0, dmaw ¢ weddi byt int]
operator) - o i
FETELN
3.
3 4,
class C {
int x; (successors)
void move(int delta) { (predecessors)
int oldx = x; lub
X += delta;
D.draw(oldx,x); _
} . . . TCaE &
} 1FIl,
this r0 delta rl1 oldx / \
r2 i 10T 1T
15THAE 4
AlLImE |

JSTCEE 3

ILHE &



(transition relation)

0.9 daht: {r dnkint gl — {r, isty)

6.
(dataflow equation)
J
5. /
(standard  fixpoint
iteration)
(soundness) [8]
1) (interface):
Sun
[9]. Dedekind
completion
[6].

11

iconstm @ (S, R) — (int.S, R)if S| < M,y
ineg @ (int.S, B) — (int.S, R)
iadd : (int.int.S, R) - (int.5 R)
iloadn : (5, R)— (int.S, R)
i10 < n < My and RB(n) = int and S| < Myaeh
istore m ! (int.S, B) — (5, Rin < int}}if 0 < n < My,
aconstaull ;o (S, R)— (mllS, B) i S| < My
aload n : (S, B)— (R(n).S, R)
if0 < n < My and R(n) < Object and |S| < Myqeh
astore n (1.5 R)— (5, Rn 1}
i10 < n < Mygy and 7 < Object
getfield C.f7 1 (7.8 B)— (75 R)if ' <. €
putfield C.fr o (momS R)— (S R)ifn < randn < C
invokestatic Come o (7)...71.8, H)— (r.5, R)
fo=r(r,...,m) 7 <nfori=1..n md r.8) < My
invokevirtual Cim.e @ (7)...7.7".8, B) — (1.8, R)
fo=rmy..m)r <Cr<rfori=1l.n S < Mgk

6.
2 (object initialization):
must-alias
[4,8].
3 (subroutine):
[3.5,12].

try-finally

try {

if (cond) { return e; }

} finally {
// finalization code



iload cond
ifne Early_return

finalization code

Early _return:
compute e
istore 2
finalization code
iload 2

ireturn
Exception_handler;
astore 2
finalization code
aload 2

athrow

iload cond
ifne Early_return

jsr Subroutine

Early _return:
compute e

istore 2

jsr Subroutine
iload 2

ireturn
Exception_handler;
astore 2

jsr Subroutine
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aload 2

athrow
Subroutine
astore 3
finalization code
ret 3

8.
jsr ret
[3,5,12].
9.
jur Schm
i T e
jar Colbmosiios
9.
Sun
jsr
[91.
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a1 Pobin L1Be 1- -
il i '.‘
P 1 iBa 1.
10. Sun
ret
. [12]
[13] Sun

jsr

(context-sensitive analysis)

context)

11.

11. -

(calling

(

(model checking)
VM

12.

un
w
|

12.

5.

Java

[21.

KB RAM, 16 KB EEPROM, 8

(Proof Carrying Code)[11]

13

[1].

TS = iy

[8].

[11]



EEPROM

( 20 ~ 100%).

[2,7].

(Typed Assembly Language)
[4,12].
( ) ) )
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