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Network

~— « Buffer overflows
« Error handling

...'r r

Application

« Command injection
< . Unnecessary code
« Malicious code

Database Server

» Broken threads
* |nvalidated parameters

Web Server

« Cross-site scripting
“~ + Caching, pooling and reuse

Application Server

errars

Operating System

| JbEL,

“Now is the time for

security at Application Level (2005, 12.)
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% &X : 7FEUY, “Now is the time for security at Application Level’(2005. 12.)
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[Z:31) MS SDL(Secure Development Lifecycle) £ 3 i}

[ Vulnerabilities disclosed one year after release ]

45% Decrease
119

Windows XP
Before SDL

Windows Vista

After SDL

[ Vulnerabilities disclosed three year after release ]

91% Decrease

3
I

SQL Server 2000
Before SDL

SQL Server 2005
After SDL

¥ http://www.microsoft.com/security/sdl
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(£t11) National Vulnerability Database

% Sponsored by : -ﬂ# ¥ - m ; NISI-

DHS National Cyber Security Division/US- GEHT

Natienal Instituie of
Stoandards and Technology

National Vulr'lar*ablhﬁi? Database

automating vulnerability manage " ity measurement, and compliance checking
Vulnerabilities Checklists 800-53/800-53A Product Dictionary Impact Metrics Data Feeds Statistics
Home SCAP SCAP Validated Tools |SCAP Events |AI:H:H.rt | Contact |'n"endur Comments

NVD is the U.S. National Vulnerability Database Version 2.2

government repository of

standards based NVD is the U.S. government repository of standards based wvulnerability management data

vu[nerabi_l[t'«_.r management represented using the Security Content Automation Protocol (SCAP). This data enables
data. This data enables  zytomation of vulnerability management, security measurement, and compliance. NVD

automation of includes databases of security checklists, security related software flaws,

vulnerability : misconfigurations, product names, and impact metrics.

management, securnty

measurement, and Federal Desktop Core Configuration settings (FDCC)

compliance (e.g. FISMA). NyD contains content (and pointers to tools) for performing configuration checking of

ResonFoe SELE systems mpl_ernentmg th_e FDCC using the 5ecur|b,-' Content Automation Protocol (SCAP).
FDCC Checklists are available here (to be used with SCAP FDCC capable tools).

NVD contains: SCAP FDCC Capable Tools are available here.

50743 cVE Vulnerabilities
235 Checklists
221 US-CERT Alarts

NVD Primary Resources

2290 Us GERT Viiln Notes * Vulnerability Search Engine (CVE software flaws and CCE misconfigurations)

7690 OVAL Queries * National Checklist Program (automatable secunty configuration guidance in XCCDF anc
Last updated: o0s/z4/12 OVAL)
CVE Publication rate: * SCAP (program and protocol that NVD supports)
15 vulnerabilities / day * SCAP Compatible Tools

a CFrAN Mafa Chande FWE e CDE OUJCC wWirrnhEe MAVFAL DY
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NVD.mitre.org

Common Weakness Enumera n
o unity-Developed Dic watre Weakness Ty pes

Introduction to CVSS International in scol
ier public use, CWE™ provi
Read the CVSS FAQ | set of software weaknesses
Or consult the C: lete Guide to The Cor thll is enabling more effective
ion, description, selection, and
curity tools and
services that can find these weaknesses

n Vuinerabilly Scoring System

The Common Vulnerability Gearing System. 8 NIAG research project, was recently unvelled and the completed
repont posted on The Department of Homalands Securtys web site on 23 Fetiuary 200% THS rating system Is

on ratings of

Defanse Sume
* CHE briefing
Measugable b

ks e Intertion of NIAC 1o create a giobal framework for disclosing information abou secusity uberabilites

DHS/DaO/NIS
as wall as batter understanding and Groun
For CVSS 1o ba recogrized an gansral accepted wlraquire ot only SUCpOHT 1o Malor playses I the managemant of software weaknass * Malkice Reck
Informatian Technology inckustry. but ensaire successiul o related to architecturs and design. hafog andt
implementation, education and on-going develapmert mm. scoring system. There is a criical need to hek s
across their constitueney. The lack of & cammon

* CUE/CAPEC &
SCONING System Nss S8<LIy 184S WO SOMING Uhe S8Ma Brobiems W I8 of O coorion. anference
seigrioit; The CERT C Secure Coding Standard

CVE.mitre.org

STULCERT €

o

CWE.mitre.org SECURECODING. cert.org

CAPEC.mitre.org
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[(2t1) 2011 CWE/SANS Top 25 Most Dangerous SW Errors

Rank Score| ID | Name

|[1] |93.8 |CWE—89 |Improper Neutralization of Special Elements used in an SQL Command ("SQL Injection')
|[2] |83.3 |CWE—?8 |Improper Neutralization of Special Elements used in an 05 Command ('O5 Command Injection")
|[3] |?‘9.0 |CWE—12U |Buffer Copy without Checking Size of Input ('Classic Buffer Overflow")

|[4] |??.? |CWE—?9 |Improper Neutralization of Input During Web Page Generation ('Cross-site Scripting')
[5] |76.9 |CWE-306 Missing Authentication for Critical Function

[6] |76.8 |[CWE-862 Missing Authorization

[7] |75.0 |CWE-798 |Use of Hard-coded Credentials

[8] 75.0 |CWE-311 Missing Encryption of Sensitive Data

|[9] |?‘4.U |CWE—434 |Unrestr|'cted Upload of File with Dangerous Type

[10] 73.8 |CWE-807 [Reliance on Untrusted Inputs in a Security Decision

[11] |73.1 |CWE-250 [Execution with Unnecessary Privileges

[12] [70.1 |CWE-352 |Cross-Site Request Forgery (CSRF)

|[13] |69.3 |CWE—22 |Improper Limitation of a Pathname to a Restricted Directory ('Path Traversal')

[14] |68.5 |CWE-494 Download of Code Without Integrity Check

[15] 67.8 |CWE-863 |Incorrect Authorization

[16] |66.0 |CWE-829 |Inclusion of Functionality from Untrusted Control Sphere

[17] 65.5 |CWE-732 |Incorrect Permission Assignment for Critical Resource

[18] |64.6 |CWE-676 |Use of Potentially Dangerous Function

|[19] |64.1 |CWE—32? |Use of a Broken or Risky Cryptographic Algorithm

[20] 62.4 |CWE-131 |Incorrect Calculation of Buffer Size

|[21] |61.5 |CWE—3U? |Improper Restriction of Excessive Authentication Attempts

[22] 1.1 |CWE-601 |URL Redirection to Untrusted Site ('Open Redirect")

[23] 61.0 |CWE-134 Uncontrolled Format String

[24] 60.3 |CWE-190 |Integer Overflow or Wraparound

[25] |59.9 |CWE-759 Use of a One-Way Hash without a Salt

* http://cwe.mitre.org/top25/ 11
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4. [ B wehgoatsotest : .
: P * [gparam str
‘E— Weboat-5.2 * pescription of the Parameter
. E._; project “_.?reter' Description of the Return value
4 [l JavaSource — =
4. [\ org ublic static]String hashps(skring str)
4. | owasp
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* pescription of the Parameter
* @return Description of the Return value
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Posting = Request
(P AIEE]
.-'/' e __-ﬁ-‘\“\
Response b o Eeéﬂ;;;u /]
[RIMASYE Ty Yot Aqm “J
\ ‘\5______/"
> i -
L
AMEX

(18 3-3) A2AADIE AJEE

werH el ol AR BA L 23 HEE A S w9 ALRA) 4EE
Al < > &, %, " 58 Sl HE $H oA S AlgEle] &it, &gt, &amp, &quots.
X EFeh HTML 8] 28 .54%?.;].. = Al Al el A= Al Al A 2| Y E8= HTML gl 28] 2] A E(White
Liso A4S ¥, 89 o2 5185k B 2lg A e,
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3 String name = request.getParameter("name”);
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5 <p=NAME: <%=namedio> </p>
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2. String name = request.getParameter("name");
3 if{namel=null) 4 {

5 name = name. replaceAll("<","&It"):

& name = name,replaceAll(">","&gt;"};

70 name = name,replaceAll("8","8&amp;");

8 name = name,replaceAll(""™"&quot;");
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0: else { retumn; }
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data = buffread.readLine();

Boolean bResult = sqlstatement.execute("insert into users (status) values (‘'updated’)

where name=""+data+"");

data = buffread.readLine();
osCommand = "/bin/Is ";

Process p = Runtime.getRuntime().exec(osCommand + data);

data = buffread.readLine();
String [] tokens = data.split("||");

String uname = tokens[0];

String pword = tokens[1];

String query = "//users/user[name/text()=""
" and pass/text()=
"/secret/text()";

String secret = (String)xp.evaluate(query, inxml, XPathConstants.STRING);

+ Uname +
+ pWOI’d + lll]ll +

data = "pass";
String pw = data;

conn2 = DriverManager.getConnection("data-url", "root", pw);
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